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Chapter 1

Introduction

The threat of a quantum computer having the capabilities to break modern Public Key
Infrastructure (PKI) seems to be stepping closer and closer to be reality by companies
such as Google, IBM, Intel and Microsoft. To meet this threat, a project was created by
NIST called NIST Post Quantum Cryptography (NIST PQC). The goal of the project is
to find a replacement for all cryptosystems that are broken by a large enough quantum
computer. This means they intend to find both classical- and quantum-secure Public
Key Encryption (PKE) schemes, Key Encapsulating Mechanisms (KEMs) and Digital
Signatures.

In this thesis I will look closer at some of these PKE schemes. What I hope to achieve
is to educate myself and hopefully others on Post-Quantum Cryptography. As you find
many of the Post-Quantum Cryptographic algorithms already implemented in the NIST
PQC project, I wanted to look at them and find out how they performed and how well
optimized the implementations are.

1.1 Research Questions

The research questions I ended up with and try to answer are:

• What is considered bottlenecks in a computer when looking at performance meas-
urements of post-quantum cryptographic algorithms?

• What is the performance of candidates in the NIST Post-Quantum Cryptography
project and how do they compare to each other when resources are constrained?

• What kind of performance increase or decrease does updated versions of the cryp-
tographic algorithm candidates have compared to the original versions in round 2
of the NIST Post-Quantum Cryptography project?

• What does the resources and components in a computer that affect the perform-
ance of post-quantum cryptographic algorithms say about the optimization of these
algorithms?
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While writing the thesis I will create a project for combining the cryptosystems and
measure the performance of each system. I will also research to find areas that can affect
the performance of these systems and what can be done for optimizing them. In this
thesis I will start by looking at background information that can be important to know
and understand before we look at the project itself and the results.

1.2 Thesis Outline

In the background chapter we will first look at the different types of mathematical prin-
cipals the cryptographic algorithms in the NIST PQC project consists of, which are lattice
based cryptography, code based cryptography and multivariate polynomial cryptography.
When this is better understood we will look at the NIST PQC project itself. The candid-
ates I am focusing on will be explained in chapter 3 for themselves. In the background
chapter I will also go through how a quantum computer works and why it breaks modern
PKI. The rest of the chapter will consist of different ways optimizations are possible, ways
to measure the performance of the implementations and topics that are interesting to look
at when it comes to post-quantum cryptography.

In the chapter about the candidates to the NIST PQC project, I will go through the
six candidates that I will focus on. For each of them I will look at their features, how
they work, a small discussion about their security, the parameters of the schemes and any
Intellectual Property (IP) that they might have with possible patents.

The methods chapter I will look closer at what my methodology was through this thesis
and how I worked with the project. This contains an explanation of how I researched areas
and how I implemented the candidates and other features into the program I created.

In the results and discussion chapter I will present and visualize the results I got from
the performance measurements. I will also try to find reasons behind the results and if
we can connect them to some kind of optimization of the candidates for answering the
research questions. The results I show and visualize are the results I believe gives me the
best ability to answer the research questions.

In the conclusion and afterthoughts chapter I will try to answer the research questions
from the results I found and give a few afterthoughts and future works of this topic.
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Chapter 2

Background

2.1 Lattice Based Cryptography

Some of the Post-Quantum algorithms are implemented as lattice based cryptosystems.
Since many of the lattice based cryptosystems are similar, I will describe them as a
group. The difference for each algorithm will be described for itself. I will start with the
description of a lattice based cryptosystem with learning with error (LWE) problem.

For convenience, I will make an example for Alice and Bob communicating. Alice
generates a random matrix Am×n where aij < q, aij ∈ Z for i ∈ {1, ..., n} and j ∈
{1, ...,m}. This Matrix is public, and Bob has access to it. Alice then choose a random
vector ~x as her private key, and calculates ~u = A~x as her public key.

Bob chooses a random and secret vector ~s. He computes:

~b1 = A~s+ ~e1

The vector ~e1 is an error vector, with small values so it will later be possible to decrypt
the message. He then computes:

b2 = ~s× ~u+ e2 + bit× q/2
The bit is the message Bob is sending to Alice, either zero or one. e2 is a random error

value where e2 << q/4, which means e2 is much smaller than q/4. The q-value is the

same value as was used when A was generated. Bob sends ~b1 and b2 to Alice. For Alice
to find out what Bob sent, she use the equation:

b2 −~b1~x = ~s~u+ e2 + bit× q/2− (A~s+ ~e1)~x

= ~s~u+ e2 + bit× q/2− (~s~u+ ~e1~x)

= (e2 − ~e1~x) + bit× q/2
If bit is zero in the last equation, Then the whole equation will be close to zero,

otherwise the equation will be far from zero. This is because (e2−~e1~x) is very small, and
bit× q/2 is only small if bit = 0. Therefore:

(e2 − ~e1~x) + bit× q/2 ≈ bit ∗ q/2

3



If you don’t know the values of ~x beforehand, then the hardness of this cryptosystems
is as hard as the learning with error (LWE) problem [1]. Some of the hard problems used
in lattice based cryptosystems are:

• Learning With Error

• Shortest Vector Problem

• Closest Vector Problem

• Covering Vector Problem

2.2 Code Based Cryptography

Binary entropy function h(·)

Another type of cryptosystem that can be quantum-secure are code based cryptosystems.
The basics used in the code based cryptosystems dates back to Claude Shannon in 1948.
At this time, the goal of the technique was to remove errors that occured when data was
sent through cables.

Data codeword

noisy channel

noisy codewordData*

Linear expansion

Decoding

Figure 2.1: Linear codes for communication.

The linear expansion expands the data of length k to a codeword of length n > k. This
means the codewords C is a subspace of a field with n dimensions. These codewords can be
represented as linearly independent vectors in a matrix called generator matrix. Through
the noisy channels bits may be flipped so that the message sent is changed. This means to
successfully decode to the correct data it will depend on what linear expansion was used
and how large the expansion was. The probability of decoding for a binary symmetric
channel of error rate p is 1 if k

n
< (1 − h(p)) [2]. This theorem is non constructive,

which means there is no generic solution for polynomial time decoding. When the linear
expansion is random, we know that the decoding is NP-complete [3]. Even a small amount
of error is assumed to be difficult to remove without knowing the linear expansion. There
does exists codes such as alternate codes that have a polynomial time decoder for O( n

log(n)
)

errors.
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For this to be used in a cryptosystem, you could use the same scheme as in figure
2.1, but with some changes. Data is made into a codeword with linear expansion, and

Data codeword

Add intentional errors

ciphertextData*

Linear expansion

Decoding

Figure 2.2: Linear codes for cryptosystem.

intentional errors are added. This means if a random linear code is used, no one will be
able to decode the data efficiently as this was a NP-complete problem described earlier.
If the code that was used was an alternate code, then it is known to have a fast decoder
for the ones who know the code structure. If we assume the knowledge of the linear
expansion does not reveal the code structure, we see that this can be used for public
key encryption. The linear expansion is used to encrypt the data and some errors has to
be added intentionally. The decoding is the decryption with the knowledge of the code
structure as the private key. The probability of decoding successfully can be 1 as the
amount of error added is intentionally and will therefore not need to extend above the
threshold of k

n
< (1−h(p)).This is of course important to find a balance between security,

performance and probability of decoding correctly in a scheme like this.

Linear Error Correcting Codes

One way of using linear code is to use a generator matrix. A q-ary linear code [n, k] is a
k-dimensional subspace of the n-ary finite field Fnq . q will most often be 2 as most finite
fields will be binary. A generator matrix can be described as G ∈ Fn×mq of the codewords
C such that:

C =
{
~xG|~x ∈ Fkq

}
This can be used as an encoder defined as fG:

fG : Fkq → C ∈ Fnq
~x 7→ ~xG.

To get the message back you can use the right inverse of G. So fG(~x)G′ = ~xGG′ = ~x. If
G is in systematic/standard form, which means it is in the form:

G =
[
Ik
∣∣P ]

Then the inverse of G is:
G′ =

[
Ik
∣∣0]T
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Parity check matrix and Syndrome

Parity check matrix H

t-bounded decoder Φ(·)

t-bounded syndrome decoder Ψ(·)

Hamming weight wt(·)

Using a parity check matrix and syndrome is a more relevant way of working with
linear codes when creating a cryptosystem. The parity check matrix is a matrix to check
the relation of a vector to the codewords in the linear code. The parity check matrix is
a generator of the dual code of C. It is therefore quite useful when it comes to decoding
and correcting errors. A q-ary linear code [n, k] is a k-dimensional subspace of Fnq . Let
r = n− k, the parity check matrix H ∈ Fr×nq of the codewords C such that:

C =
{
~x ∈ Fnq

∣∣ ~xHT = 0
}

The syndrome of a vector ~y ∈ Fnq is

SH(~y) = ~yHT

Definitions: If the syndrome of ~y is zero, it means it is a codeword. The linear code has
several nice properties. For all ~z ∈ Fnq and all ~c ∈ C, the coset of ~z can be defined as an
additive group like this:

Coset(~z) = {~z + ~c | ∀~c ∈ C} = S−1H (~z)

Definition: ΦC(·) can be considered a t-bounded decoder if for all ~x ∈ C, all ~e ∈ Fnq
where wt(e) ≤ t:

ΦC(~x+ ~e) = ~x

Definition: ΨH(·) can be considered a t-bounded H-syndrome decoder if for all ~e ∈ Fnq
where wt(~e) ≤ t:

ΨH(~eHT ) = ~e

It is proven that ∃ΦC(·) ↔ ∃ΨH(·). With this information, it is possible to create a
public key encryption scheme. In 1978 Robert McEliece created a public key encryption
scheme based on these principles.

Quasi-Cyclic Codes

Quasi-Cyclic Codes are something that will be mentioned a lot, therefore I will try to
explain it. For a code to be cyclic it means that if we have c = {c0, c1, ..., cn} in the code,
then c′ = {cn, c0, ..., cn−1} will also be in the code. Turning c into c′ is called a cyclic right
shift. For quasi-cyclic code, a set amount of cyclic right shift needs to be applied before
another codeword is discovered. Since we are working in finite fields, if we look at the
polynomial c(x) as a codeword and multiplying it with x is considered a cyclic right shift,
then we find xbc(x) to be a codeword. The irreducible polynomial in Quasi-Cyclic codes
has to be on the form xn − 1, where b and n are coprimes.
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2.3 Multivariate Polynomial Based Cryptography

Multivariate polynomial cryptography are a group of public key cryptosystems based on
usually multivariate quadratic polynomials in a map over finite fields, often represented
in an array. Many trapdoor functions were introduced before RSA, but were forgotten
when RSA became popular. The first publications of MPKC (Multivariate Public Key
Cryptosystem) were published in the early 1980s in Japanese, but not before 1988 the
first modern versions of a MPKC were published.

The variables are often represented as an array. The public key P is the set of these
polynomials:

P = (p1(~x), ..., pn(~x))

Where ~x is the vector of variables ~x = (x1, ..., xm). Each pi(·) can be represented as:

pi(~x) =
∑
j

Qjixj +
∑
j

Rjix
2
j +

∑
j>k

Sjkixjxk

This means the public key contains Q, R and S. All variables and coefficients are in the
finite field Fq.

There are a lot of different ways to hide the secret part of the system depending
on the algorithm, but there are some similarities. Most of the MPKC hides a private
transformation R by two affine and full-rank transformations. This can be written as:

P (~x) = Q(R(S(~x))) = ~z = (z1, ..., zn)

The transformation (or map) R is a quadratic transformation where the inverse is easy to
compute. It is the design of this transformation that decides the key of the cryptosystem.
The disadvantage with MPKC is that they have relatively large key sizes compared of
RSA and ECC. This can become a problem on smaller devices with limited memory.
However they often are quite efficient to run.

2.4 Deterministic Encryption and Decryption

Deterministic encryption and decryption algorithms are algorithms who does not have any
random element in the encryption and decryption. This means that for a given plaintext
and key, the encryption will always return the same ciphertext. This is not a desired
attribute, as it is possible to do a chosen ciphertext attack on the system because it is
possible to recognize if the same plaintext being sent multiple times. A solution for this
is to use padding with random elements.

2.5 Probabilistic Encryption and Decryption

A probabilistic encryption algorithm is the opposite of a deterministic encryption al-
gorithm. It has some random part of the encryption which causes the ciphertext given a
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plaintext and key to change between encryptions. Some of the probabilistic encryption
algorithms have a probabilistic decryption algorithm. A problem that can arise with a
probabilistic decryption algorithm is that there can occur failures when decrypting the
ciphertext. This causes the need for the sender to encrypt the data another time. If an
algorithm has too large failure rate, it can not be considered an IND-CCA2 secure al-
gorithm. The decryption failure rate (DFR) refers to the likelihood of decryption failing to
decrypt the correct plaintext. There are however probabilistic encryption algorithms with
a deterministic decryption. This means that they do not have failures in the decryption.

2.6 Security Notions and Attack Model

Some security notions will be used through the thesis. These are created so it is possible to
prove the security of a cryptosystem. Most of the cryptosystems I will go through have a
proven or claimed security notion of IND-CPA, IND-CCA or IND-CCA2. These security
notions possesses the property of indistinguishability under different type of attacks. In
the NIST PQC project, NIST intends to standardize one or more ”semantically secure”
public key encryption or key encapsulating mechanism with regard to adaptive chosen
ciphertext attack [4]. This is denoted as IND-CCA2.

COA

COA stands for Ciphertext-Only Attack. The most common COA is brute-force attack
on the private key. The only information available for the adversary is the ciphertext. It
is considered the weakest attack since the lack of information.

KPA

KPA stands for Known Plaintext Attack. In KPA the information available are pairs of
plaintext and ciphertext corresponding together. The most famous example of this is
under World War 2 with the successfull cryptanalysis of the enigma machine.

CPA

CPA stands for Chosen Plaintext Attack. CPA is based on the adversary being able
to choose plaintext to be encrypted and have access to the result of the encryption.
This attack is realistic with public key encryption since the public key is available, and
therefore any adversary could use it to encrypt any plaintext. The IND-CPA notation
which will be used for claiming security for schemes stands for Indistinguishability under
Chosen Plaintext Attack. IND-CPA can be explained with the IND-CPA Game between
a challenger and an adversary:

1. The challenger generates a private and public key keypair with a security parameter.
The challenger shares the public key with the adversary.
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2. The adversary can do polynomial time calculations with the public key and different
plaintexts.

3. Eventually the adversary submits two plaintext without encrypting them.

4. The challenger chooses randomly between the two plaintext and return the encryp-
tion of the chosen one.

5. The adversary has to guess which plaintext of the encryption and is free to perform
any computations before the guess. Finally, publishes the guess to the challenger.

If a public key encryption scheme is IND-CPA then the probability of the adversary
guessing correct is 1

2
+ ε(k). The ε(k) is the negligible function for the security parameter

k.

CCA

CCA stands for Chosen Ciphertext Attack. CCA is based on the adversary being able
to choose the ciphertext and see the plaintext corresponding to it. In reality this would
require the adversary to be the recipient and have access to the communication channel.
The IND-CCA notation will also be used through the thesis for claiming security for
schemes. It stands for Indistinguishability under Chosen Ciphertext Attack. IND-CCA
can be explained in a similar way as IND-CPA:

1. The challenger generates a private and public key keypair with a security parameter.
The challenger shares the public key with the adversary.

2. The adversary may perform polynomial time calculations with the public key, en-
cryptions and decryptions.

3. Eventually the adversary submits two plaintext without encrypting them.

4. The challenger chooses randomly between the two plaintext and return the encryp-
tion of the chosen one.

5. The adversary has to guess which plaintext of the encryption and is free to per-
form any computations and encryptions before the guess. However no decryptions.
Finally, publishes the guess to the challenger.

CCA2

CCA2 stands for Adaptive Chosen Ciphertext Attack. CCA2 is similar to CCA, in additon
to everything the adversary is given in CCA, the adversary in CCA2 also have access to
the decryption oracle in the 5th step. IND-CCA2 is used as being ”semantically secure”
in the NIST PQC project.
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Open Key Model Attacks

The open key model attacks are attacks where the adversary have knowledge about the
key used for scheme [5]. A type of attack is the Related-key attack. In this attack the
aversary can encrypt plaintext with keys that have some mathematical relation with the
key to the challenger.

Side-Channel Attacks

Side-Channel attacks are attacks that depend on gathering information through other
means than a cryptanalysis. This could be a timing attack to measure the time it takes
to perform the algorithm if it’s not implemented in constant time.

2.7 Difficult Problems for Cryptography

The method cryptologist review if a cryptosystem is secure, is to reduce the difficulty
of the system to a hard problem. These hard problems are either assumed or proven to
either only have an exponential solution or non-deterministic solution. These problems
are categorized as either NP-hard, NP-complete or at least no known efficient method for
solving. Each candidate has to prove that their system either reduce to a known difficult
problem, or give well enough proof of a new difficult problem for the cryptologists in NIST
to review.

2.8 NIST Post-Quantum Cryptography Project

The NIST Post-Quantum Cryptography project is a competition between cryptographic
algorithms for becoming a new standard for public key encryption, key encapsulation
mechanism and digital signature algorithm. The reason this project started is to avoid
the exploitation of the quantum mechanical phenomena that will affect many of public
key cryptosystems in use today.

Algorithm Type Purpose Impact of quantum computer

RSA Asymmetric key Signature & KEM Not secure

ECC Asymmetric key Signature & KEM Not secure

DSA Asymmetric key Signature & KEM Not secure

AES Symmetric key Encryption Double key size to be secure

December 20th, 2016 NIST sent a request for nominations for ”Public-Key Post-
Quantum Cryptographic Algorithms”[6]. The final deadline was set to November 30th,
2017 for candidate algorithms to be submitted. There were a total of 82 sumbmission for
the first round, and 69 of these were accepted. The only criteria of round 1 submission
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acceptance were to be ”complete and proper” as it is defined in FRN-Dec16 [7]. This
required the submissions to have:

• Reference and optimized implementation of the submission in C

• Known-answer tests (KAT)

• Written specification

• Intellectual property (IP) statement

In addition algorithms were required in FRN-Dec16 [7] to be implemented in a wide range
of hardware and software platforms.

The project identified three main areas for evaluating the candidate algorithms through
the standardization process. These are:

1. Security

2. Cost and performance

3. Algorithm and implementation characteristics

According to NIST it seems unlikely that any of the known implementations of the
candidates can be a full replacement for the current public key schemes used today. One
of the reasons is that most of the candidates have a much larger key size. Including the
fact that the algorithms for signature and key encapsulation may not work the same as
RSA because they are different schemes.

When the second round started, 26 out of the 69 first-round candidates were selected.
The candidates were evaluated on the three areas as described in order of importance. The
security evaluation of the algorithms were not only based on the internal cryptanalysis
of NIST, but also external cryptanalysis. Performance was also evaluated, but did not
have a major role as it is still in a early portion of the evaluation process [8]. A few of
the candidates were selected based on their unique and elegant design. This was done for
diversification so it is not as easy to find a single type of attack that will eliminate all
of the candidates. Out of the selected algorithms for round 2, 17 of them are public-key
encryption and key-establishment schemes.

2.8.1 Security

The standardization of new public-key algorithms means the algorithms are going to be
used in different applications, such as Transport Layer Security (TLS), Secure Shell (SSH),
Internet Key Exchange (IKE), Internet Protocol Security (IPsec), and Domain Name
System Security Extensions (DNSSEC) [8]. The algorithms will therefore be evaluated
by their security in these and other applications. Security is the most important factor
of the standardization, just as it was in AES and SHA-3 competitions.

For the ability to compare security between candidates easier, five security categories
were defined. While there is significant uncertainties when estimating the security, the
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candidate were asked to provide a classification for their algorithms. The focus was to
meet the requirements to 1, 3 and 5. The categories are:

1. Any attacks require at least the same processing power as key search on a block
cipher with 128-bit key

2. Any attacks require at least the same processing power as collision search on a
256-bit hash function

3. Any attacks require at least the same processing power as key search on a block
cipher with 192-bit key

4. Any attacks require at least the same processing power as collision search on a
384-bit hash function

5. Any attacks require at least the same processing power as key search on a block
cipher with 256-bit key

These security categories makes it easier to compare performance trade-off with security.

2.8.2 Performance and Cost

The performance and cost of an algorithm is the second most important area when com-
paring the candidates. This inlcudes but not limited to:

• The size of public and private keys

• Performance of encryption, decryption and keygeneration

• Probability of decryption failure

• Memory usage

The memory usage is a reference to both the size of the algorithm and Random Access
Memory (RAM) usage. The hope for the computational efficiency of the algorithms is
that it will improve over the currently standardized public key algorithms today. NIST
will do preliminary efficiency analysis on a reference platform, but invites the public to
do similar performance analysis on different platforms.

2.8.3 Algorithm & Implementation Characteristics

NIST will prefer algorithms with features not present in the current standards in public
key encryption. This can be different things like running efficiently on many different
platforms, taking advantage of parallelism or implemented with instruction set extensions.
They will also look at factors that can hinder the usage of candidate algorithms, like
intellectual property and terms of license of the algorithms and implementations.
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2.8.4 Candidates

The candidates of round 2 in the NIST PQC project consists of 17 key encapsulation
mechanism and/or public key encryption schemes. I will look closer at six of these in
chapter 3. These six have in common that they all got a PKE specification. The round
2 project also consists of 9 digital signature algorithms.

2.9 PKE and KEM

Public Key Encryption (PKE) and Key Encapsulating Mechanism (KEM) are terms that
will be used a lot in this thesis. A PKE scheme is a scheme that can encrypt and decrypt
an arbitrary message. A system like this can either be a hybrid solution, where a KEM and
Data Encapsulating Mechanism (DEM) is used, or a PKE primitive. A PKE primitive are
algorithms that directly encrypt and decrypt data without using a DEM. PKE primitives
are often not IND-CCA2 secure, and are therefore converted to an IND-CCA2 secure
KEM with the conversion specified in [9].

2.9.1 PKE Primitives Advantages

PKE primitives are often more efficient compared to the KEM version when transferring
small amount of data to a recipient. This advantage disappears when the amount of data
increases, as it will be more efficient to encrypt with a symmetric key encryption scheme.
A PKE primitive can also achieve IND-CPA security, which makes it more flexible by
being able to be converted to a IND-CCA2 secure KEM.

2.9.2 KEM Advantages

A KEM can achieve IND-CCA2 security, which is considered the security standard by
NIST in the PQC project. It can also simply be converted to a hybrid scheme with
a symmetric key encryption scheme. Public key cryptography is mostly used for key
distribution, which is exactly what a KEM does.

2.10 Quantum Computers

Quantum computers have been a hot topic in the recent years. Google claim they have
reached quantum supremacy with their programmable superconducting processor [10]. A
quantum computer works by taking advantage of the quantum mechanical phenomena
that happens at the microscopic scale. For quantum mechanics to take affect you often
have to work with atoms, electrons and photons.

A classical computer stores information in bits, which can be represented by 0 or 1.
A quantum computer stores information in qubits. Qubits can be represented as 0 or 1,
but can also be in a superposition. When a qubit is in a superposition, it is both 0 and
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1 simultaneously. This can be represented like this:

|Ψ〉 = α ∗ |0〉+ β ∗ |1〉

When we observe the qubit, the system collapses to either |0〉 or |1〉. The probability of
collapsing to each depend on α and β. This gives the property α2+β2 = 1. With multiple
qubits, it is possible to entangle the qubits. This means the qubits entangled can not be
described independently. Let’s take Bell State as an example:

1√
2

(|00〉+ |11〉)

If one of the qubits is measured to 0 or 1, then we know the result of the other qubit to be
the same. A controlled NOT gate (or CNOT) is often used to maximize the entanglement
between qubits. The hadamard gate is often used to get a qubit in superposition. These
gates and many other can be used to create an algorithm, where the goal is to maximize
the probability for the qubits to collapse to the correct result. A quantum computer often
have to run an algorithm multiple times to make sure the qubits do not collapse to the
wrong result.

2.11 Shor’s Algorithm

Shor’s algorithm is the reason NIST created the post-quantum cryptography project and
why modern public key cryptography is not considered secure against reasonable sized
quantum computers. The algorithm is design for doing integer-factorization efficiently (in
O(log N) time). Shor’s algorithm works by finding the period for a function:

f(x) = ax mod N

Where a is a random number and N is the number to be factored. When the order r is
found where f(x + r) = f(x) and is the smallest positive even integer, then we can find
a factor of N by gcd(ar/2 + 1, N) or gcd(ar/2 − 1, N) as long as ar/2 6≡ −1 (mod N). If
some of the condition does not meet, it is just to start the algorithm again with another
random number.

2.12 Grover’s Algorithm

Grover’s algorithm is the reason it is recommended for most cryptographic algorithms to
increase key sizes. The algorithm is often considered a searching algorithm where it is
possible to search through N unsorted items in O(

√
N) time. This means it is possible to

solve a brute-force attack with a quadratic speedup compared to the classical counterpart,
as a brute-force attack is just a search for the correct key/information. In theory this
reduces the security of a cryptographic algorithm with 2128 steps for brute-fore to 264

steps, and 2256 steps to 2128 steps.
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2.13 FPGA

FPGA stands for Field-Programmable Gate Array, which is programmable logic arrays.
An FPGA can be used for improving the performance of an algorithm through a logic
circuit. This opens up for possibility for public key encryption for being implemented
in a parallel fashion. Some public key encryption schemes are already implemented for
FPGA, like McEliece [11] and RSA [12]. The difference of FPGA from other gate arrays
is the possibility to program the gates and ease of use. A program can be written in
hardware description language, loaded onto the FPGA-hardware and work. The major
difference of programming of an FPGA and software is that FPGA programming is about
designing logic circuits, while software programming is about executing code sequentially.
An algorithm or parts of an algorithm rewritten to an FPGA usually have a substantial
boost to performance.

An FPGA is interesting to look at because an implementation of a cryptosystem
can be optimized by using a software/hardware solution between a computer and an
FPGA. The idea is that the most time consuming functions and operations can mostly be
implemented in the FPGA, while the rest of the program runs on the CPU. An example
done on LightSaber (which is a candidate in NIST PQC project) found 9x speedup [13].

2.14 Performance Analysis of Data Encryption Al-

gorithms

A possibility for analysing the performance of public key encryption scheme is to run the
algorithm while measuring the time it takes. This will give an indication of how the PKE
scheme performs on that specific system. As there are a lot of factors that affect the
performance of a PKE scheme, it is not possible to make a performance analysis of one
system and say it will perform just the same on other systems with other specifications.
This is why it is important to do performance analysis on multiple systems with different
specifications.

Even in a single computer there are a lot of factors that affect the performance of
the algorithms. Things like clock-speed of the CPU and RAM, available cache, different
optimizations, other processes running and many other factors will affect the performance
to varying degrees. Some of these factors will be interesting to make an analysis of their
impact on performance of the PKE algorithm. Other factors might not be as interesting
to look at, such as the impact other processes. A possibility to lower this factor is to time
measure the system multiple time, and take the median of these results.

2.14.1 Finding the Biggest Time Consumers in the Implement-
ation

Finding the biggest time consumers in an algorithm is meant by measuring the time each
method and function uses of the total. This can be done by proprietary programs. The
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goal of this is to find the bottleneck of the algorithm, which can then be optimized. A
way to do this is to use software like Gprof for Linux.

2.15 SUPERCOP

SUPERCOP stands for System for Unified Performance Evaluation Related to Cryp-
tographic Operations and Primitives. The goal of SUPERCOP is to measure the per-
formance of different cryptographic algorithms on different type of systems to give de-
velopers of cryptosystem an idea of the real performance of their implementations. These
cryptosystems vary from hash functions, secret-key stream ciphers, public-key encryp-
tion systems, public-key signature systems, and public-key secret-sharing systems. SU-
PERCOP is divided so that eBATS (ECRYPT Benchmarking of Asymmetric Systems)
handles the benchmarking of PKE schemes, KEM and signatures. Some of the candid-
ates are implemented in the SUPERCOP system already, and would therefore give a good
representation of the performance for these cryptosystems compared to my own computer.

2.16 Hybrid Public Key Encryption Scheme/Com-

posite Mode

A hybrid public key encryption scheme is a scheme combining a post-quantum PKE or
KEM scheme with a modern PKE or KEM scheme. This type of scheme is a temporary
solution because of the lack of standardized post-quantum PKE and KEM schemes. It
is not to be confused with hybrid cryptosystem, which is a combination of a KEM and
symmetric key encryption to create a public key encryption. The idea of hybrid PKE
scheme is to combine the schemes so potential flaws in either can be backed up by the
other scheme. In a case where the security of the post-quantum PKE scheme were not
good enough after some cryptanalysis or side channel attack, then you still have a fallback
solution like RSA- or ECC-encryption. This solution will clearly be slower than each
solution alone, but for critical information this solution is the most secure. Some of
the candidates will be better suited as part of a hybrid public key encryption. Size
of ciphertext and maximum size of plaintext will be a large factor for how well each
candidates is suited.

A potential solution will be described below. This is just a possible solution of how to
combine two PKE schemes without the use of a symmetric encryption scheme. The idea
is to use one of the PKE schemes to encrypt the ciphertext of the other PKE scheme.
The interesting part when designing a solution like this is which algorithm is going to
be the Outer-Level Encryption (OLE) and Inner-Level Encryption (ILE). The outer-
level encryption is encrypting the inner-level ciphertext. There might be both security
concerns and performance differences by doing it either way. With regard to performance
it would make most sense to use the algorithm with the least expansion from the data
to the ciphertext as the inner-level encryption. This means there will not be as much to
encrypt for the outer-level encryption algorithm to encrypt. Compared to the other way
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around where the OLE algorithm have to encrypt more data because the larger expansion
from the ILE algorithm. Of course, this assumes that the encryption speed of each PKE
scheme are somewhat similar, which is not necessarily the case. If the size of ciphertext
is not equal to multiple of the plaintext size of the OLE encryption scheme, then padding
might be needed. A wrong type of padding might cause security concerns. This type
of implementation is just an example of only using the PKE schemes. A maybe better
solution is to use two KEM and XOR the shared secret from each KEM together. Many
of the candidates for the NIST PQC expand the ciphertext noticeable more than RSA or
ECDH does, and would therefore most likely be a better OLE scheme.

2.17 GNU Compiler Collection

GNU Compiler Collection, or GCC for short is a compiler for multiple programming
languages, where C and C++ are the most notable. Created as the official compiler for
GNU operative system, it has been adopted by other Unix-like operating systems, like
Linux. There is also a version of GCC in Windows. The portability is the reason why
I will use GCC as the compiler for the project. GCC is often considered faster in many
cases than a similar C compiler in many operative systems [14]. This is not always the
case and if someone want to get the best performance in their operative system, they
should test each compiler.

2.17.1 Optimizations with GCC

There are different types of optimization that can be done when compiling code with
GCC. The goal can be to optimize speed, or to reduce the size of the compiled code.
These are seperated in levels of optimizations with the option -O when compiling.

O1 - The O1 option or level 1 optimization has the goal of optimizing the code in
a short amount of time. The optimization that are done might increase memory usage
and compilation time, but in return the speed is increased and the compiled code size is
decreased.

O2 - The O2 option or level 2 optimization enables all speed optimization that does
not increase the compiled code size. This means there is more focus on optimizing the
speed at the cost of extra compile time compared to level 1. All optimizations done in
level 1 is also done for level 2.

Os - The Os option or often called size optimization. As the name says it is focused
on optimizing the size of the compiled code. This option does many similar optimizations
as level 2 optimization but focuses on decreasing the size as number one priority.

O3 - O3 or level 3 optimization is focused exclusively on optimizing the speed. The
trade-off with level 3 optimization is that the compiled code size will increase. The
optimization of inline function is usually a large contributor to the compiled code size
increase.

The usual flag in use in production of software is the O2 flag. The reason for this
is that application usually get quite large so that size becomes a limitation because of
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bandwidth or other reason, including to the limitation of the CPU cache size. It is however
possible to compile parts of the program with the O3 flag for better optimization.

2.17.2 Static Library and Linking

Static libraries will be used for linking the implementations of the public key cryptosys-
tems. This is done to avoid the small overhead of shared library that can appear when
calling the dynamically linked functions. However this will result in a larger compiled
code size.

When linking functions in the static libraries there may arise some problems because
of the similarly named functions. This can be avoided by prefixing names of functions
in each static library to something that identifies that specific library. It is also possible
to use namespaces in C or C++. This especially a problem with candidates of the NIST
PQC project as these have many similar but often small differences in functions.

2.17.3 Assembly Sections

In C and C++ it is possible to create section in the code written directly in assembly. If
a competent developer writes a function in assembly there is a possibility to increase the
performance over fully optimized C or C++ code. This is however not a portable solution
as ANSI C code. For a developer with little experience in assembly it is not recommended
as the compiler will usually do a better job at optimizing.

2.18 Optimization of C/C++

Optimization can be divided in three parts, compute-bound, memory-bound and IO-
bound. Optimizations past compiler optimization are usually not worth the time for a
software development team unless it is a critical part of the software or related to UI-
performance. It is usually more worth to upgrade the hardware with better specifications.
In the case of public key encryption there is an argument for making performance optim-
ization since it is the backbone to all encrypted communication between computers.

2.18.1 Compute-Bound Optimization

Compute-bound optimization is optimization of the function that uses the most CPU-
time. This can be done by running your program on real world data, and create a
report with information of the CPU runtime for each function in you program. This
can be created by tools like Gprof which creates a report if the correct flags are used in
compilation. The reason this is done is to find software-bottlenecks of the program.

Choose Efficient Algorithms

Choosing algorithms that are the most efficient can give a big performance boost to the
program. E.g. If you have a large sorted dataset, then it would be wastefull of resources
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to use sequential search instead of a binary search. This is because sequantial search have
a runtime of O(n) while binary search has a runtime of O(log(n)). Although the different
Big-O notations are not directly possible to convert to performance increase or decrease,
it is a good measurement of how your program will run if the input size increases.

Simple Code

Writing simple code may come as a surprise to some, but it is important to make the
code readable for the compiler. This is because most of the optimization is done by
the computer. If there are complicated expressions, the compiler might have trouble to
understand the code and turn off some of the optimizations.

Efficient Code

When writing a program, make sure operations are not unnecessarily computed multiple
times and that the operations are used correctly. An example can be to reduce the number
of multiplication in a loop:

void slowexample ( ) {
i n t a = 42 , b = 233 , c = 281 ;
i n t a r r [ 1 0 0 0 0 0 ] ;

f o r ( i n t i = 0 ; i < 100000; ++i ) {
ar r [ i ] = a∗b∗c∗ i ;

}
}

void fastexample ( ) {
i n t a = 42 , b = 233 , c = 281 ;
i n t a r r [ 1 0 0 0 0 0 ] ;
i n t temp = a∗b∗c ;

f o r ( i n t i = 0 ; i < 100000; ++i ) {
ar r [ i ] = temp∗ i ;

}
}

It is important to be aware of what operations that take time. Things like reading and
writing to a file and operations on entire arrays. This includes operations that are fast
but are used in loops, especially if the loop has many iterations, like in the example.

Compiler Options

Compiler options like the O flags in the earlier section is also an important part of optim-
izing. Be sure that the correct optimization flags are used for the program. GCC have
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the possibility to insert #pragma section like inline for critical parts of the code to
increase the performance.

Other Compute-Bound Optimizations

There are a lot of other kinds of compute-bound optimizations that can be done, but the
most important ones are mentioned above.

2.18.2 Memory-Bound

Memory-bound optimization is about optimizing the features and operations related to
the memory and cache. We have already discussed the fact that too many inline function
might fill up the instruction cache and lead to performance drop as a result of the need
to read to slower memory. Some other examples of memory-bound optimizations are:

• Iterate through columns before rows in a 2d array.

• Locality in memory of often used variables.

• Use reference instead of copying large structs and arrays.

• Iterate forward instead of backwards through an array to make sure the cache is
able to ”predict” the correct addresses that will be accessed next.

2.18.3 IO-Bound

IO-bound optimizations are optimization for input and output to files, network and con-
sole. I will not focus on these optimization as they can be tricky to do and not much
sense to go through in this thesis.

2.19 ANSI C Code

ANSI C is a standard of the C language published by the American National Standards
Institute (ANSI). The standard is the specified standard NIST wants submitters in the
post-quantum cryptography project to submit their reference code in. The reason the
standard is recommended for developers writing in C is to help with portability between
compilers.

2.20 Instruction Sets

The instruction sets available to a computer will affect the performance of algorithms
running on the computer. Most of the candidate algorithms have implementations using
binary operations. For the optimized solution of these operations, many have decided to
use specialized instruction sets such as AVX. The most common instruction set standard
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used for computers today is the x86 with 64 bits. The x86 instruction set can come with
extensions for inter alia SSE, AES-NI, AVX and AVX2 instructions.

2.20.1 AVX Instruction Set

AVX stands for Advanced Vector Extension and is an extension of the x86 instruction set.
AVX is used for simultaneous operations on several floating point numbers. It performs
Single Instruction on Multiple pieces of Data (SIMD) [15]. The AVX instruction set has
the ability to do operations on eight 32-bit or four 64-bit floating point numbers. The
AVX2 instruction set expands available operations to work on 256-bit data types. The
256-bit data type can be considered a single long integer. Therefore AVX2 can be used
to be an optimized solution for operations on larger numbers. The AVX512 extends
this to 512-bit integers, or 16x 32-bit floating point numbers. Working with the floating
point numbers, it could be considered a way to parallelize a program on a single core,
as operations on all floating point number will be done in a single instruction on the
CPU. The data-types used for AVX and AVX2 in C and C++ are m256 , m256d and
m256i which is the datatypes corresponding to 8x 32-bit floating point numbers, 4x

64-bit floating point numbers and 256-bit integer respectively. SSE is the same but for
128-bit data, which means operations on 4x 32-bit floating point numbers or other types
of data.

2.20.2 AES-NI

AES-NI stands for Advanced Encryption Standard New Instructions and are instructions
for doing optimized operation of the standardized symmetric key encryption scheme AES.
These instructions are used by some of the candidates implementations through OpenSSL.
A possibility when the NIST PQC project is finished and candidates have been chosen,
is to implement instruction set to optimize the performance of these algorithms.

2.21 Finite Fields

Since finite fields is an important part of most of the candidate cryptosystems, I will
explain it and possible optimization of it. Finite fields are fields of elements where ad-
dition, subtraction, multiplication and division is defined such that these operation on
each element ends up as another element in the field. The most common finite fields are
integers in modulus p where p is a prime. This finite field have order p because it has p
elements. When trying to create a finite field over a multiple of a prime, Galois Fields
are needed. This is because if the elements are represented as integers, not all elements
have a valid inverse in the field. A finite field can be denoted as Fpn . If we look at an
example, a finite field Fpn where n > 1, this field may be constructed from an irreducible
polynomial P (X) in Fp[X] with degree n. The field can be written as:

Fpn = Fp[X]/(P (X))
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Finite fields of characteristics 2 is finite fields where the prime in use is 2. These finite
fields are what most of the candidates of the NIST PQC project are implemented in.
One of the reason finite fields of characteristics 2 is so much used is the structure mirrors
the binary structure of computers, and therefore makes binary operations well suited on
these fields. There are several libraries made to optimize operations over F2n finite fields.
Addition and subtraction are identical to the XOR operation of a computer, and therefore
very efficient of itself. Most libraries focus on improving the performance of multiplication
in these fields.

2.21.1 Multiplication over Finite Fields

There are several ways of optimizing multiplication in finite fields. I will only focus on
optimization of finite fields with characteristics 2. Libraries like gf2x and NTL have
implemented fast routines for arithmetics in Fpn . These libraries are used by some of the
candidates in the NIST PQC. There are also implementations of multiplication over finite
fields in hardware like FPGA and ASIC [16].

Modular reduction in a multiplication can be efficiently done by using Montgomery
and Barret reduction techniques. These reduction techniques works best at low Hamming
weight modular polynomials. So it is important to find low hamming weight irreducible
polynomials for the finite fields. For F2n where n < 2048 it is possible to find irreducible
polynomials with order n and Hamming weight either 3 or 5. It is possible to create
optimal reduction algorithms which can outperform Montgomery reduction as n increases.

2.22 Quantum Key Distribution

A quantum key distribution is a contender for key distribution between computers. It
provides a way for two parties to communicate keys with the possibility of recognising
someone eavesdropping by taking advantage of properties in quantum physics. These
property are the quantum superposition and quantum entanglement. The idea is that
if a third party tries to observe the information in transit, they will have to collapse
the superposition to observe the data, which will affect the error rate of the two parties
communicating. Although a quantum key distribution would cause extra complexity to
encryption process, it is proven to be secure [17].

2.23 RSA

Rivest Shamir Adlema (RSA) is a standardized public key cryptosystem for both pub-
lic key encryption and signature. RSA is considered broken when it comes to quantum
computers running Shor’s algorithm. The system is based on the integer factorization
problem and the RSA problem. Although RSA is not considered the most efficient pub-
lic key encapsulating compared to other schemes based on Elliptic Curve Cryptography
(ECC), it is one of the most widely used because of how easy it is to understand and the
lack of patents on the system.
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Security

RSA has been around since 1977 and several cryptanalysis trying to find weaknesses in
the system. As RSA is based on the mathematical problems of integer factorization and
RSA problem, there is no known efficient algorithms for fully breaking RSA until a large
enough quantum computer becomes a reality. However there are weaknesses if wrong
parameters and methods are used. An important part of RSA encryption is to pad the
data correctly. There are several known attacks on plain RSA, such as the Coppersmith’s
attack. Plain RSA is susceptible to both chosen plaintext attack and chosen ciphertext
attack.

Parameters

Due to padding the keys and plaintext of RSA does not have a fixed size. The ciphertext
size is the same as the modulus size n, which vary from 1024 to 15360 bits. For 128-bit
security or security level 1, NIST recommends to use 3072 bits. NIST further recommends
15360-bit keys for 256-bit security, or security level 5. The plaintext of 2048-bit RSA is
according to Public Key Cryptographic Standards (PKCS) #1 maximum 245 bytes.
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Chapter 3

Candidate Cryptosystems

3.1 ROLLO

ROLLO submission is the result of combining three candidates from round one in the
NIST Post-Quantum Cryptography project. These candidates were

• LAKE, renamed to ROLLO-I

• LOCKER, renamed to ROLLO-II

• Rank-Ouroboros, renamed to ROLLO-III

The ROLLO algorithms are all based on rank metric codes and share the same decryption
algorithm. ROLLO-I and ROLLO-III are key encapsulating algorithms, while ROLLO-II
is a public key encryption algorithm. I will focus mostly on ROLLO-II in this thesis.
ROLLO-I and ROLLO-III are categorized as IND-CPA KEM. While ROLLO-II is cat-
egorized as IND-CCA2 PKE.

The way ROLLO has overcome the problem of a too large public and private key in
code based cryptography, is to use ideal codes. Ideal codes are a family of codes where
the generator matrix is in systematic form with blocks of ideal matrices. The ideal codes
only differ from Quasi-Cyclic codes by the irreducible polynomial P of the finite field
Fqm [X]/〈P 〉. Quasi-Cylic codes have the irreducible polynomial as < xn−1 > while ideal
codes might have other types of irreducible polynomials.

ROLLO uses a version of Low Rank Parity Check (LRPC) codes like McEliece, since
they have weak algebraic structure. However this is something that could use more study
according to a report of round 1 submission [8]. The submitters define the ideal LRPC
codes to be used by the cryptosystem.

A new version of ROLLO was given after the deadline of submitting new material to
round 2 in the NIST PQC project. This version fixes security concerns that I will go into
in the security section. The new submission increases the parameters of the scheme which
most likely decreases performance of the system with the updated parameters. However
the implementation in the new submission makes it more understandable for 3rd parties,
and might have some extra optimizations that was not included in the original submission.
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3.1.1 How It Works

The bold variables are vectors. The figure 3.1 might be confusing, but is quite easy to

• KeyGen(1λ): Picks (x,y)
$←− S2n

d (Fqm). Sets h = x−1y mod P and return pk = h,
sk = (x,y).

• Encrypt(M , pk): Picks (e1, e2)
$←− S2n

r (Fqm), sets E = Supp(e1, e2),
c = e1 + e2h mod P .
Computes cipher = M ⊕Hash(E) and returns the ciphertext C = (c, cipher).

• Decrypt(C, sk): Sets s = xc mod P , F = Supp(x,y) and E ←− RSR(F, s, r).
Return M = cipher ⊕Hash(E).

Figure 3.1: Figure from ROLLO-II documentation [18].

understand when the symbols are clear what they mean. The symbol Snw(Fqm) is the

Set of vector with weight w and length n in the field Fqm . So the equation (x,y)
$←−

S2n
d (Fqm) means that we choose with uniform randomness two vectors from the set. In

the encryption we choose two error vectors e1 and e2. Supp is the support function, which
means we find the support subspace of the error vectors. The hash value of this subspace
is XORed with the message and appended with c = e1 + e2h.

The decryption starts by calculating s = xc mod P . This equation becomes: (The
multiplication of vectors are commutative)

s = xc = x ∗ (e1 + e2h) = x ∗ (e1 + e2x
−1y) = e1x + e2y mod P

With this result, we can find the support of e1 and e2 with an algorithm called Rank
Support Recovery (RSR). When this support is found, the hash of it is XORed with the
cipher. The ROLLO-II PKE works by using the KEM from ROLLO-I as a one-time pad.
The shared secret E is hashed, and XORed with the message.

3.1.2 Security

The difficult problems ROLLO is based on are particular cases of Rank Syndrome De-
coding (RSD) problem [19] and Ideal LRPC codes indistinguishability. More precisely it
is only ROLLO-I and ROLLO-II that are based on the RSD problems, ROLLO-III only
require assumption of Ideal LPRC codes indistinguishability. The primary difference of
ROLLO-II to the others is that it claims to have IND-CCA2 security, while the others
only claim IND-CPA security. According to NIST it would be valuable for more crypt-
analysis against rank-based primitives like ROLLO, especially algebraic attacks on RSD
and LRPC key recovery [8].

As of writing this thesis, the security of ROLLO-I, ROLLO-II and ROLLO-III has
been broken by [20]. The article mostly focuses on ROLLO-I. This causes ROLLO-I-128,
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ROLLO-I-196 and ROLLO-I-256 to not achieve the claimed security levels 1, 3 and 5
respectively. The bit security is considered by this new attack to be 70, 86 and 158 for
each. The attack is based on a similar attack in [21]. The reduction in security is caused
by a term in the exponential exponent when calculating the complexity of breaking the
system. The term is in O(n2) for a plain RSD. This is reduced to a term in O(n

3
2 ) for

[21] and to a term in O(n) for [20]. Differences between [20] and [21] is that [20] do not
rely on Gröbner Basis calculations. These attacks are grouped as algebraic attacks.

Examples for new parameters are included in [20] to make sure security levels are
maintained for ROLLO-I. This attack also affects ROLLO-II and ROLLO-III according
to table 6.1, but the paper [20] does not focus on them and do not give any examples
of new parameters like they do for ROLLO-I. A few days later they submitted updated
parameters and implementations for ROLLO-I and ROLLO-II. They decided to only focus
on ROLLO-I and ROLLO-II for simplicity and leave out ROLLO-III.

3.1.3 Parameters

The parameters for each algorithm is chosen in function of the best known attack on the
hard problems each depend on to achieve the claimed security category. The sizes are
derived from the parameters.

ROLLO-I

Old parameters:

Security q n m r d P DFR

1 2 47 79 5 6 X47 +X5 + 1 2−30

3 2 53 89 6 7 X53 +X6 +X2 +X + 1 2−32

5 2 67 113 7 8 X67 +X5 +X2 +X + 1 2−42

Security category pk-size sk-size ct-size ss-size

1 465 40 465 64

3 590 40 590 64

5 947 40 947 64

New parameters:

Security q n m r d P DFR

1 2 83 67 7 8 X83 +X7 +X4 +X2 + 1 2−28

3 2 97 79 8 8 X97 +X6 + 1 2−34

5 2 113 97 9 9 X113 +X9 + 1 2−33
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The new parameters are the ones proposed from the updated submission. In [20] they do
not present new P values, but in the updated submission of ROLLO they give the new
official parameters. The irreducible polynomials needs to be in F2 with degree n. The
computational cost of the system depends on the value of P . To generate a desirable P
with degree n, the Magma software can be used [22]. The updated parameters in [23]
gives an n that is generally smaller and m is generally larger compared to the example
parameters from [20]. The reason they decided not to use the example parameters can be
a combination of reasons like performance, security and size.

Security pk-size sk-size ct-size ss-size

1 696 40 696 64

3 958 40 958 64

5 1371 40 1371 64

The public key size of the new parameters are described in [23]. It is also possible to
compute them from the equation dnm/8e. The ciphertext size is equal to the public
key size. The size of the example parameters proposed in [20] were larger than the new
parameters, suggesting they were optimized for size.

ROLLO-II

The parameters for ROLLO-II are generally much larger than ROLLO-I. In return the
DFR is much smaller, which makes it possible to achieve IND-CCA2 security. We will
first look at the original parameters proposed in [18], and then the new parameters from
[23].
Old parameters:

Security q n m r d P DFR

1 2 149 83 5 8 X149 +X10 +X9 +X7 + 1 2−128

3 2 151 107 6 8 X151 +X3 + 1 2−128

5 2 157 127 7 8 X157 +X6 +X5 +X2 + 1 2−132

Security pk-size sk-size ct-size pt-size

1 1546 40 1674 64

3 2020 40 2148 64

5 2493 40 2621 64

The size of the public key kan be calculated the same way as in ROLLO-I. By calculating
dnm/8e. The ciphertext is the same, but appended with a SHA512 result, which is 128
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bytes. In [20] these parameters are broken and does not achieve the claimed security level.
New parameters:

Security q n m r d P DFR

1 2 189 83 7 8 X189 +X6 +X5 +X2 + 1 2−134

3 2 193 97 8 8 X193 +X15 + 1 2−130

5 2 211 97 8 9 X211 +X11 +X10 +X8 + 1 2−136

Security pk-size sk-size ct-size ss-size

1 1941 40 2089 64

3 2341 40 2469 64

5 2559 40 2687 64

These parameters and sizes are from [23]. In [20] they do not give example parameters
for ROLLO-II. The new parameters have generally increased, however m has decreased
for security level 3 and 5 resulting in the size of the public key not increasing as much as
for ROLLO-I.

ROLLO-III

ROLLO-III is not included in the new submission of ROLLO in [23]. The submitters did
this for simplicity sake. The parameters below are from the old submission [18]:

Security q n m w wr P DFR

1 2 47 101 5 6 X47 +X5 + 1 2−30

3 2 59 107 6 8 X59 +X7 +X4 +X2 + 1 2−36

5 2 67 131 7 8 X67 +X5 +X2 +X + 1 2−42

Security pk-size sk-size ct-size ss-size

1 634 40 1188 64

3 830 40 1580 64

5 1138 40 2196 64

The security/complexity bits of each security level are 69.5, 88.0 and 137.7 for security
level 1, 3 and 5 respectively. This means ROLLO-III-256 could be used as a cryptosystem
with claimed security level 1. However it is most likely possible to optimize the parameters
further.
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3.1.4 Intellectual Property

The schemes of ROLLO-I and ROLLO-II are by the authors not intended to hold any
patents on the cryptosystems. The ROLLO-III cryptosystem is patented but the au-
thors agreed to give a non-exclusive license for implementing the system if it were to be
standardized. This would be done without compensation and under reasonable terms and
conditions [24].

3.2 RQC

Rank Quasi-Cyclic (RQC) is an IND-CCA2 KEM which can also be used as a PKE. It has
the same submitters as ROLLO. RQC is based on coding theory with several desirable
properties according to the publishers. Some features of RQC are:

• Proven to achieve IND-CPA assuming the hardness of the Syndrome Decoding prob-
lem.

• The assumption that all families of codes being used is indistinguishable is not
required.

• The Decryption Failure Rate (DFR) is zero, because the decryption algorithm is
deterministic.

• Attractive parameters compared to most Hamming based proposals.

The family of codes used by RQC is the Gabidulin codes. These codes are essen-
tially the only known codes in rank metric that have an efficient deterministic decoding
algorithm up to a given rank error weight. This means the decryption failure rate is zero.
They can decode up to bn−k

2
c errors in a deterministic way [25]. Features like this, the

target of IND-CCA2 security and the fact that the system is not dependant on the ideal
LRPC codes indistinguishability leads the system to suffer in performance and size of the
implementation compared to ROLLO.

RQC is broken from the same attack as for ROLLO in [20]. This means the parameters
in the submission in [25] to NIST is not secure. New parameters was published in [26] after
the deadline for new material in round 2 in the NIST PQC project. The new submission
comes with an updated implementation using the same library as ROLLO for handling
rank based finite field elements, called Rank Based Cryptography (RBC) Library.

3.2.1 How It Works

The IND-CCA2 KEM version of the scheme is a Fujisako-Okamoto transformation of the
PKE scheme [9]. The symbols in Figure 3.2 have the same meaning as in Figure 3.1. Gg
is the Gabidulin codes that is used for the decoding and encoding of the message. The
code can correct up to δ errors. The generator matrix G of the code Gg is publicly known.
This is the specification in the updated submission of RQC, as w1 and w2 has replaced
wr.
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• Setup(1λ): generates and outputs the global parameters param = (n, k, δ, w, wr, P )
where P ∈ Fq[X] is an irreducible polynomial of degree n.

• Keygen(param): samples h
$←− Fnqm , g

$←− Snn(Fqm) and (x,y)
$←− S2n

1,w(Fqm), computes

the generator matrix G ∈ Fk×nqm of Gg(n, k,m), sets pk = (g,h, s = x+h·y mod P )
and sk = (x,y), returns (pk,sk).

• Encrypt(pk,m,θ): uses randomness θ to generate (r1, e, r2)
$←− S3n

(w1,w2)
(Fqm), sets

u = r1 + h · r2 mod P and v = mG + s · r2 + e mod P , returns c = (u,v).

• Decrypt(sk,c): returns Gg.Decode(v − u · y mod P ).

Figure 3.2: Presentation of RQC.PKE from RQC documentation [25]. Bold variables are
vectors.

When generating (r1, e, r2)
$←− S3n

(w1,w2)
(Fqm) in encryption, it means that wt(r1, r2) =

w1, wt(e) = w1 + w2 and Supp(r1, r2) ⊂ Supp(e). For the decryption, the equation
v − u · y can be extended to:

v − u · y = mG + s · r2 + e− (r1 + h · r2) · y

= mG + (x + h · y) · r2 + e− (r1 + h · r2) · y

= mG + x · r1 − y · r2 + e

In this equation, it is x · r1 − y · r2 + e which is considered the error. The hamming
weight of this error is always equal or smaller than δ. This causes the decoding with the
Gabidulin code to be deterministic.

3.2.2 Security

The RQC cryptosystem targets to be IND-CCA2 secure. The security of RQC is based
on the Decisional Ideal Rank Syndrome Decoding (Decision IRSD) problem. There is no
direct proof of this ideal case, but the best known attacks on the Decision IRSD are direct
attacks on the search version of the problem [25]. As with ROLLO according to NIST
there would be value for more cryptanalysis of rank-based primitives and especially of the
algebraic attack targeting RSD.

In [20] the submitters of a scheme discovered that it was possible to increase the
effectivness of an algebraic attack the same way they did with ROLLO. The attack is based
on the rank decoding problem without using Gröbner basis. This means the parameters
for each security level is broken. The attack causes RQC-128 to have a bit security of 77,
RQC-192 with 101 bits and RQC-256 with 144 bits. Example parameters was proposed
in [20] to fix RQC. These parameters was changed when the updated submission of RQC
was released in [26].
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Combinatorial attacks on the system are less efficient, and there has not been found
any quantum speed-up on the best known algebraic attack mentioned.

3.2.3 Parameters

The old parameters are from the original submission of RQC [25]. These parameters have
been replaced by the new parameters from [26].

Old Parameters

Security q m n k w wr

1 2 97 67 4 5 6

3 2 107 101 3 6 8

5 2 137 131 3 7 9

Security P Π

1 X67 +X5 +X2 +X + 1 X97 +X6 + 1

3 X101 +X7 +X6 +X + 1 X107 +X9 +X7 +X4 + 1

5 X131 +X8 +X3 +X2 + 1 X137 +X21 + 1

As you can see RQC share many similar parameters as ROLLO. But generally these
parameters are larger to account for IND-CCA2 security and deterministic error correc-
tion.

Security category pk-size sk-size ct-size ss-size

1 853 40 1690 64

3 1391 40 2766 64

5 2284 40 4552 64

New Parameters

Security q m n k w w1 w2

1 2 127 113 3 7 7 6

3 2 151 149 5 8 8 8

5 2 181 179 3 9 9 7
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The irreducible polynomials P and Π is not specified in the new example parameters
in [20]. They are however specified in the new submission [26]. The same way with the
P parameter from ROLLO we know that P is supposed to be sparse and can be found
with the Magma software [22]. The Π parameter is more tricky as this parameter is
not explained how it is found. From what it seems in the document it is also a sparse
irreducible polynomial, and can be found in the Magma software.

Security P Π

1 X113 +X9 + 1 X127 +X + 1

3 X149 +X10 +X9 +X7 + 1 X151 +X3 + 1

5 X179 +X4 +X2 +X + 1 X181 +X7 +X6 +X + 1

Security pk-size sk-size ct-size ss-size

1 1834 40 3652 64

3 2853 40 5690 64

5 4090 40 8164 64

The pk-size is given in [20] but it is possible to calculate by the equation 40 + dnm/8e.
The ciphertext size is calculated by the equation 2dnm/8e + 64. The new sizes of the
RQC scheme is around doubled from the original sizes. The number of cycles according
to the updated submission have also around doubled from the new parameters, but this
is something I will look into.

3.2.4 Intellectual Property

The authors do have some patents on the cryptosystem. If the cryptosystem is stand-
ardized in the NIST PQC project, a non-exclusive license for implementing the standard
without compensation under reasonable terms is given [27].

3.3 HQC

Hamming Quasi-Cyclic (HQC) is a second round submission in the NIST PQC project
by the same submitters as ROLLO and RQC. Like ROLLO and RQC, HQC is based
on coding theory. Features of HQC are that it is proven IND-CPA security, and can
by construction of a hybrid encryption scheme achieve IND-CCA2 security and good
efficiency. There are many generic techniques to make a IND-CPA secure scheme to a IND-
CCA2, but since HQC got possible decryption failures, the transformation of Hofheinz et
al. [9] has to be used. HQC does not need to rely on the assumption of the family of codes
in use is indistinguishable among random codes like many other code based scheme does.
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The documentation of HQC feature a decryption failure probability analysis which makes
it possible to claim IND-CCA2 security. HQC is using Quasi Cyclic codes which means
the hard problems like Decision Syndrome Decoding Problem is converted to QC-code
versions of these problems.

Improvements of the scheme was presented in an updated submission after the deadline
of round 2 in NIST PQC project. The new submission includes an updated DFR analysis
making it possible to reduce the public key size. A new algorithm using Reed-Muller and
Reed-Solomon codes are also introduced to reduce the public key and ciphertext sizes
further. This version of HQC will be referred to as HQC-RMRS.

3.3.1 How It Works

• Setup(1λ): generates and outputs the global parameters param = (n, k, δ, w, wr, we).

• KeyGen(param): samples h
$←− R, the generator matrix G ∈ Fk×n2 of C, sk =

(x,y)
$←− R2 such that wt(x) = wt(y) = w, sets pk = (h, s = x + h · y), and

returns (pk, sk).

• Encrypt(pk,m): generates e
$←− R, r = (r1, r2)

$←− R2 such that wt(e) = we and
wt(r1) = wt(r2) = wr, sets u = r1 + h · r2 and v = mG + s · r2 + e, returns
c = (u,v).

• Decrypt(sk,c): returns C.Decode(v − u · y).

Figure 3.3: Figure from documentation of HQC [28].

In figure 3.3 the PKE scheme is presented with how keygeneration, encryption and
decryption works. The code C is an instance of tensor codes for HQC and an instance
of concatenated Reed-Muller and Reed-Solomon codes for HQC RMRS. The generator
matrix G of C is publicly available. This is a simplified version of the scheme as it is
possible to generate codewords without the generator matrix. The R is the finite field
where elements are represented. In this case the finite field is R = F2[X]/(Xn − 1) since
it is Quasi-Cyclic.

The equation v − u · y can be expanded to:

v − u · y = mG + s · r2 + e− (r1 + h · r2)y)

= mG + (x + h · y) · r2 + e− (r1 + h · r2)y)

= mG + x · r1 − y · r2 + e

The e′ = x · r1 − y · r2 + e is considered the error vector to be corrected. The hamming
weight of this error can be too large for the decoding to handle, causing a decryption
failure. An analysis of the distribution of e′ is done to find the DFR.
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3.3.2 Security

The hard problem HQC is based on versions of the Quasi-Cyclic Syndrome Decoding
(QCSD) problem. The security target is IND-CCA2 security. According to NIST further
analysis of the relation between the decision and search variants of QCSD problem would
be valuable. It would also be valuable to investigate the the quasi-cyclic code structure
to check if it affects security.

The IND-CPA security of HQC is achieved by using a randomness generator θ for
the encryption algorithm Encrypt(pk,m,θ) . To convert this to IND-CCA2 with [9] the

idea is to make the encryption deterministic by changing θ to G(m) where G is a secure
hash function so that Encrypt(pk,m,G(m)) . This would require a hash H(c, m) to be
appended to the ciphertext to detect decryption failures.

There are some known attacks against quasi-cyclic codes called Specific structural
attacks. One of these are the attack DOOM which have a gain of O(

√
n). However this

becomes inefficient when there are only two irreducible factors on the form x − 1 and
xn−1 + xn−2 + ... + x + 1. Attacks directly on the HQC cryptosystem are reduced to
the best attacks on the Decisional 2-QCSD and Decisional 3-QCSD problems. In the old
implementation of HQC there is a known side-channel attack, more specifically a timing
attack. This attack takes advantage of the BCH code implementation. A constant time
BCH decoding is therefore also implemented and mandatory for real world use.

3.3.3 Parameters

HQC only list parameters for the HQC.KEM scheme, but since HQC.KEM is just a
transformation of HQC.PKE, they have many of the same parameters. The public and
secret key can be reduced to seeds at the expense of some calculation to recover the real
public and secret key. We will first look at the old parameters from [28].

Old parameters

Instance Security n1 n2 n k δ w wr = we pfail

hqc-128-1 1 796 31 24677 256 60 67 77 < 2−128

hqc-192-1 3 766 57 43669 256 57 101 117 < 2−128

hqc-192-2 3 766 61 46747 256 57 101 117 < 2−192

hqc-256-1 5 766 83 63587 256 57 133 153 < 2−128

hqc-256-2 5 796 85 67699 256 60 133 153 < 2−192

hqc-256-3 5 796 89 70853 256 60 133 153 < 2−256
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Security pk-size sk-size ct-size ss-size

1 6,170 252 6,234 64

3 10,918 404 10,981 64

3 11,688 404 11,749 64

5 15,898 532 15,960 64

5 16,926 566 16,984 64

5 17,714 566 17,777 64

New parameters

Instance Security n1 n2 n k δ w wr = we pfail

hqc-128 1 766 31 23869 256 57 67 77 < 2−128

hqc-192 3 766 59 45197 256 57 101 117 < 2−192

hqc-256 5 796 87 69259 256 60 133 153 < 2−256

hqc-rmrs-128 1 80 256 20533 - - 67 77 < 2−128

hqc-rmrs-192 3 76 512 38923 - - 101 117 < 2−192

hqc-rmrs-256 5 78 768 59957 - - 133 153 < 2−256

The tensor product code used in hqc is uses the parameters n1, n2, k and δ. While the
Reed-Muller and Reed-Solomon code uses the parameters n1, n2 and k. The parameters
with - are not specified for the Reed Muller Reed Solomon scheme. I did not figure out
why k is not specified for HQC-RMRS.

Instance pk-size sk-size ct-size ss-size

hqc-128 3,024 40 6,017 64

hqc-192 5,690 40 11,364 64

hqc-256 8,698 40 17,379 64

hqc-rmrs-128 2,607 40 5,191 64

hqc-rmrs-192 4,906 40 9,794 64

hqc-rmrs-256 7,535 40 15,047 64

The reason of a significant decrease of key sizes of the new parameters compared to
the old are because the secret key is represented as the seedexpander. This means to get
the x and y in the secret key you have to compute parts of the keygeneration.
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3.3.4 Intellectual Property

There are some patents on the cryptosystem. However if HQC is chosen for standardiza-
tion a non-exclusive license under reasonable terms and conditions would be provided for
implementing the standard [29].

3.4 LAC

LAC stands for Lattice-based Cryptosystem, and is as the name says, a cryptosystem
based on lattices. The submission consists of four public key cryptography primitives:

• LAC.CPA - a PKE scheme with IND-CPA claimed security

• LAC.CCA - a KEM scheme with IND-CCA claimed security, which is based on
LAC.CPA

• LAC.KE - a key exchange protocol which is passively secure, converted from
LAC.CPA

• LAC.AKE - an authenticated key exchange protocol obtained from LAC.CCA and
LAC.CPA

The main focus of the submitters of LAC was reducing size of keys while achieving the
claimed security categories. This has resulted in a modulus of the system that can fit in
a single byte, which is in many ways desirable to reduce sizes of the cryptosystem. The
small modulus allows each element of the polynomial to fit in a single byte which leads
to performance increase by using instruction sets like AVX2.

To maintain the security levels with the small modulus size, it is needed to add larger
random errors on the ciphertext which affects the error rate. This causes a need for error
correcting when sending a message. BCH code is therefore used to correct most of these
errors and to make the real error rate manageable for the standards of the NIST PQC
project.

These properties leads LAC to be an efficient and generate small public keys, however
there are some vulnerabilities which will go through in the security section. The LAC team
updated their submission 15th of April 2020 to round 2 in the NIST PQC project [30].
This update include changes to the implementation where a new polynomial multiplication
and noise generation was added. According to the submitters this makes the system 2-4
times faster than the original submission to round 2. New parameter sets was included
for IoT devices and for q = 256.

3.4.1 How It Works

I will go through how LAC.CPA system works with algorithm 1, 2 and 3 from [31]. To
start we will look at some notation for the algorithms. First we will define the message
space M to be {0, 1}lm for a positive integer lm. S = {0, 1}ls is the space of seeds for
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randomness, where ls is a positive integer. Ψσ is a binomial distributions and Ψn,h
σ is

the n-ary centered binomial distribution, where the hamming weight of the elements in
the distribution is h. The modulus is defined as q and the polynomial ring is defined as
Rq = Zq/(xn + 1). ECCEnc and ECCDec are the error correcting encoding and decoding
routines used in the scheme. They convert a message between m ∈ M and a codeword
m̂ ∈ {0, 1}lv , where lv is the length of the encoded message. The U routine is creating
a uniform distribution over the set that is taken as input. The choices of the parameters
will be given in the parameters section for each security level.

Algorithm 1 LAC.CPA.KG()

Ensure:
A pair of public key and secret key (pk, sk)

1: seeda
$←− S

2: a
$←− Samp(U(Rq);seeda) ∈ Rq

3: s
$←− Ψn,h

σ

4: e
$←− Ψn,h

σ

5: b←− as + e ∈ Rq

6: return (pk := (seeda, b), sk := s)

The keygeneration algorithm 1 of LAC is returning a public and private key pair. The
algorithm uses a seed as randomness. First the algorithm chooses a randomly from the
samples of the Rq polynomial ring. The value of s and e is randomly chosen from the
n-ary centered binomial distribution Ψn,h

σ . The value of b is calculated, and the public
key is seeda and b, while the private key is s.

Algorithm 2 LAC.CPA.Enc(pk =(seeda, b), m ∈M; seed ∈ S)

Ensure:
A ciphertext c

1: a←− Samp (U(Rq);seeda) ∈ Rq

2: m̂←− ECCEnc(m) ∈ {0, 1}lv
3: (r, e1, e2)←− Samp(Ψn,h

σ ,Ψn,h
σ ,Ψlv

σ ; seed)
4: c1 ←− ar + e1 ∈ Rq

5: c2 ←− (br)lv + e2 + b q
2
e · m̂ ∈ Zlvq

6: return c := (c1, c2) ∈ Rq × Zlvq

The encryption algorithm is defined in algorithm 2. The algorithm takes pk, m ∈ M
and seed ∈ S as input. The algorithm first samples a polynomial in Rq and assigns it to
a. The message m is encoded with error correcting code to m̂. The variables (r, e1, e2)
are chosen from the samples of (Ψn,h

σ ,Ψn,h
σ ,Ψlv

σ ). The value of c1 is calculated from an
equation of a, r and e1, where e1 is considered the error vector. The value of c2 is
calculated from an equation of b, r, e2, q and m̂. Here e2 is considered the error vector.
The output is the ciphertext (c1, c2).
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Algorithm 3 LAC.CPA.Dec(sk = s, c = (c1, c2))

Ensure:
A plaintext m

1: u←− c1s ∈ Rq

2: m̃←− c2 − (u)lv ∈ Zlvq
3: for i = 0 to lv − 1 do
4: if q

4
≤ m̃i <

3q
4

then
5: m̂i ←− 1
6: else
7: m̂i ←− 0
8: end if
9: end for

10: m←− ECCDec(m̂)
11: return m

The decryption algorithm of LAC is defined in algorithm 3. The input of the algorithm
is the secret key sk = s and the ciphertext c = (c1, c2). First step is to recover the encoded
message m̂. For recovering this, computing two equations using c1, s and c2 will result
in the encoded message with errors and in Zlvq . The result of this will be called m̃ ∈ Zlvq .
To convert m̃ to be m̂ ∈ {0, 1}lv we need to remove the error added by the error vectors
in the encryption. This is done by converting a number that is close to 0 to 0 in the
modular space, and otherwise 1. This means in Zq a number that is smaller than q

4
and

larger than 3q
4

is converted to 0. When this is done the error correcting code decoding is
used so that bits that failed the conversion from Zq to {0, 1} is discovered and corrected.
If there is a decryption failure, then m 6∈ M.

3.4.2 Security

LAC is based on a variant of the Learning with Errors problem, specifically poly-LWE.
According to NIST they lacked full confidence in the security category 5 parameters
because some vulnerabilities had been discovered. This was according to the LAC team
fixed by changing from a standard centered binomial distributions to a fixed hamming
weight centered binomial distributions for choosing parameters in the scheme. This makes
LAC immune to high hamming weight CCA attacks [31].

In [32] there was discovered a Chosen Ciphertext Attack on the LAC.CCA system.
This is a multi-target CCA, where the problem is that the decryption failure rate is too
high. The attack was resolved in the update [30]. To decrease the decryption error rate
they reduced the message space for LAC128, use the same error correcting code for all
security levels, decrease the error vector hamming weight in LAC256 and generate the
noise vector from the public key and seed together. I did not have time to take a closer
look at this update.
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3.4.3 Parameters

The old parameters will be presented first.

Old parameters

Security n q dis ecc lm bit-er dec-er

1 512 251 Φn
1 ,Φ

n,n
2

1 [511,256,33] 256 2−12.61 2−116

3 1024 251 Φn
1
2

,Φ
n,n

4
1
2

[511,256,17] 256 2−22.27 2−143

5 1024 251 Φn
1 ,Φ

n,n
2

1 [511,256,33]+D2 256 2−12.96 2−122

These parameters can replace the placeholders in algorithm 1, 2 and 3 to show how each
security level works. The dis column contains the secret and noise distribution. The ecc
contains the error correcting codes used. The bit-er is the bit error rate when converting
from Zq to {0, 1}. The dec-er is the decryption error rate for the cryptosystem with
corresponding parameters. The lm parameter is message size in bits.

Security pk-size sk-size ct-size pt-size Error rate

1 544 512 712 32 2−116

3 1056 1024 1188 32 2−143

5 1056 1024 1424 32 2−122

New parameters

The new parameters are specified in [33]. In the article, the submitters adds versions
of the scheme using the modulus q = 256, but also keeping the old modulus q = 251.
Therefore creating two versions of the scheme per security level. These are separated by
v3a for q = 251 and v3b for q = 256. The rest of the parameters for each v3a and v3b
pair are the same.

Instance n q dis ecc lm bit-er dec-er

LAC128-v3a 512 251 Φ256
512 [255,128,17]+D2 128 2−22.26 2−151

LAC128-v3b 512 256 Φ256
512 [255,128,17]+D2 128 - > 2−151

LAC192-v3a 1024 251 Φ256
512 [511,256,17]+D2 256 2−42.24 2−324

LAC192-v3b 1024 256 Φ256
512 [511,256,17]+D2 256 - > 2−324

LAC256-v3a 1024 251 Φ384
1024 [511,256,41]+D2 256 2−20.01 2−302

LAC256-v3b 1024 256 Φ384
1024 [511,264,41]+D2 256 - > 2−302
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The decryption error rate of LAC-v3b is slightly smaller than its LAC-v3a counterpart.

Instance pk-size sk-size ct-size pt-size

LAC128-v3a 544 512 704 16

LAC128-v3b 544 512 704 16

LAC192-v3a 1056 1024 1344 32

LAC192-v3b 1056 1024 1344 32

LAC256-v3a 1056 1024 1448 32

LAC256-v3b 1056 1024 1448 32

The size of keys and messages are not directly specified in the documentation for the
system. However it is possible to calculate this from the parameters. The public key
is just a 32 byte seed, and an n byte vector. The secret key is an n byte vector, but
can also be represented only as a 32 byte seed with some tradeoff in performance when
decrypting. The ciphertext (c1, c2) consists of an n bytes vector c1 and lm + lr ∗ 8 bytes
in c1, where lm is the message size in bits and lr is bits of rendundant data in the BCH
code. For LAC128 and LAC192 it is lr = 8, and for LAC256 it is lr = 21. The sizes are
the same for v3a and v3b. I did not have time to look closer at the performance of the
new implementation and new parameters.

3.5 LEDAcrypt

LEDAcrypt is a merger of LEDAcrypt KEM and LEDAcrypt PKC from round 1 submis-
sions. The candidate therefore contains both a key encapsulation mechanism and public
key encryption scheme. The KEM is built from the Niederreiter cryptosystem, and the
PKC is built from the McEliece cryptosystem. They are both based on linear error-
correcting codes [34]. The LEDAcrypt team claims the KEM can provide both IND-CPA
security with ephermal keys and IND-CCA2 security with long-lasting keys, and the PKC
can provide IND-CCA2 security with long-lasting keys.

An advantage LEDAcrypt PKC have over the other PKE schemes is the ability to
encrypt a larger message. This means that a system like this can have other use cases,
e.g. be used in a hybrid PKE solution.

LEDAcrypt uses Quasi-Cyclic Low Density Parity Check (QC-LDPC) codes for error
correcting to the McEliece cryptosystem. The encryption algorithm adds error to the
codeword to make it a ciphertext. This causes the decryption algorithm to have decryption
failures.

The LEDAcrypt team updated their submission a month before the deadline for round
2 in the NIST PQC project. The updated submission includes some handling of security
concerns, but also improvements of decryption failure rate. This causes the public key
and ciphertext sizes to decrease between 5%-25% for IND-CPA solution, and 30%-50%
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for IND-CCA2 solution. I did not have the time to test performance of this updated
implementation.

3.5.1 How It Works

I will go through how LEDAcrypt PKC works. This is the basics of how the McEliece
system works. LEDAcrypt PKC do have some extra procedures which contains converting
and padding of the message, initializing the error vector and check for decryption failure.
These extra procedures will not be included in the specification below.

Keygeneration

Algorithm 4 LEDAcrypt.PKC.Keygen; From [35]

Output: (sk, pk)
Data: p > 2 prime, ordp(2) = p− 1, n0 ≥ 2

1: seed ←− TRNG()
2: {H,Q} ←− GENERATEHQ(seed)
3: L←− HQ
4: if ∃0 ≤ j < n0 s.t. wt(Lj) 6= dv ×m then
5: goto 2
6: end if
7: LInv ←− COMPUTEINV ERSE(Ln0−1)
8: for i = 0 to n0 − 2 do
9: Mi ←− LInv Li
10: end for
11: Z ←− diag([I, ..., I])
12: pk ←− [Z | [M0 | ... |Mn0−2 ]T ]
13: sk ←− {H,Q}
14: return (sk, pk)

The keygeneration specified in algorithm 4 of LEDAcrypt uses a prime p and an
positive integer n0 as parameters. These parameters depend on the security level of the
scheme.

The keygeneration algorithm first generates a seed from a True Random Number
Generator (TRNG). This is used to generate the H and Q binary matrices. The p× pn0

quasi-cyclic parity-check block matrix H can be written as:

H =
[
H0, ..., Hn0−1

]
where each Hi is a p × p circulant block. The hamming weight of each Hi is denoted as
dv so that there is a fixed odd number of non-zero elements per row/column. Since the
elements are binary there are dv elements that have value 1. The pn0 × pn0 quasi-cyclic
sparse matrix Q is structured as a n0 × n0 block matrix. The elements in Q have size
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p× p and are circulant matrices. Each of these blocks in Q can be written as Qi,j where
0 ≤ i < n0 and 0 ≤ j < n0. The hamming weight of each of these Qi,j blocks have to be
constrained to make sure the invertibility of Q.

The multiplication on line 3 of H and Q creates a p × pn0 matrix L. The matrix L
can be structured as a 1× p matrix:

L =
[
L0, L1, ..., Ln0−1

]
Each Lj 0 ≤ j < n0 has a hamming weight equal to dvm, where m is the hamming weight
of each row of Q.

The next step at line 7-10 is to create a p × p(n0 − 2) matrix. The structure of this
matrix called M is 1 × n0 − 2 where each element is a p × p circulant block. Each Mi

block where 0 ≤ i < n0 − 1 is the product of L−1n0−1Li.

M =
[
M0, ...,Mn0−2

]
=
[
L−1n0−1L0, ..., L

−1
n0−1Ln0−2

]
This matrix is converted to a parity-check matrix in systematic form and used as the
public key. The public key can easily be converted to a systematic generator matrix. The
private key is the matrices H and Q.

Encryption

Algorithm 5 LEDAcrypt.PKC.Encrypt; From [35]

Input:
u = [u0, ..., un0−2]: plaintext message;
e = [e0, ..., en0−1]: error message with wt(e) = t;
pk = [Z | [M0 |...|Mn0−2]

T ]: public key;
Output:

c = [c0, ..., cn0−1]: error affected codeword;
Data: p > 2 prime, ordp(2) = p− 1, n0 ≥ 2

1: blk ←− 0
2: for j = 0 to n0 − 2 do
3: blk ←− blk + uTj Mj

4: end for
5: c←− [u0, ..., un0−2, blk]
6: for j = 0 to n0 − 1 do
7: cj ←− cj + ej
8: end for
9: return c

The input of the encryption specified in algorithm 5 is the plaintext u, the error vector
e and the public key pk. The plaintext u is a n0− 1 long vector with 1× p binary vectors
as elements. The error vector e is a n0 long vector with 1× p binary vectors as elements.
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The hamming weight of e is exactly t. The public key is the same as the output from the
keygeneration. The output of the encryption algorithm is:

c =
[
u0 |...|un0−2 |

n0−2∑
j=0

ujMj

]
+ [e0 |...| en0−2 | ee0−1]

The plaintext message blocks is added with the corresponding error vector blocks.
Since these are binary vectors, we can look at it as XORing. The last block

∑n0−2
j=0 ujMj

is to create a codeword in the QC-LDPC code. This is needed to decrypt and error correct
the message.

Decryption

Algorithm 6 LEDAcrypt.PKC.Decrypt; From [35]

Input:
c = [c0, ..., cn0−1]: error affected codeword;
sk = {H,Q}: private key;

Output:
u = [u0, ..., un0−1]: message;
e = [e0, ..., en0−1]: error;

Data: p > 2 prime, ordp(2) = p− 1, n0 ≥ 2
1: L←− HQ
2: s←− LcT

3: {e, res} ←− LEDADECODER(s, sk)
4: if res = true then
5: for j = 0 to n0 − 1 do
6: uj ←− cj + ej
7: end for
8: else
9: e←− ⊥; u←− ⊥
10: end if
11: return (u, e, res)

The input of the decryption specified in algorithm 6 is c as the error affected codeword
and the secret key sk. The first steps of the decryption algorithm is to compute the
parity check matrix L from H and Q. This matrix is used to find the syndrome LcT

of the error affected codeword. With the syndrome it is possible to recover the error
vector e with the weight the same as the syndrome. This is done with the function
LEDADECODER. If the decoding is successful the res variable is true, otherwise
false. If it was successful, the error vector is added to the ciphertext, or XORed since
they are binary vectors. This means the original error vector is cancelled out and the
result of this is u = [u0 |...|un0−2 |

∑n0−2
j=0 ujMj].
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3.5.2 Security

The submission for round 1 the team did not provide low enough error rate to claim it is
IND-CCA2 secure. However with the merger and round 2 submission, the team proposed
parameters with low enough DFR so that IND-CCA2 security could be guaranteed for
long term keys. According to NIST a possible area for further analysis is if the security is
affected by the extra structure in QC-LDPC compared to Quasi-Cyclic Moderate-Density
Parity-Check (QC-MDPC).

In [36] an attack on LEDAcrypt is found by looking for weak private keys that occure
1 in 247.72 times when generating keys. At security level 5, the private key can be found
from the public key using only 218.72 guesses. The attack takes advantage of product
structure in the public key. The updated version of LEDAcrypt in [35] addresses the
weak keys by changing the parameters to avoid the possibility to find these weak keys.

3.5.3 Parameters

I will go through the parameters for longterm LEDAcrypt PKC version.

Security n0 p t dv m b0 DFR

1 2 35,899 136 9 [5, 4] 44 2−64

1 2 52,147 136 9 [5, 4] 43 2−128

3 2 57,899 199 11 [6, 5] 64 2−64

3 2 96,221 199 11 [6, 5] 64 2−192

5 2 89,051 267 13 [7, 6] 89 2−64

5 2 142,267 267 13 [7, 6] 88 2−256

The parameters provided give a choice of having a decryption error rate at 2−64 or 2−λ

where λ is the bits of security for each security level. To achieve IND-CCA2 security, the
parameters with DFR at 2−λ must be chosen.

Security pk-size sk-size sk-size memory min ct-size max ct-size Error rate

1 4,488 25 468 4,521 8,967 2−64

1 6,520 25 468 6,554 13,040 2−128

3 7,240 33 660 7,283 14,480 2−64

3 12,032 33 660 12,077 24,064 2−192

5 11,136 41 884 11,189 22,272 2−64

5 19,040 41 884 19,095 38,080 2−256

44



The sk-size is the size of the seed used to generate H and Q matrices. This can be used
as the private key, therefore reducing the size compared to storing H and Q. This will
affect performance once a decryption is needed. The minimum and maximum ciphertext
size is because the message size in LEDAcrypt PKC is variable. The specification does
not clearly define the maximum size of the plaintext for the scheme.

The new parameters in [35] reduces the parameters by 30%-50% compared to the
parameters specified above. I did not have time to test the performance of these new
parameters.
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Chapter 4

Methods

My project is about the performance and security of Post-Quantum cryptographic al-
gorithms. To begin with I started researching around the NIST Post-Quantum Crypto-
graphy project. This project contains exactly what I needed for my project with imple-
mentations of many post-quantum cryptographic algorithms in a relatively uniform way,
and documentation for each of them. This lead me to some research questions I wanted
to answer:

• What is considered bottlenecks in a computer when looking at performance meas-
urements of post-quantum cryptographic algorithms?

• What is the performance of candidates in the NIST Post-Quantum Cryptography
project and how do they compare to each other when resources are constrained?

• What kind of performance increase or decrease does updated versions of the cryp-
tographic algorithm candidates have compared to the original versions in round 2
of the NIST Post-Quantum Cryptography project?

• What does the resources and components in a computer that affect the perform-
ance of post-quantum cryptographic algorithms say about the optimization of these
algorithms?

To answer these question, I chose to use quantitative methods, but with a some qual-
itative analysis of code. This means I needed to create performance measurements and
analyse this data.

To find information about the subject I had to learn about two main subjects. These
are post-quantum cryptography and performance optimization of algorithms. They do
overlap in the sense that most implementations of cryptographic algorithms has the need
of more optimization than the average algorithm. In the start I worked on the project for
gathering performance measurements and being able to use the cryptographic algorithms.

The quantitative methods consists of collecting reliable and diverse results. To collect
diverse results I have researched about what affects the performance of a computer. When
finding new components or resources that has the potential of affecting performance, I
tried finding different methods of either disabling features of the component or limit the
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resource. This creates the possibility of collecting performance data of the same algorithms
but with different resources or components. The ideal case would be to test the candidates
on different devices with different resources, but I only had a single computer to do the
performance measurements. I also looked into new components or resources that can be
added to a device to affect the performance of the algorithms if they were to be chosen
as a standard public key encryption scheme. Much like the AES-NI instruction set that
was introduced to increase the speed of AES.

I ended up looking at 5 parameters for limiting and disabling resources and compon-
ents. These are:

• CPU clock speed

• Memory clock speed

• Cache pressure

• Core count

• C/C++ optimization flags

The CPU clock speed is changed by adjusting the speed of each core in the linux virtual
filesystem. The speed of the processor used for measurments is between 800 Mhz and 4300
Mhz with a interval of 100 Mhz. The speed above 3400 Mhz is using Intel Turbo Boost
technology which can affect the performance measurements, but in the results I did not
find any results that appear affected by this. The memory clock speed has to be changed
in the bios software. The speed of the memory is changed between 800 Mhz and 1600 Mhz.
The reason for only two different speeds for measurements of the memory is because there
was not a noticeable difference to defend looking at smaller intervals between these two
values. We will look closer at the performance difference between these two values in the
results and discussion. The cache pressure is a parameter that is possible to change in the
system catalogue of Linux. This parameter can be changed from 0 to 200. The interval
I chose between the values are 20. The core count can be changed the same way as the
CPU clock speed, in the linux virtual filesystem. The core count is changed between one,
two and four cores. The hyperthreading option of the computer is only one thread per
core and is therefore not a factor. The last parameter is the C/C++ optimization flags.
This has to be changed during the compilation of the project. There are a lot of different
optimization flags that can be used, but for simplicity the flags that are compared are
-O3 , -O2 and -O1 .

For the qualitative analysis I decided to use a profiling tool for profiling each imple-
mentation of the candidates to look at the functions with the highest time consumption.
With this information I could look closer at functions bottlenecking the system and maybe
find optimization that can be done or have already been implemented.

To collect reliable results I have been identifying and removing errors and incorrect
measurements. For avoiding outliers, a reasonable option is to run the same test multiple
times and use the median of the results. This means that in the project, I run each
procedure a number of times, often based on a time limit. The median of these results

47



is used as the data for analysis. The time limit is set to 300ms, which I have found is a
good balance between time used and removal of outliers in the dataset. A similar method
is used for performance measurements in SUPERCOP. To make sure the data is useful I
have used python to visualize the data while creating the project. To avoid other errors
in the dataset I had to make sure there were no memory leaks or buffer overflows in the
program. A memory leak or buffer overflow from one candidate could affect another and
create errors in the results. I therefore had to test each algorithm separately to check for
memory leaks, and find a uniform way of measuring the performance of the candidates.
For analyzing the final dataset I used python with different analyzing and visualization
tools. The libraries used in python are pandas and matplotlib. For exporting plots and
other visualizations in python to the thesis PDF, I saved the plots as PGF files and used
these as input in the LaTeX file.

To generate data I created a single C++ file and header. The data is generated as an
unsigned char -array, because this is the input type of the plaintext expected for most
of the candidates of the NIST PQC project. Because the array can be a variable size, it
is returned as a vector. To extract the unsigned char -array, you can use the function

data() . I also included some helping functions for working on the data, like checking two
arrays if they have equal content, finding median of arrays and time difference between
two clock points.

4.1 Performance measurements

The procedures for encryption, decryption and keygeneration for each cryptosystem has
been streamlined to make it possible to make a generic performance measurement al-
gorithm. The streamlining has made it possible for the performance measurement al-
gorithm to take just an object as input. This object must contain three functions and
four variables. The first function is keygen which needs sk and pk as input references
to the allocated memory blocks. These arguments represent the secret key and public
key respectively. Output of the function is written to these arguments. The variables
in the object corresponding to this function is the length of the secret and public key.
The next function is encryption . This function takes the arguments ct , ctlen , pt ,

ptlen and pk . These input variables represent the ciphertext, ciphertext length, plain-
text, plaintext length and public key respectively. The output is written to the allocated
ct and ctlen memory blocks. The final function is decryption . This function takes

the input pt , ptlen , ct , ctlen and sk . These input variables represent the same

variables as the encryption -function. Output of this function is written to allocated

pt and ptlen memory blocks. The other variables in the object are ciphertext max
size and plaintext max size.

Most of the cryptosystem used in the performance measurement algorithm only works
with a fixed sized plaintext. Therefore the algorithm only generates data for the plaintext
max size. Each procedure (keygeneration, encryption and decryption) is executed in a
loop until the time limit is reached. The encryption and decryption is executed until one
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of them reach the time limit.

4.2 Implementation of PKE schemes

Most of the implementation of the post-quantum algorithm candidates does not directly
come with a implementation of the public key cryptosystem, only a specification in the
documentation. They do however come with a implementaion of the corresponding key
encapsulating mechanism. For each algortihm I had to go through and find the functions
that makes the PKE work, and check with the specification that it is the correct way the
PKE scheme should work.

4.2.1 LEDAcrypt

LEDAcrypt does have the possibility to be used as a public key encryption scheme, but
the documentation could be more clear on how to use it and with what parameters. When
looking through the submission of implementation to the NIST PQC you find the PKC in
its own folder. You’ll find the implementation of LEDAcrypt is following the specifications
of the NIST PQC API [37]. This is one of the few candidates in the project that follows
the PKE specification. When running the make -command for compiling LEDAcrypt,
SL and DFR SL LEVEL has to be defined. SL stands for Security Level and is set as one
of the integers between 1 and 5. This definition decides the security level of the compiled
functions. DFR SL LEVEL stands for Decoding/Decryption Failure Rate Security Level.
This definition is either set to 0 or 1, where 0 means the likelihood of a decryption failure
is 2−64. If the DFR SL LEVEL is set to 1, it means the likelihood of a decryption failure
is equal to 2−SL BITS where SL BITS are the number of bits security for each security
level (128 bits for level 1 and so on).

When compiling the candidate separate it does so with no problems. However some
problems arise when it is implemented as library in other projects. When using the op-
timized LEDAcrypt implementation as a library with other candidates it causes undefined
behaviour if function and variable names are not prefixed. This is most likely caused by
the fact that functions are not defined in a namespace or correct naming conventions for
functions in a library, as the usage of this implementation was not meant to be used as
a library in the first place. The problem becomes even more clear when libraries of LE-
DAcrypt with different security levels are used in the same program. This will cause each
security level to use the same functions. If the -flto option is used when compiling,
the compiler will complain about multiple definition of functions. If this flag is not used,
the functions with the same names will overwrite each other, and the last function linked
will be used for all libraries. This means if the functions with security level 1 is linked
last, The implementation with security level 5 will actually just be level 1. If level 5 is
linked last, a buffer overflow with either a crash or undefined behaviour when running will
happen. To avoid this the implementation were cloned as three different implementation
for security level 1, 3 and 5. Then I added a prefix on function names and global variables
for each of these to identify each security level separately. The prefix for security level 1
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is leda 1 .
The final solution still have some warnings about conditional jumps in memory after

running tools like valgrind, but I did not figure out why. The naming of the LEDAcrypt
libraries are libLEDApkc sl$(SL) DFR$(DFR SL LEVEL) where $(SL) and

$(DFR SL LEVEL) are replaced by security level and desired DFR respectively.

Encryption

The function used for encrypting data is called leda pkc crypto encrypt . The argu-

ments of the function are c for the ciphertext, clen for the ciphertext length, m for
the message, mlen for the message length and pk for the public key. The output is the
status of the encryption, where -1 is fail and 0 is success. Since the message length can be
changed, the encryption function pads the message before it’s encrypted. If the output is
0, then the ciphertext will be written in the c variable, which has to be allocated before
it is used as an argument.

The maximum size of the message will vary based on the security level and the failure
rate level set at compile time. Ciphertext size will also vary based on these parameters
and the message that is encrypted. This function will always return 0 as long as the
message size is in scope.

Decryption

The function used for decrypting the ciphertext is called leda pkc crypto encrypt open .

The arguments are m for message, mlen for message length, c for ciphertext, clen for
ciphertext length and sk for secret key. The return value is the status of the decryption,
where -1 is a failed decryption and 0 is a success. The decryption function will output
the corresponding message which was encrypted with the corresponding public key. The
likelihood of the function returning -1 is based on the definitions of DFR SL LEVEL and
SL set at compile time.

Keygeneration

The leda pkc crypto encrypt keypair function is used for keygeneration in the scheme.

The arguments are pk for public key and sk for secret key. The function will always

return 0 for success. The public key will be written into pk -variable and the secret

key will be written into sk -variable. Both variables have to be allocated before used as
arguments.

4.2.2 HQC

Only the KEM version of the scheme is included in the optimized implementation of HQC
in round 2 of the NIST PQC project. Since the PKE version is a building block of the
KEM it is possible to find it in the implementation. The security levels and decryption
failure parameters are split in different folders. Most of the functions are similar in each

50



folder, causing a problem when combining the security levels into a single project. This is
overcome by changing the names of functions with the prefix hqc SL DFR where SL is

the security level in bits and DFR is the decryption failure rate parameter of the scheme.
The functions and parameters used is for the HQC-PKE IND-CPA scheme and not HQC-
PKE IND-CCA2 scheme. It would be interesting to look at the performance hit the
IND-CCA2 scheme has. The HQC-PKE IND-CPA does not follow the NIST PQC API
in its current implementation, although it could easily be converted to do so.

Encryption

The encryption of the implementation is done with the function called hqc pke encrypt .
The arguments for this function does not follow the NIST PQC API as mentioned. The
arguments are:
u - for the u-vector.
v - for the v-vector.
m - for the message.
theta - for randomness seed.
pk - for the public key.

The return type is void for the function. The arguments u and v are written to
when encrypting and have to be allocated in memory before used. The reason u and
v are outputs of the encryption, is that the decryption is computing v − u ∗ y where y
is part of the private key. The implementation does come with a helper function called
hqc ciphertext to string which converts u , v and the hash of the message d to
a string. This is done by appending each variable to the same address in memory. The
reason the hash is included is because of the probabilistic decryption algorithm and it is
needed in the KEM. Although this makes the PKE scheme susceptible to a Chosen Plain-
text Attack variant, since the hash of the plaintext would make it obvious. To make the
implementation follow NIST PQC API I created a function called encrypt hqc SL DFR

where SL is the security level in bits and DFR is the decryption failure rate level. The
length of the message has to be fixed, as a padding scheme is not implemented and vari-
able sized plaintext is not supported in the encryption. The function will therefore return
-1 if message size is not equal to maximum message size.

Decryption

The decryption of HQC is done with the function called hqc pke decrypt . The argu-
ments for this function does, like the encryption, not follow NIST PQC API specifications.
The arguments are:
m - for the message.
u - for the u-vector.
v - for the v-vector.
sk - for the secret key.
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The return type is void, even though a decryption failure may happen. This is because
in the implementation, the decryption failure is not handled here. The probability of a
decryption failure is low and would most likely not affect the performance measurements.
Therefore I have to implement a function to handle this called decrypt hqc SL DFR

where SL is the security level in bits and DFR is the decryption failure rate level.

Keygeneration

The keygeneration function is called hqc pke keygen . This function does not follow the
NIST PQC API because the return type is void. Therefore I created a function called
keygen hqc SL DFR which will always return 0.

Updated implementation

The updated implementation of HQC have many of the similar functions. Therefore the
method of implementing the PKE into the project is similar to the original HQC.

4.2.3 RQC

The RQC implementation does not have any dedicated functions for directly encrypting
and decrypting data like the documentation is specifying. However there does exist func-
tion that expects finite fields vectors as argument for encryption and decryption. There
is no documentation I can find on what parameters to use when converting a character
array to a finite field vector. This makes it difficult to find what size the plaintext should
be.

As it is the IND-CCA2 secure KEM that is implemented, the seed used is based on
the message. This has to be changed to achieve IND-CPA secure PKE scheme. The
randombytes function from NIST can be used for generating a random seed. The finite
fields vectors u and v are input and outputs in the encryption and decryption. These
are described in the specification of the PKE scheme. To decrypt the system you only
need to do decode the equation:

~v − ~u ∗ ~y

Where ~y is part of the secret key. The decoding of Gabidulin codes is for correcting errors
that are intentionally added in the encryption.

I created functions in C++ which follows the NIST PQC API, although there is only
one valid message size since a secure padding is not implemented. To avoid name collisions,
all functions and global variables are named with the prefix rqc SL , where SL is the
security level in bits.

Encryption

The encryption algorithm in the implementation is called rqc pke encrypt . The argu-
ments of the function are u for the u-vector, v for the v-vector, m for the message-
vector, theta for the seed and pk for the public key. For converting the message to a
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message-vector, the function ffi vec from string compact is used. To convert the u-

and v-vector to ciphertext, I use the function hqc ciphertext to string . This function
appends the vectors together in memory, but also requires the hash of the message since
it is intended for the KEM. It is possible to just send a vector with random values for
the hash as this will not be used in the decryption. An idea to fix this is to create a
similar function which only appends u and v together in memory. The function I created
to handle encryption is called encrypt rqc SL , where SL is the security level in bits.

Decryption

The decryption algorithm is called rqc pke decrypt . The arguments of the func-

tion are m for the message-vector, u for the u-vector, v for the v-vector and sk

for the secret key. To convert a ciphertext of bytes to u- and v-vector, the function
hqc ciphertext from string is used. To handle this I created the function

decrypt rqc SL .

Keygeneration

The keygeneration in the KEM is the same as the PKE scheme. The function used is
called rqc pke keygen with pk and sk as arguments. The function I created to handle

keygeneration is called keygen rqc SL , where SL is security level in bits.

Updated implementation

The updated implementation of RQC had some significant changes in the implementa-
tion. However the functions used for the implementation of the PKE scheme only changed
names. The implementation of the PKE scheme for the updated RQC is therefore sim-
ilar to the original. I tried changing parameters in the old implementation to match the
example parameters given in [20], but it is not trivial to change the parameters of the
original implementation. This is caused by finite field elements hardcoded in the imple-
mentation, but not in specified in the documentation. The comparison between the old
and new implementation will therefore be hard as the parameters are different.

4.2.4 ROLLO

When I refer to ROLLO, I mostly refer to ROLLO-II, as this is the part which contains
the PKE scheme. The implementation of the PKE scheme in ROLLO is not implemen-
ted as a standalone version from the KEM version. This means there are no functions
that follows the NIST PQC API for PKE, but hidden in the functions for KEM scheme.
Unlike RQC, the ROLLO implementation does not have encryption and decryption dir-
ectly implemented with finite field vectors as input. With the specification of the PKE
scheme and the implementation of the KEM, it is possible to create the PKE scheme.
ROLLO-II has an implementation of each security level in different folders. Each folder
contains many similar functions with similar names. This will cause name conflict when
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included in the same program. Therefore a prefix is added for each folder, the prefix is
rollo ii SL , where SL is the security level in bits.

Encryption

Since ROLLO-II does not have a dedicated function for encryption, I created one in C++
with the name encrypt rolloII SL where SL is the security level in bits. The argu-
ments are following the NIST PQC API. To create the encryption algorithm, I followed
the documented specification in the submission of ROLLO.

Decryption

The decryption does not have a dedicated function either. I created a function named
decrypt rolloII SL where SL is the security level in bits. The decryption function
follows the NIST PQC API. The function recovers the shared secret by using the rank
support recover algorithm [18]. Then the hash of the shared secret and cipher of the
message is XORed to recover the message.

Keygeneration

The keygeneration of the PKE scheme is similar to the KEM of ROLLO-II. Therefore
they use the same function, named crypto kem keypair , and follows the NIST PQC

API with pk and sk as arguments.

Updated implementation

In the midst of writing, a security concern of the parameters were discovered [20]. This
results in the need to change parameters in the scheme to make sure it is not broken.
Before the new implementation was submitted to the round 2 in [23], I tried to imple-
ment the example parameters specified for ROLLO-I in [20]. To change the ROLLO-I
parameters, the files that had data that needed to be changed was:

• api.h

• ffi.h

• ffi elt.c

• parameters.h

In the beginning it looks like api.h and parameters.h files were the only ones that
needed to be changed. However as I discovered, parameters for finite field arithmetic
were hardcoded into ffi elt.c . In ffi.h there was a duplicate definition of PARAM M

called FIELD M . Complications arose in ffi elt.c when trying to use the updated
parameters, and it was at this point the updated implementation was posted.
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The updated implementation of ROLLO contains a new library for finite fields arith-
metics called RBC, hash and updated parameters. The rest of the code is similar to the
original with some changed names of functions and variables. Similar procedure was used
to be able to make the PKE scheme available.

4.2.5 LAC

The implementation LAC provides is different from the other candidates. In their op-
timized implementation they provide a header file called lac param.h where you either
define LAC128, LAC192 or LAC256 for each security level. In the folder they also include
examples and tests for both the KEM and PKE scheme. The PKE scheme is placed in
an appropriately named file encrypt.c , where the functions follows the NIST PQC API
to a certain extent, which will be discussed below. The PKE scheme implemented is the
LAC.CPA with IND-CPA security. The files in the implementation are all located in a
single folder. Although this makes it easier when configuring the compilation paths of
each file, it does decrease the readability of the implementation. If the number of files is
increased in the implementation it would quickly become chaotic for someone using the
implementation. The LAC team does implement possibilities for activating constant time
function, but these are not set as default.

Encryption

The encryption algorithm is called crypto encrypt and follows the NIST PQC API.

This means the arguments are c for ciphertext, clen for ciphertext length, m for
message, mlen for message length and pk for public key. The function returns -1 if any
of the references are null, otherwise it returns 0 and the ciphertext is written to c with
length to clen . The function is probabilistic by generating a random seed and passing
this seed to a deterministic encryption function called pke enc seed . This function is
also used for the LAC.CCA scheme, where the seed is replaced by a hash of the plaintext,
as described in [9].

Decryption

The decryption algorithm is crypto encrypt open and also follows the NIST PQC API.

So the arguments are m for message, mlen for message length, c for ciphertext, clen

for ciphertext length and sk for secret key. If any of the references are null, the function
will return -1, otherwise 0. Although a decryption failure can occure, it does not return
-1 if this happens. This breaks the NIST PQC API, because it should return -1 if a
decryption failure happened. It is therefore impossible to know if a decryption failed
unless some sort of extra error detection or change in the implementation is done. This
error rate is minimal, so it will most likely not affect the performance tests in any way.
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Keygeneration

The keygeneration function is called crypto encrypt keypair with the arguments pk

and sk for public key and secret key. The function will return -1 if either argument is a
null reference.

4.3 Hybrid PKE/Composite Mode

Each candidate in the NIST PQC project are targeted to be a post-quantum cryptographic
algorithm. As the word ”candidate” indicates, they are not verified or standardized
yet. The implementations are often more insecure than modern cryptographic algorithms
because of side-channel attacks on the implementation and broken parameters. To find
the best middle ground I decided to also look at temporary solution like combining the
candidates with RSA, called hybrid PKE/composite mode.

In the implementation of the hybrid PKE/composite mode I decided to implement a
solution only using RSA and the candidates. This was just to encrypt the output of RSA
with the post-quantum algorithm. There are of course other possibility to implement
this, like using Elliptic Curve Cryptography and AES. It was implemented just to get an
idea of the performance loss of combining 2 public key encryption schemes. The Inner
Level Encryption (ILE) result might have to be encrypted multiple times by the Outer
Level Encryption (OLE), therefore the ILE ciphertext is split into the number of blocks
to be able to encrypt each separate block. A padding is not used as the size of ILE
ciphertext is fixed. This might not be a secure procedure, however it is just supposed to
be a performance measurement. I did not have time to look closely on the measurements
of these solutions.

4.4 Compilation

For compiling the project, I used the make command with a Makefile for the instructions.
The implementations of the candidates in NIST PQC project had to use make for the
compilation, therefore for consistency and simplicity I decided to use the same. Since the
data I was interested in included different C/C++ optimization flags, I had to create a
method for compiling all the implementation of the candidates at the same time as the
main project is compiled. This was done by including all the implementation as subfolders
of the project. This way make can be used recursively through the subfolders, compiling
each candidate. To avoid an overflow of object files from each candidate used in the
compilation of the main program, each candidate for each security level creates it’s own
static library. These libraries are included when compiling of the main file.

For using different optimization flags, the user has to specify a Makefile-flag called
FLAGS . This flag can be three different values: 1, 2, 3 or 4. Each of these values
represent -O3 , -O2 , -O1 and debugging flags respectively. The default value if not
specified is 1. This flag will be passed the make procedure for each subfolder and compiled
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with the corresponding optimization flag. Debugging flags are not used for performance
measurements, only when profiling.

4.5 Profiling

For profiling I use a script for compiling the project with the correct debugging flags.
It also runs the compiled project with candidate and procedure (keygen, encryption or
decryption) names that are to be profiled. This will make the program only call the
procedure chosen until the time limit is reached. When choosing decryption or encryption
the results will be a bit skewed as they will need to call keygeneration once to generate a
keypair for use. The debugging flag will also impact optimization and therefore not give
an accurate time consumption for each function with different optimization flags.

4.6 Common function and libraries

The external libraries used are libraries that the candidates use for their implementations.
According to NIST these libraries that can be any libraries that is easily installed with a
make command. Some candidates have decided to use external libraries for finite field
arithmetics, which often is done by using NTL and gf2x. Most of the candidates uses
OpenSSL for cryptographic and hash algorithms, and XKCP for other hash algorithms.

4.6.1 FFI and RBC

ROLLO and RQC share the same named folder ffi for the old implementations and rbc
for the new implementations. The FFI and RBC library handle all operations and objects
that is related to finite fields. Since the submitters of these candidates are the same, it
makes sense they use the same resources. Other candidates has used 3rd party libraries
to represent finite fields and the operation on the finite fields.

The implementation of the finite fields looks at first glance to be similar. However the
different folders use different parameters and irreducible parameters, causing the imple-
mentation of these libraries to be different. It is easier to tell apart with RBC since the
folders have the name rbc-N , where N is a number identifiend the specific finite field
elements and parameters in the library. So instead of combining the libraries to a single
folder, each implementation have their own ffi/rbc folder where each function has a prefix
to identify each candidate.

4.6.2 NTL and gf2x

The Number Theory Library (NTL) and the gf2x library are used by some candidates in
their implementation of operations on finite fields. The libraries are used because they are
known for their optimizations of multiplication and other operations. NTL and gf2x uses
some hardware optimized operation that may give some advantages to the candidates
using it over others. The libraries did cause some problems as they would not work
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properly on the computer used for performance measure. This problem was caused by
using the C++ version of the ROLLO implementation. However ROLLO did also have a
C implementation not using the libraries.

4.6.3 XKCP

The eXtended Keccak Code Package (XKCP) is a library for hash algorithms. The library
is used by some candidates who has the need for SHA256 and other hash algorithms.

4.6.4 OpenSSL

OpenSSL contains functions for different needs of the candidate cryptosystems. The
library contains hash algorithms, randomness generators and cryptographic functions.
The library is widely used over TCP and SSL protocols. If a candidate algorithm is
standardized, it could be implemented into OpenSSL and make it easily adapted by
many users. The Open Quantum Safe project has already created the possibility of
beeing implemented into OpenSSL through a branch on GitHub.
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Chapter 5

Results and discussion

5.1 Overall findings

The overall findings is the result of the measurments of all cryptosystems. In my opinion
it helps to first look at the performance of the cryptosystems compared to each other.
The graphs for the performance comparison will be in logarithmic scale, because the speed
difference between the different algorithms do not allow for a linear scale to be visualized
well. In figure 5.1, 5.2 and 5.3 we find the comparison between each of the cryptosystem
for each security level. To get a better comparison between the different cryptosystem, I
decided to divide the cycles by the size of the plaintext for each system. This will give a
more fair evaluation for the system with large plaintext size compared to looking at raw
performance data.

There are of course different use cases for these system. Most of them will be converted
to a key encapsulating mechanism and used this way. In a symmetric encryption scheme
the need for a key or seed larger than 32 bytes (256 bits) is unusual. In these cases a PKE
scheme with the possibility to encrypt a 6.5kB will be wasted potential. Other use cases
for a public key encryption scheme is sending a small messages to multiple recipients.
In a use case like this, an efficient encryption scheme and small public key would be
preferable. While for a conversion to a KEM, a small public key and efficient encryption
and decryption will be just as important. Another use case is for IoT-devices. These
devices often have limited memory and processing power and would therefore require the
cryptosystem not exceed a certain size with regard to key sizes and code size. Different use
cases are something NIST has taken into account when creating the NIST PQC project,
where not a single winner will be chosen.
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Figure 5.1: The figure shows the performance results between the different candidates at
security level 1. The HQC, ROLLO-II and RQC are old implementations using broken
parameters which are no longer safe for the security level.
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Figure 5.2: The figure shows the performance results between the different candidates at
security level 3. The HQC, ROLLO-II and RQC are old implementations using broken
parameters which are no longer safe for the security level.
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Figure 5.3: The figure shows the performance results between the different candidates at
security level 5. The HQC, ROLLO-II and RQC are old implementations using broken
parameters which are no longer safe for the security level.
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Keygen cycles Encryption cycles Decryption cycles

Clock speed -0.7772 -0.7659 -0.7458

Memory speed 0.001350 0.001507 0.001231

Cache pressure -0.002228 -0.001617 -0.001690

Core count -0.002504 -0.001411 -0.001612

C/C++ flags 0.1182 0.1393 0.1621

Figure 5.4: The correlation matrix between the parameters and performance measure-
ments. Although these numbers are affected by the number of cryptosystem in the data,
they do give a basic idea of what the affect of each parameter has compared to each other.

In figure 5.4 a negative value means when the higher parameter value, the faster the
procedures run. If the value is zero, then the parameter does not weigh towards better
or worse performance of the cryptosystems. If there is a positive value, then the increase
of the parameter affects the performance in a negative way. The values are relative to
each other, which means that if the CPU clock speed has a large correlation with the
keygeneration cycles then the correlation value with the other parameters will decrease.

When looking at the combined data of all cryptosystems it is important to normalize
it. This means to find the smallest number of cycles for keygeneration, encryption and
decryption for each cryptosystem. This data is then used to normalize the performance
results of the cryptosystem it is from. The reason this is important is to make sure
each cryptosystem has the same affect on the aggregated graphs and correlations between
performance and the components that affect performance. This is especially noticeable
on the correlation technique I chose. The normalized data can also be used when looking
at each system separately, as it is easier to see the performance difference when working
with percentages instead of cycles.

The correlations is found by using the Kendall method. Correlation is often used as
a method to test for the association between parameters. However it does not make any
assumptions on causation. The reason for the choice of Kendall method over the standard
Pearson method is because we can encounter non-linear relations. Kendall can measure all
types of monotonically correlations. This means however it is only monotonic correlation
that is measured. A non-monotonic correlation like a quadratic correlation can be hidden
with a correlation value close to zero.

If we look at the parameter C/C++ optimization flags, with different flags categorized
as 1 for -O3 flag, 2 for -O2 flag, and 3 for -O1 flag. It means the correlation method
is looking for monotonic correlation between performance and three different categories.
This can be fixed by displaying them in a bar graph in figure 5.5.

The core count seems according to the correlation figure 5.4 to have a small affect on
the performance measurements. The different number of cores tested are 1, 2 and 4 cores.
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Figure 5.5: The bars represent the time or cycles difference between each optimization
flag. The bars are normalized from the number of cycles of the -O3 parameter. This
means if a bar has a height of 1.2, the average runtime is 20% slower than -O3 flag.
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Figure 5.6: The difference in the median between two and four cores are within 0.1%.
While the difference to one core is up to 0.4%. The plot is calculated from the mean of the
normalized performance measurements of each core count. The value for each core is then
divided by the smallest value among them to find the performance difference between each
other. The algorithms that had higher runtime did notice more of an affect of running on
one core, suggesting CPU utilization of other processes.

The performance results of one core will likely be slower than the other parameter values
as the results will most likely be more affected by background processes. This is because
all background processes have to run on the same core as the performance measurement
program. To avoid as much errors as possible I let the program run on the computer
without any user interactions. In figure 5.6 we see that the difference of less than 0.2%
between two and four cores are within my opinion the margin of error. However if we
look at the relatively significant performance decrease of around 0.6% with just one core.
This is most likely due to background processes forced to utilize the same core the main
program running performance measurements.

The cache pressure seems to be affecting the encryption algorithms generally more
than the keygenerations and decryptions. The problem with measuring the correlation
like this is that the parameter is not necessarily monotonically. The default value of the
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cache pressure is 100, while the measurements are between 0 and 200 with an interval
of 20. It seems reasonable to believe that the most efficient value for the cache pressure
would be the default value. Therefore it would not be surprising to see a quadratic or
some other non-monotonically regression.
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Figure 5.7: The cache pressure affect on the performance measurements is most noticable
when it is below 40. The cache pressure at these values are up to 0.6% slower than the
rest of the cache pressure values. The cache pressure values of 40 and above is within
0.2% of each other, which could be considered within margin of error.

In figure 5.7 we see that the cache pressure below 40 will give performance decrease
up to 0.6%. This can be caused by the feature cache pressure is providing. What happens
when the cache pressure is too low is that Linux will not be as active removing memory
pages hardly used in the cache space to the slower swap space memory. Therefore memory
pages more frequently used does not fit in the remaining cache space. When the cache
pressure is 40 or above it seems this problem disappears. With the cache pressure increas-
ing it will utilize the CPU more. This will in theory lead to a performance decrease with
a higher cache pressure, but any clear trend outside the margin of error is not visible.

Looking more specifically on the performance effect of the cache pressure with only
-O3 flag in figure 5.8 we see that the cache pressure has a much more significant impact.
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This is interesting as we do not find the same curve on -O1 and -O2 flags. I do not
have much experience with cache and memory behaviour, but if I were to try to find a
reason it would be that -O3 do some extra cache optimization that is affected when the
cache pressure is too low.
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Figure 5.8: The cache pressure affect on the performance measurements with only -O3

flag. This same curve is not visible when looking at the cache pressure with -O1 and
-O2 .

The memory speed gives a interesting results. According to the data in 5.4 it seems
like there is a correlation with slower memory speed gives higher performance. Common
sense would say that when the memory speed is slower, the code in the memory would
be faster to load, and therefore run faster. The average decrease in performance from
800MHz to 1600MHz is around 0.2%. This can be considered within margin of errors, but
it is still interesting that the performance did not increase with the increase of memory
speed. To my knowledge this can be caused by four factors:

1. All code that is used is stored in cache that is not affected by the RAM clock speed.

2. The calls to the memory and waiting for an answer is not counted in the cycles
measured.
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3. The change in RAM speed in the BIOS is not working correctly.

4. Change in speed is only a bottleneck if the maximum bandwidth of the memory is
reached.

The CPU clock speed is as expected the big bottleneck of the system. Every al-
gorithm is dependant on the CPU clock speed in the same degree. If I plot normalized
performance measurements of candidates on top of each other, the result ends up like in
figure 5.9. All measurements are overlapping within margin of error except some outliers
for the keygeneration of LEDAcrypt. The reason LEDAcrypt is not accurate is because
the keygeneration procedure takes too long time for a 300ms runtime to find a repres-
entative median result. The regression line is calculated from a simple linear regression
on the logarithmic values of the performance measurements except the keygeneration of
LEDAcrypt. The formula for the regression line is:

f(x) =
4305.77

x1.00024

If we find the root mean squared error of the test data (which is 20% of the original data),
we find it to be 0.4. A root mean squared error of 0.4 means the function is good at predict-
ing performance measurements from the function. The equation limx→0+ 4305.77x−1.00024 =
∞ makes sense as a clock speed of 0 would never finish the procedures. However the
limx→∞ 4305.77x−1.00024 = 0 does not make sense since when the clock speed increases
there are still other parameters such as cache response time and bandwidth that will
bottleneck the speed. Although this is just theory and not something that could happen
in the real world. It would make sense to add another parameter to the equation so that
f(x) = 4305.77x−1.00024 + d.

The formula found looks surprisingly close to:

g(x) =
4300

x

This formula would suggest a full bottleneck of the system based on the CPU clock speed.
This can be explained by a CPU clock speed reduction of 50% (e.g. from 4300MHz to
2150MHz) will result in a reduction in performance of 50%.

Although it is good to have some general idea of what the aggregated performance
based on the different components looks like. It makes much more sense to look at the
different performance of each post-quantum cryptosystem separately.
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Figure 5.9: The points show the performance difference between different CPU clock speed
for each procedure. The points may be hard to see, but graph is just to point out how
much the performance overlap if you normalize the data. The regression line is calculated
from the points with Python.

5.2 HQC

5.2.1 Old implementation

For the old implementation of HQC we can see in figure 5.10 that the C/C++ flags
affects the encryption and decryption more than the keygeneraion. This can be further
investegated by looking at figure 5.11. Here we see that there is a significant performance
increase when enabling the -O3 option compared to -O2 and -O1 . This performance
increase for the encryption procedure is more significant on security level 1, and decreases
further when looking higher security levels. A interesting part is that the optimization
done by -O2 has a negative effect on the performance of the encryption and keygeneration
compared to -O1 , but not to the decryption.

The core count has minimal effect on the performance, with a difference between two
and four cores of within 0.25% and one core of 0.40%. The cache pressure has a similar
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keygen encrypted decrypted

clock speed -0.9766 -0.7414 -0.8601

memory speed 0.001670 0.002293 0.001866

cache pressure -0.002170 -0.002489 -0.002404

cores -0.001858 -0.002638 -0.001021

C/C++ flags 0.005958 0.2982 0.1708

Figure 5.10: The correlation matrix for HQC-128. Keygeneration is close to only be
affected by the CPU clock speed. When it comes to the encryption and decryption, the
system is much more affected by the C/C++ optimization flags. The other parameters
have a small but noticable correlation with the performance.

curve as the overall data, with a performance drop of up to 0.7% when the cache pressure
is below 40. The CPU clock speed has the same affect as found in the overall data,
following the regression line. These results are similar for all security levels.

Profiling

Keygen Encryption Decryption

shiftXor 76.57% 28.35% 21.06%

lfsr encode 0% 41.10% 0%

repetition code decode 0% 5.15% 31.04%

vect fixed weight 14.69% 3.46% 2.66%

array to rep codeword 0% 17.13% 0%

gf mod 0% 0% 12.20%

gf mul 0% 0% 10.64%

Looking at the profiling of the system we find the function shiftXor to be the most
time-consuming function for keygeneration, and in the top 2 for encryption and decryp-
tion. The percentage increases when the security level increases for this function. This
function can therefore be considered the reason keygeneration does not have a significant
performance increase with the flag -O3 over -O2 and -O1 . The reason for this is that
the function contains binary operations and a variable length for loop. These operations
are hard for a compiler to increase the performance of and not much more optimization
that can be done. However the AVX operations are not used in the optimized solution
for HQC which can increase the performance. This is changed in newer implementations
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Figure 5.11: The difference each C/C++ optimization flags makes on the procedures for
HQC-128. The keygeneration algorithm is barely affected, while the encryption algorithm
has a large performance increase between -O3 and -O2 . This data is from security level
1. The performance increase for -O3 in encryption decreases relative to the increase in
security level.

of HQC. An implementation of this function in FPGA would most likely be possible and
beneficial with a software/hardware solution. The function is called relatively often com-
pared to other functions, so inlining it could be beneficial as long as the cache is not
overwhelmed.

The most time-consuming function for encryption is lfsr encode . This function uses
binary operation on integers in a fixed size for-loop. This function could take advantage
of loop unrolling which can be added manually with the flag -funroll-all-loops .

As the performance of the encryption procedure increases over 40% from -O2 to -O3 ,
there is a large probability of optimization in this function. The share of the total time
consumption decreases for this function when the security level is increased. Optimization
of array to rep codeword is another function with fixed sized for loops which could be

optimized. The shiftXor becomes a more significant time consumer when the security
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levels increases, which in turn decreases the difference in performance between -O3 and
-O2 .

For the decryption procedure, repetition code decode is the most time-consuming.

The function consists of fixed sized for loops. The loops does contain a continue state-
ment which may have an effect on the optimization possibilities. Functions like gf mod

and gf mul only contains binary operations, and can therefore take advantage of an
FPGA implementation. These functions has a similar share of the total time consump-
tion for the different security levels.

5.2.2 New implementation

keygen encrypted decrypted

clock speed -0.9739 -0.9721 -0.9568

memory speed 0.001907 0.001279 0.001287

cache pressure -0.002325 -0.002380 -0.002025

cores -0.002479 -0.001771 -0.002536

C/C++ flags 0.008674 0.01911 0.05092

Figure 5.12: new-HQC-128 correlation matrix.

The updated submission of HQC comes with a new implementation of the scheme.
This implementation is a lot less reliant on the C/C++ optimization flags. It is actually
the decryption procedure that is most affected by the flags. In figure 5.13 we see that
keygeneration and encryption procedure are similarly affected by the flags.

The minimal affect the C/C++ flags has on the performance may suggest that more
optimizations have been done in the code instead of the compiler having to do the optim-
izations. The higher the security level is, the less affect the flags has on the performance.
A reason for these results can be because the flag -funroll-all-loops is declared in
the compilation of the system. The flag is often known to increase performance as long
as the resulting code does not become too large to fit in cache or memory.

The core count have a minimal effect on the performance, with only a 0.3% increase
with one core, which suggest there are no parallelized implementation of any functions.
The difference between two and four cores is only 0.05%. When looking at the cache
pressure I could not find anything standing out to the overall findings. A cache pressure
below 40 results in a performance increase of up to 0.6%. The CPU clock speed also have
no notable results standing out to the overall data, except the encryption at 800MHz.
This value is most likely an outlier and is close to be considered within margin of error.
This outlier is not present when looking at higher security levels. The memory speed
decreases performance by up to 0.25% from 800MHz to 1600MHz.
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Figure 5.13: The affect of optimization flags for each procedure for new-HQC-128. The
performance differences are significantly smaller than original HQC implementation.

Profiling

Keygen Encryption Decryption

fast convolution mult 71.72% 67.73% 33.97%

code encode 0% 9.28% 2.39%

vect set random fixed weight 7.35% 7.76% 5.26%

gf mul 0% 0% 15.31%

gf mod 0% 0% 7.18%

The function that uses a major part of time consumption of all procedures of the
updated HQC is fast convolution mult . It is clear that this function is therefore one
of the reasons why C/C++ optimization flags do not have such a big impact. The task
of fast convolution mult is to compute the product of a polynomial with a sparse
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polynomial. It consists of multiple for-loops where many of them are fixed size. These
will with the -funroll-all-loops flag unroll making the function more optimized. The
operations in the function are diverse but many of them are binary operations using AVX
instructions. These AVX instructions are very efficient way of doing the binary operations.
This function has been declared as a static inline function. The performance benefit
of this is minimal, as the function is only called once for keygen, two times for encryption,
and three times for decryption. The share of total time consumption for this function
increases when security level is increased.

Another function with a major share of time consumption for encryption is
code encode . The goal of this function is to encode the message to a codeword in the
BCH code. To solve this goal the function has multiple fixed sized for loops while doing
different operations where a big portion of them are binary operations. AVX instructions
are also used in this function to optimize the performance. As the C/C++ optimization
flag results indicate, there are probably not much more the compiler can do to optimize
the function further. The share of total time consumption for this function is reduced to
only 2.17% when the security level is increased to 5.

vect set random fixed weight is present in all three procedures with minor time
consumption. The function is responsible for generating a random vector of a specific
hamming weight. The function consist of for loops with a variable length based on the
weight of the vector generated. This makes it hard for the -funroll-all-loops to
optimize the function. The percentage of total time consumption for the functions stays
relatively the same when the security level is increased.

The functions gf mul and gf mod makes up a large portion of the decryption pro-
cedure, and is two of the few functions that makes decryption stand apart from keygen-
eration and decryption. These functions have the purpose of multiplication and modulo.
The functions are likely to be optimized in some sort, at least the function calling them,
because in a single decryption they will be called approximately 8,300 times each. This
makes different optimizations like in-lining and branching optimization more desirable for
the compiler. Each of these calls takes around 2-5 nanoseconds to compute. The percent-
age of total time consumption for these two functions are reduced when security level is
increased.

5.2.3 New rmrs implementation

The rmrs HQC cryptosystem is similar to the new HQC with the exception of using
different parameters and different codes for error correcting. The implementation of the
system is also very similar except the extra functions needed for the error correction.
Therefore we see a similar correlation matrix in figure 5.14 to new HQC. Although there
are some changes when it comes to C/C++ optimization flags.

The C/C++ optimization flags effect on the performance figures in 5.15 show that the
encryption procedure is close to being as affected by the optimization flags as the decryp-
tion procedure. In the new-HQC case the decryption procedure had higher performance
differences for decryption than encryption. The performance figures with respect to the
other variables like CPU clock speed, memory speed, cache pressure and cores are within
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keygen encrypted decrypted

clock speed -0.9742 -0.9683 -0.9696

memory speed 0.001408 0.001727 0.001611

cache pressure -0.002509 -0.002482 -0.002332

cores -0.002605 -0.002041 -0.002120

C/C++ flags 0.01238 0.02731 0.03827

Figure 5.14: New rmrs HQC correlation matrix.

margin of error to have the same affect on the system as the new-HQC cryptosystem.

Profiling

Keygen Encryption Decryption

fast convolution mult 71.12% 56.29% 30.32%

reed muller decode 0% 0% 28.06%

vect set random fixed weight 6.31% 6.40% 3.20%

vect set random fixed weight by coordinates 7.04% 4.48% 1.69%

gf mul 0% 8.96% 7.91%

gf mod 0% 5.33% 5.65%

compute syndromes 0% 0% 7.91%

The functions with similar names as new HQC have the same implementation and
I will therefore skip them. The reed muller decode is the function for decoding the
message from the codeword using Reed-Muller decoding. The function consists of a fixed
size for-loop and calls to other functions. At first glance it doesn’t make sense that this
function should have high time consumption as it is only a small for-loop with some light
operations and calls to other functions. As it turns out these functions are inline functions,
which will expand into the function for avoiding using the processing power of calling the
function and returning. These inline functions consists of fixed sized for-loops and binary
operations where some are implemented in AVX instruction, increasing the optimization
of the code. The share of the total time consumption decreases for this function when the
security level is increased.

The vect set random fixed weight by coordinates function is similarly imple-

mented as vect set random fixed weight , and has therefore similar optimization done.
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Figure 5.15: The performance differences when looking at optimization flags for new-
HQC-rmrs.

The last function named compute syndromes computes syndromes array of a codeword.
It only contains for-loops of up to 1920 iterations. In the loops there are binary and
integers operations on arrays. The percentage of total time consumption decreases for
this function when the security level is increased.

5.2.4 Comparison

The updated submission with the new implementation is clearly more optimized than the
original implementation. The original optimized submission do not use AVX instructions,
which is standard on most modern processors. The -funroll-all-loops may give a
performance boost when the implementation is used as a standalone solution. However
when used as a library in a larger project this may become a problem as the extra code
in the compiled program can push more important parts of the program out of the cache.

76



Keygen Encryption Decryption

HQC-128 -23% -43% 62%

HQC-rmrs-128 -32% -48% 59%

HQC-192 -28% -44% 64%

HQC-rmrs-192 -36% -50% 66%

HQC-256 -31% -45% 58%

HQC-rmrs-256 -38% -51% 61%

As the old parameters are not broken, the old implementation is still usable, even
though the parameters are generally larger than the new submission. The performance
of keygeneration and encryption has increased performance, while the decryption has
become slower. This can be caused by a new decoding algorithm that is introduced in
HQC-rmrs, or that the parameters generally require more computation to decrypt. This is
still suprising as using AVX operations are supposed to increase performance significantly.
The public key size has decreased for normal HQC by around 50%, and HQC-rmrs has
reduced the public key by around 60%.

5.3 LAC

keygen encrypted decrypted

clock speed -0.6773 -0.6476 -0.6116

memory speed 0.001698 0.001686 0.001423

cache pressure -0.002712 -0.001948 -0.002150

cores -0.001324 -0.002354 -0.001468

C/C++ flags 0.2510 0.2764 0.3011

Figure 5.16: LAC-128 correlation matrix.

The LAC cryptosystem has a high correlation of optimization flag and performance.
This suggests that there are large parts of the code which can be optimized by the com-
piler. The LAC system is significantly affected if we look at the results in 5.17. We
see that the different procedures have a performance decrease of up to 250%. This per-
formance difference increases with the security level. Interesting point is that the -O2

flag decreases performance significantly compared to -O1 . The -O2 flag have the same
optimization as -O1 but with some extra optimization that does not increase size of the
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compiled program. This means some of these optimizations done by the compiler have a
negative effect on the performance.
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Figure 5.17: Performance measurements for each optimization flag for LAC-128.

The core count has the same effect on all security levels, where the procedures has a
0.3-0.4% decrease in performance with a single core compared to multiple. The difference
between two and four cores are within margin of error, suggesting there is not any paral-
lelization of the code. The cache pressure seems to have a similar effect on LAC as it has
on the overall data. The performance decrease with a cache pressure below 40 is found to
be between 0.6% and 0.8%. Looking at the cache pressure with only -O3 the perfomance
hit below 40 is between 1.5% and 2.0%. The CPU clock speed has a similar curve as the
regression line with some small outliers when the security level increases. This is most
likely because it was not able to generate a large enough pool of measurements in 300ms
to return without outliers.
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Profiling

Keygen Encryption Decryption

poly aff 91.66% 92.81% 0%

poly mul 0% 0% 95.77%

gen psi fix ham 7.37% 4.12% 0%

The whole runtime of the LAC implementation can almost be specified by only three
functions. This means most of the optimization needed is to focus on these functions. The
poly aff function has the goal of computing as+e where a, s and e are input arguments.
This function contains some fixed sized for-loops, and both memory and binary operations.
There is no specified flag for unrolling the for loops in the compilation file. Since the
function is only called once or twice during the procedures, I would imagine it is not
much performance increase of adding the -funroll-all-loops . The binary operation
in the function seems to be what is slowing the function down. Most of the binary
operation in the function are bitwise AND operations. These are easily implemented in
an FPGA and could increase the performance of the system by using a software/hardware
solution. The share of the total time consumption increases for this function when the
security level increases.

Function responsible for 95.77% of time consumption of decryption is poly mul . This

function is similar to poly aff , but instead of computing as + e it computes as from
input arguments. The operations in the function is therefore very similar and could also
have a performance increase with a implementation of bitwise AND in an FPGA using a
software/hardware solution. The share of total time consumption increases also for this
function when security level is increased.

gen psi fix ham is responsible for generating small random error and secret vectors
with fixed hamming weight. This function consists of variable sized for-loops and while-
loops. The operations in the function are integer operations with a few calls to functions
like hash-functions. The share of total time consumption is reduced when security level
is increased for this function.

Updated implementation

LAC does have an updated submission with updated implementation. I did not have time
to make performance measurements and compare the original implementation with the
new.

5.4 LEDAcrypt

LEDAcrypt is the cryptosystem with the highest time consumption for each procedure.
In return it has one of the largest messages possible to encrypt in a single ciphertext.
This could for example make it useful for broadcasting a message to different computer
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keygen encrypted decrypted

clock speed -0.7521 -0.9432 -0.8728

memory speed 0.001071 0.001508 0.001995

cache pressure -0.002175 -0.001913 -0.002201

cores -0.01039 -0.002907 -0.004545

C/C++ flags 0.2545 0.05708 0.1567

Figure 5.18

with different public keys. The system is one of the most efficient when it comes to
performance per byte encrypted. However the high time consumption makes it harder
to get performance measurements correct as the time frame of 300ms becomes thin for
finding a representative result. The longer a procedure runs, the higher possibility is for
another process to affect the result, but also fewer results to find the median from.

The correlation of the optimization flags varies between the procedures. Keygeneration
have a correlation value of 0.2545 and encryption has 0.0571. This suggest that the time
consuming functions for each procedure are different and may have different optimizations.

In figure 5.19 we see why we get a big difference in correlation between the procedures.
The keygeneration procedure has a large performance penalty of compiling with -O1 .
This penalty is there in encryption and decryption procedures also, but smaller. The most
interesting part of the figure is the fact that -O2 is faster than -O3 for encryption. This
is the first example we’ve found for this case. There are several reasons why the results
ended up like that. A reason can be that the compiled code size with -O3 becomes too
large to fit everything in the CPU cache and therefore has to move some of the code
to the slower RAM. It may also be that -O3 just optimized some code the wrong way
causing it to run slower. Another reason can be just pure random error, although this
would be more likely to happen on keygeneration since this procedure has significantly
higher runtime and therefore room for errors. This advantage for -O2 is not present in
higher security levels. For security level 3 the -O2 flag is more efficient than -O3 for the
keygeneration procedure.

The affect of core count is most noticeable on keygeneration algorithm, with a per-
formance decrease of up to 2% as we can see in figure 5.20. Compared to the overall data
only have a 0.4% decrease in performance, this is a significant difference. It might seem
like the procedure has some sort of parallelization, but this is not necessarily true. The
difference may be the result of the long runtime each keygeneration procedure have. The
combination of long runtime per procedure and running on only a single core might be
the reason results are more affected than other systems. This is similar for all security
levels.

The cache pressure effect on performance is similar to the overall findings for security
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Figure 5.19: Performance measurements for each optimization flag for LEDAcrypt-PKC-
1.

level 1, however this is not the case for security level 3 and 5. The keygeneration in these
security levels fluctuates significantly with up to 2.5% performance decrease. Looking at
each separate optimization flag the fluctuation increases to 8%. It is hard to conclude
anything from this fluctuation, but it could be outliers as the sample size was not large
enough, causing erroneous results. The fluctuations of encryption and decryption however
stayed consistent with the overall findings.

Except some outliers, the performance based on CPU clock and memory speed follows
the curve from the overall findings.
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Figure 5.20: Performance difference at different core count for LEDAcrypt-PKC-5.

Profiling

Keygen Encryption Decryption

DFR test 97.13% 6.93% 4.87%

bf decoding 0% 0% 32.94%

bytestream into poly seq 0% 23.44% 0%

constant weight to binary approximate 0% 0% 17.45%

bitstream read 0% 17.06% 0%

gf2x mul TC3 0% 10.54% 0%

In all security levels it is DFR test that is the major time consumer in keygeneration
procedure. The function consists of multiple fixed sized for-loops. The function is a test to
check if the code attains the desired decryption failure rate. It is therefore not a determ-
ined number of calls to this function, but until it returns true. This is might be why we
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get such difference between the security levels. The operations in the function are integers
operations on arrays, and calls to sorting algorithm quicksort. The reason the function
has such high time consumption for encryption and decryption is that keygeneration has
to run once before we can use each of them. With a timelimit of 15000ms it was still not
enough to limit the effect of the one keygeneration call.

The decryption has many different major time consumer, but the most dominant
is bf decoding . This function will change based on the computer to get the optimal
optimization based on specification of the computer. The optimization is just checking
that the computer running has the correct instruction set and that it is a 64-bit system.
The goal of the function is to decode a codeword to the correct message. The function
uses multiple fixed sized for-loops with operations using the AVX instruction set. The
share of total time consumption increases for this function in decryption if security level
is increased and remove the DFR test time consumption.

The function bytestream into poly seq consists of both a variable and fixed sized
for-loop. The function is only called once per encryption, so a unroll of the fixed sized
loop would not give much performance gains. The operations in the function are both on
integers and binary data. There are some multiplication of fixed integers inside the for-
loops which could be computed before running the loop. Although this would probably
not increase the performance much and the compiler may even do the optimization itself
with the different optimization flags. The share of total time consumption decreases for
this function when security level increases.

constant weight to binary approximate is another major time consumer in de-
cryption. The goal of the function is to encode a bit string to a constant weight poly-
nomial vector. The function consists of two fixed sized for-loops with function calls and
integer operations. The function is only called once per decryption and therefore do not
have much performance boost of inlining or unrolling loops. The share of the total time
consumption is reduced when security level is increased.

A function that is called around 52,000 times for security level 1 and 150,000 for secur-
ity level 5 each encryption is bitstream read . The function consists of mostly binary
operations and a while loop. Since the function is called so many times in an encryption,
small changes can have a relatively large impact on the speed of the encryption. Inlining
this function could be beneficial, as it is only called from three different places. The share
of total time consumption is increased for the function when security level is increased.

The gf2x mul TC3 function is implemented from the Toom-Cook 3 algorithm and is
computing a multiplication of two polynomials. The function consists of multiple calls to
subfunctions used for operations of the data. These subfunctions are static inline functions
using AVX instructions for optimization. The function also consists of some variable sized
for-loops with binary operations when combining the results of subfunctions. Percentage
of total time consumption in encryption increases for this function when security level
increases.
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Updated implementation

LEDAcrypt also has a updated submission with a new implementation. However I did
not have time to look at the performance of the updated implementation.

5.5 ROLLO-II

5.5.1 Old implementation

keygen encrypted decrypted

clock speed -0.9369 -0.9257 -0.8329

memory speed 0.001536 0.002231 0.001652

cache pressure -0.002233 -0.002554 -0.002186

cores -0.003272 -0.003358 -0.002884

C/C++ flags 0.07961 0.09030 0.1811

Figure 5.21: The correlation matrix for ROLLO-II-128.

The old implementation of ROLLO-II comes with flags in the compilation enabling
instruction set that improve performance. These flags are -mpclmul , -msse4.1 -mavx

and -mavx2 . According to the correlation matrix 5.21 we see that the C/C++ optim-
ization flags has a relatively low correlation with keygeneration, while it increases for
encryption and especially decryption. In figure 5.22 we see that decryption is between
30-40% slower with -O1 and -O2 compared to -O3 . The difference of keygeneration
and encryption is less substantial. If we look at different in security level, we find the
-O3 flag to get a larger performance difference to the other flags. This means functions
that have more optimization potential are more used at higher security levels.

The cache pressure has a performance decrease of up to 0.6% when cache pressure
is below 40. When looking at the performance at 40 and above, it is possible to see a
linear performance decrease when increasing the cache pressure. However this can be
considered to be within margin of error. Looking at the cache pressure while separating
the optimization flags, we see that the -O3 flag is the only flag having a performance
decrease below 40 of up to 1.7%. The -O2 flag looks like a linear decrease in performance
the higher the cache pressure is, but the fluctuations are too large to say something for
certain. Last flag -O1 has most of the performance differences within 0.2% which can be
considered within margin of error.

The effect of core count is close to the same as the overall findings, with a performance
decrease of about 0.3%-0.4%. The encryption seems to be negatively affected by increasing
the core count to 4 cores, but this is most likely erroneous results. CPU and memory
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Figure 5.22: Performance measurements for each optimization flag for ROLLO-II-128.

speed seems to affect the system in the same manner as the overall findings, and do not
have much deviations that could indicate more or less bottleneck on the components.

Profiling

Keygen Encryption Decryption

ffi elt mul 15.89% 7.37% 3.50%

ffi elt ur mul 12.92% 8.71% 1.17%

ffi elt reduce 15.68% 10.27% 5.61%

ffi elt add 7.84% 13.39% 12.62%

ffi elt get degree 2.33% 1.79% 21.03%

ffi vspace intersection 0% 0% 21.03%

kar mul 3.81% 31.25% 7.48%
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It is interesting that ffi elt mul is one of the major time consumer in the system.
The function consists of creating a temporary variable and calls to two different functions.
The reason it has high time consumption is most likely because it is called almost 50,000
per keygeneration procedure. The goal of this function is to multiply two finite field
elements and reduce the result to within the finite field. To increase performance it could
be beneficial to inline this function to where it is called from. This is most likely part
of what the compiler optimization is doing with the function for -O3 . There are 11
different places this function is called, which would increase the compiled code size by a
small amount. Percentage of total time consumption decreases for this function when the
security level is increased.

The functions ffi elt mul is calling are ffi elt ur mul and ffi elt reduce .
The goal of ffi elt ur mul is just to multiply two finite field elements. In the optim-
ized implementation, AVX instructions are used to achieve this result. The optimization
flags probably do not increase the performance of this function much, unless inlining is
done. The operations in the function can be implemented in an FPGA to increase the
performance further if a software/hardware solution is used. Percentage of total time
consumption is reduced for this function when the security level is increased.

The goal of ffi elt reduce is to reduce a finite field element based on an irreducible
element f . This function is different for each security level because f is hardcoded into
the function. Having the reduction in the function be based on f as a variable would most
likely decrease performance. The function consists of variable initialization and binary
operations. Percentage of total time consumption is also reduced for this function when
security level is increased.

For ffi elt add the function is optimized by using AVX instructions. The goal is to
add two finite field elements. This function is called 70,000-80,000 times per keygeneration
and decryption, while around 22,000 for encryption. It would benefit by inlining the
function to the places where it is called as long as it is room in the memory or cache.
The function is called from 19 different places and would therefore increase the size of
the compiled code a small amount. It could also be implemented in an FPGA with a
software/hardware solution. Percentage of total time consumption increases when security
level increase, except for in keygeneration.

The major time consumers for decryption are ffi elt get degree and

ffi vspace intersection . The ffi elt get degree is a function for finding the de-
gree of the finite field element. It is called around 83,000 times each decryption, which
means the decryption can get a significant performance increase if the function is inlined.
The function uses assembly commands to find the degree of the finite field. A developer
using assembly in C usually do not increase performance, and often actually decreases
performance as the compiler is not able to optimize it itself. However there are cases
where it can increase performance, and the command used in assembly is bit scan reverse
( bsr ). The other function ffi vspace intersection is only called around 14 times
per decryption and will therefore not have much of a performance increase by inlining,
even decrease performance if there is not enough memory or cache. The percentage of
time consumption for these functions are reduced when security level is increased.
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The kar mul function is the largest time consumer in encryption. It contains calls
to other functions and itself recursively. It is the recursive calls making this function
have such high time consumption. When a function is recursive, it is often possible to
parallelize it. The percentage of time consumption is increased when security level is
increased.

5.5.2 New implementation

keygen encrypted decrypted

clock speed -0.9745 -0.9291 -0.8799

memory speed 0.001632 0.001649 0.001712

cache pressure -0.002149 -0.002478 -0.002371

cores -0.003419 -0.002208 -0.002699

C/C++ flags 0.01928 0.08841 0.1489

Figure 5.23: The correlation table for newROLLO-II-128.

The updated submission of ROLLO came with new parameters and new implementa-
tion. This makes it hard to directly compare performance of the old and new implement-
ation, because the affect of the parameters on performance. The new implementation
comes with the same -mpclmul , -msse4.1 , -mavx and -mavx2 flags for compiling the

code. This new implementation has even lower correlation between C/C++ optimization
flags and performance. As we see in figure 5.24 it shows that keygeneration procedure
is barely affected by the optimization flags. The encryption has a small performance in-
crease when changing the optimization flag from -O1 to -O3 of about 12%. However
the decryption have the largest performance difference of about 23%. If we look at each
security level, the benefit of -O3 increases for keygeneration procedure, while encryption
and decryption have close to the same benefit as in security level 1.

Performance with different core count is similar to the overall data, with some outliers.
The single core performance is up to 0.4% slower while the difference of two and four
cores are normally within 0.1%. There is however an outlier at security level 5 where the
encryption is almost 0.5% slower at four cores. The cache pressure has more variations
when the value is below 40 than the overall findings, the performance decrease is mostly at
0.5% and above. The rest of the cache pressure measurements seem to have a slow linear
growth, but this is hard to tell as most of the measurements is within 0.2% difference.
Looking at only the -O3 flag this growth becomes more clear at security level 5 in figure
5.25. Interesting fact is that encryption seems to be generally more affected by the cache
pressure than the other procedures. This fact is however only prevalent in security level
5. At the other optimization flags the measurements are so volatile it is hard to find any
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Figure 5.24: Performance measurements for each optimization flag for newROLLO-II-128.

pattern except for the fact that encryption seems to be more affected than keygeneration
and decryption.

The memory speed and CPU clock speed seem to have a similar affect on the system
as found in the overall findings.

Profiling

Keygen Encryption Decryption

rbc kar mul 3.60% 29.27% 22.89%

rbc elt reduce 14.86% 8.13% 5.97%

rbc elt add 10.81% 16.67% 18.91%

rbc elt mul 12.16% 9.76% 5.47%

rbc elt ur mul 14.64% 6.50% 4.73%
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Figure 5.25: Performance measurements based on cache pressure for newROLLO-II-128
with -O3 optimization.

The function rbc kar mul is clearly the largest time consumer for encryption and
decryption. This function does not contain any large multiplications or additions, but a
number of calls to other functions handling binary and integer operations. This means
the way this function consumes time is by function calls and iterating through for-loops.
These are areas where the compiler often optimize when an optimization flag is used. This
can be seen in figure 5.24 as encryption and decryption are the procedure having most
performance gain from -O1 to -O3 . Percentage of total time consumption increases for
encryption and decreases for decryption when the security level is increased.

rbc elt reduce consists of binary operation where the goal is to reduce a finite field
element. The function is the largest time consumer in keygeneration, and is called almost
50,000 times per keygeneration. This makes small improvements in the function actually
major improvements for the whole procedure. The operations done in the function are
mostly XOR and bitshift operations, and is different for each security level because the
irreducible element is hardcoded into the function. The function can be implemented in
an FPGA to create a software/hardware solution, increasing performance. Inlining the
function could also increase performance without a significant increase in code size, as
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the function is only called from two different places. The share of time consumption is
decreased when security level is increased.

The goal of the function rbc elt add is to compute the addition of two finite field
elements. The function consists of operations using the AVX instruction set for optimizing
the procedures of the system. The function is called around 82,000 times for the decryption
procedure. There is not much optimization the compiler can do with the AVX instructions,
but since the function is called so many times, it is possible there could be performance
gains by inlining the function to remove the function call and return overhead. This
could affect the performance negatively if there is not enough space in cache or memory.
Percentage of total time consumption decreases when the security level increases.

rbc elt mul and rbc elt ur mul are the replacements of ffi elt mul and
ffi elt ur mul . The functions have the same purpose as the corresponding function
in the old implementation. The rbc elt mul function is only creating a temporary
variable and calling three different functions. As this function is called 80,000 times
in keygeneration, small improvements can have a great effects on the whole system. It
would most likely give a performance boost if this function were to be inlined places
where it is called, however this is not certain. It would increase the compiled code size
a small amount as it is called from 11 different places. The function rbc elt ur mul is
implemented using SSE instruction set from the -mpclmul flag for optimized operations.
I did not look closer at why they did not use AVX instead. The compiler probably is
not able to do much optimization of the function except for inlining. The percentage of
time consumption decreases for rbc elt mul and increases for rbc elt ur mul when
the security level is increased.

5.5.3 Comparison

The old implementation of ROLLO-II is considered broken, as the parameters for each
security level does not achieve the claimed security level. This causes the new imple-
mentation of ROLLO-II to come with new parameters, making a direct comparison of the
implementations hard, because different parameters will give different performance. The
update does come with some noticeable changes, like the ffi library has been extracted
and renamed to the rbc library. This library is now a public library making it easier for
optimization which would benefit all cryptosystems using it.

Keygen Encryption Decryption

ROLLO-II-128 56% 25% -29%

ROLLO-II-192 27% 5% -40%

ROLLO-II-256 57% 16% -39%

The total size of the parameters did not increase much from the updated parameters.
As we can see the performance comparison, the keygeneration and encryption dropped in
performance, while the decryption performance increased. Especially for security level 5,
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where the public key only increased 2.6%. This leads to the question if increase in para-
meters can lead to a faster decryption, or if optimization done in the new implementation
have increased performance. Most of the time-consuming functions in each implement-
ation seem to be similar and not much different optimization between them. Functions
increasing in time consumption is the rbc kar mul and rbc elt add functions, where
kar mul and ffi elt add are the corresponding functions in the old implementation.
It may be this reason the decryption is more efficient.

5.6 RQC

5.6.1 Old implementation

keygen encrypted decrypted

clock speed -0.9413 -0.9350 -0.8986

memory speed 0.001858 0.002247 0.001832

cache pressure -0.002113 -0.002108 -0.002272

cores -0.002810 -0.003686 -0.002771

C/C++ flags 0.06336 0.06325 0.1260

Figure 5.26: The correlation matrix for RQC-128.

The implementation of the old RQC uses many of the same components as the old
implementation of ROLLO-II. This means we will most likely get many of the same correl-
ations and graphs. However there might be a difference in what functions are the major
time consumers. The correlation between C/C++ optimization flags and performance
is quite low, similar to ROLLO-II. In figure 5.27 we see that the affect of optimization
flags have the most impact on decryption procedure, with keygeneration and encryption
affected similarly. The affect of these flags decrease when the security level is increased.

The affect of cache pressure on performance is more volatile at lower security levels,
especially for the encryption procedure. When looking at the cache perssure with -O3

flag in figure 5.28 it is possible to see this trend. The performance hit of keygeneration
and decryption is around 1.5% when cache pressure is below 40, and is almost within 0.5%
performance difference at 40 and above. The encryption procedure however has a 2.5%
performance hit at cache pressure below 40, and above 40 has a performance hit of above
1.0%. This result is not visible for security level 3 and 5, which follows the performance
difference like the overall findings. Affect of cache pressure when using -O1 and -O2 did
not show any particular pattern, but the result were more volatile than overall findings
with performance differences of up to 0.5%.
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Figure 5.27: Performance measurements for each optimization flag for RQC-128.

The core count has a performance drop of around 0.3%-0.4% when using a single core
compared to two and four cores. The difference between two and four cores are within
margin of error. Memory and CPU clock speed follows the overall data within margin of
error, where the performance from CPU clock speed follows the regression line.

Profiling

Keygen Encryption Decryption

kar mul 23.50% 21.55% 3.62%

ffi elt reduce 4.70% 10.78% 15.38%

ffi elt add 14.53% 12.50% 4.07%

ffi elt inv 0.43% 1.72% 11.76%

The old RQC implementation have some similar functions to the old ROLLO-II, but a
new one is kar mul . The new function is a major time consumer in keygeneration and
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Figure 5.28: Performance measurements based on cache pressure for -O3 RQC-128.

encryption procedures. The function consists of multiple calls to other functions and itself
recursively, but also variable sized for-loops. The functions called are often functions using
AVX or other instruction to optimize binary operations. The function is only called once
per keygeneration and twice per encryption. With the recursive calls in keygeneration, we
find the function to be called around 556 times per keygeneration. A recursive function
is often considered to be possible to parallelize. However it is often not a good idea
as creating new threads often come with an overhead, and in the real world, creating
556 threads would probably affect the procedure in a negative way. Parallelization is
however one of the strong suit of FPGA, where the function could be implemented in a
software/hardware solution. The share of the total time consumption reduces when the
security level is increased.

ffi elt reduce has the same goal as it had in ROLLO-II, where the goal is to
reduce a finite field element based on an irreduceble element f . In the case of RQC the
f element is different for each security level, and the function is therefore different since
the element is hardcoded in the function for an optimized solution. The share of the total
time consumption increases for the function when the security level is increased.

The goal of ffi elt add is to compute the addition of two finite field elements.
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This is done by using AVX instruction like in ROLLO-II. The percentage of total time
consumption for this function reduces a small amount when the security level is increased.

The function ffi elt inv is a function that was not among the major time consumers
in ROLLO-II. It computes the inverse of a finite field element by using an extended
euclidean based algorithm. The function uses hardcoded finite field elements to compute
the result efficiently. The percentage of time consumption reduces for this function when
security level is increased.

5.6.2 New implementation

keygen encrypted decrypted

clock speed -0.8827 -0.8661 -0.8904

memory speed 0.001359 0.002133 0.001801

cache pressure -0.002546 -0.002505 -0.002228

cores -0.002808 -0.003105 -0.002848

C/C++ flags 0.1407 0.1596 0.1362

Figure 5.29: The correlation matrix for newRQC-128

The updated submission of RQC came with a new implementation of the system using
new parameters. This implementation uses functions and libraries similar to the new
implementation of ROLLO-II. Therefore I would expect many similar correlation to this
system. However looking at figure 5.29 we see that the performance has higher correlation
with C/C++ optimization flags. Looking at figure 5.30 the performance difference is above
20% between -O1 and -O3 for all procedures. This difference increases with the security
level, and for level 5 the -O2 flag is slower than -O1 for keygeneration. This is most
likely caused by the major time consuming functions are different for the security levels.

The cache pressure affect on performance is more volatile than the overall findings,
especially for encryption. At security level 1 the cache pressure affect seems to be close
to normal affect on the system, where a cache pressure below 40 means performance is
decreased by up to 0.6%. For security level 3 and 5 the keygeneration and decryption
follows a similar model, however as you can see in figure 5.31 the performance difference
of encrypion with respect to cache pressure is up to 1.75%. This could be because the
whole procedure does not fit in the L2 or L3 cache of the processor, and has to rely on
the RAM memory which is significantly slower. The affect only with -O3 flag is up to
4% for encryption with security level 3 and 5. Security level 1 follows the model from
overall data.

The other parameters have close to the same affect as you find for the overall results.
Running on a single core the performance decreases by up to 0.4% for security level 1 and
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Figure 5.30: Performance measurements for each optimization flag for newRQC-128.

3, while up to 1.0% for security level 5.
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Figure 5.31: Performance measurements based on cache pressure for newRQC-192.

Profiling

Keygen Encryption Decryption

rbc kar mul 18.02% 23.18% 1.61%

rbc elt reduce 4.95% 4.72% 14.06%

rbc elt add 15.77% 11.37% 6.68%

rbc elt mul 4.50% 8.58% 12.90%

rbc elt ur mul 7.21% 7.51% 6.22%

The functions are many of the same as in updated ROLLO-II but with different irredu-
cible polynomials for the finite fields. rbc kar mul is very similar to the corresponding
function in the old RQC implementation called kar mul , and there has not been much
more optimization of this function. The percentage of time consumption for rbc kar mul

reduces when the security level is increased. The rbc elt reduce functions goal is to
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reduce a finite field element. The operations are binary and it is very similar to the
corresponding function in the old implementation, but with some differences as the irre-
ducible polynomial is different. The function is called around 42,000 times per decryption
and therefore small optimizations can increase the performance substantially. The bin-
ary operations can be implemented in an FPGA software/hardware solution to increase
performance. The percentage of time consumption of rbc elt reduce reduces when the
security level is increased.

rbc elt add is identical to the corresponding function you find in the new implement-
ation of ROLLO-II. The function is called almost 16,000 times per keygeneration, 30,000
times per encryption and 64,000 times per decryption. The function is small and therefore
easily inlined. There are however 44 different places where this function is called from,
resulting in an increase in compiled code size and may not fit in cache or memory. The
function uses SSE and AVX instructions for doing the binary operations. The percentage
of the time consumption by this function reduces when security level is increased.

rbc elt mul is also identical to the corresponding function in new implementation of
ROLLO-II. The function consists of a variable initialization and three function calls. The
reason why this function is a major time consumer is not clear, but a reason can be over-
head of calling functions, combined with the fact that the function is called almost 30,000
times per decryption. One of the function called by rbc elt mul is rbc elt ur mul .
This function increases in percentage of time consumption when the security level is in-
creased, while rbc elt mul reduces. The rbc elt ur mul function consists of SSE and
AVX instructions for binary operations to optimize the function.

5.6.3 Comparison

Because the old implementation uses broken parameters it is not recommended to be
used, even though the parameters claiming security level 5 is still strong enough to claim
security level 1. The new implementation comes with many of the same functions with
little to no new optimizations. However the move to make RBC its own library (function
with ffi prefix in old implementation) means it is easier for a community to optimize the
library for different devices and still work for all security levels and other cryptosystems
even.

Keygen Encryption Decryption

RQC-128 62% 54% 133%

RQC-192 58% 62% 113%

RQC-256 42% 44% 102%

As you can see the performance of RQC has decreased after the updated submission.
This performance drop is most likely due to parameter changes. It is hard to say if any
optimization done by the updated submission have any effect on the results because of
the parameter changes.
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5.7 Bottlenecks

The most obvious bottleneck of the system is the CPU clock speed. The performance
had almost a 1 to 1 correspondence with the CPU clock speed. This happened for all
cryptosystems with some erroneous results. If this bottleneck is to be reduced to optim-
ize the solutions, it is possible to use external hardware devices to offload the CPU of
the most intense calculations and operations. Such a device can be an FPGA in a soft-
ware/hardware solution. Another solution is to create new instruction sets in the CPU
specially made for a standardized post-quantum cryptosystem.

The reliance on memory seem to not affect the system in any noticeable way, or the
results from the different memory speeds are not correct. I did not find a clear reason for
this interesting result.

The cache pressure affect on the system seem to be in close link to the C/C++
optimization flag. The value did not have much impact on different cryptosystem when
-O1 or -O2 flags were used. Somehow the performance with -O3 flag were affected
negatively when the cache pressure was low. This could be interesting to look further
into. The idea of using cache pressure first came from trying to limit CPU cache or
other types of fast memory that the code could be optimized by. When I did not find
a direct way of limiting CPU cache, I found changing the cache pressure to be the next
best solution.

The core count does not seem to have much affect on the system, which means most
likely all cryptosystem tested are bottlenecked by a single core and do not take advantage
of parallelization. It may be that the systems is not so easily parallelized. As modern
CPU seem to come with higher and higher core count, it would be a good idea to optimize
for this in the future. Libraries available for use like the NTL do have the possibility to
parallelize some of its functions.

The C/C++ optimization flags did have a variable affect on the performance from
cryptosystem to cryptosystem. I don’t think it is correct to say a system is bottlenecked
by a optimization flag, but it does say something about how the system has been imple-
mented. If there is not much performance increase by increasing the optimization flag,
the likelihood of finding manual optimization of the code is higher. While a significant
performance increase by the optimization flags could indicate there has not been done
much manual optimization of the code. This could however just mean the developers
know and depend on the optimizations by the compiler. A manually optimized code is
usually not a good idea unless you know what you do. However I do believe most of the
developers of the candidate cryptosystems know what they are doing. A problem with
the optimizations of the candidate implementations is that they are designed to run as a
standalone solution, not in a program with multiple other cryptosystem and maybe other
processes running at the same time.
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5.8 Is it possible to find a ”one fits all” cryptosystem?

The idea of finding a ”one fits all” cryptosystem is that a single candidate in the NIST
PQC project can replace the standardized PKEs and KEMs found today. Devices used
today may have many different constrained resources, e.g. compute power, storage and
internet bandwidth. Some use cases may prefer efficient encryption and small public key
size over other aspects of a cryptosystem. While intending of using a PKE as a KEM it
might find that most aspects of the cryptosystem is important. It is for this reason NIST
has no plan of choosing a single winner, but rather multiple. The choice is also based on
having diversity in the different mathematical problems the systems are based on. If one
is broken, there are still fallback solutions without the need to standardize a new system
all over again.

5.9 Performance in real world applications

The cryptosystems are made for having the best efficiency and performance when they
are running alone with no other programs interrupting them. In the real world public
key cryptography is usually only used once per communication partner. This means the
submitted implementations might not be fully optimized for a real world usage. Unfortu-
nately I did not have time to compare the result in OQS library with the results I found
from the submissions. The OQS library is meant for real world usage and would be in-
teresting to see if there are any performance differences. This may be something that can
be looked into further. When candidates are standardized in Public Key Infastructure,
there might be a need for optimizing the solution differently. Some of the candidates have
many different implementation of the scheme optimized for different hardware. I decided
to only look at the solution that is called the optimized implementation.

LAC seems like a good solution for IoT devices, as the solution is relatively light weight
with efficient keygeneration, encryption and decryption. However when trying to use the
implementation with a memory-limited device, the optimization flag often used is -O2 .
The results with this flag shows a performance decrease of up to 250%, which is probably
unacceptable on small devices with limited processing power.

HQC, RQC and ROLLO-II seems to be good solutions for general Public Key Infra-
structure tasks. With small benefits over one another, some have faster keygeneration
speed, other have deterministic decryption algorithm.

The LEDAcrypt is a special candidate. It has the fastest encryption and decryption
based on the number of bytes it can encrypt, including the fact that it can take a variable
sized message resulting in a variable sized ciphertext. This gives the cryptosystem only
a small niche of use cases, as a solution of combining one of the other candidate with
AES quickly becomes faster. The keygeneration is also significantly slower than the other
candidates and the compiled code size is also significantly larger. A single keygeneration
for security level 5 took up to five seconds.
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Chapter 6

Conclusion and afterthoughts

With the results presented and discussed, it is time to try and answer the research ques-
tions:

• ”What is considered bottlenecks in a computer when looking at performance meas-
urements of post-quantum cryptographic algorithms?”
It seems the main component bottlenecking the performance of PQC algorithms is
as expected the CPU of a computer. The bottleneck of the CPU can be best meas-
ured by the correlation of the CPU clock speed with performance of the algorithms.
There are also other components that limit the performance of the CPU. These are
CPU cache and compiler optimization that we see in the results are affecting the
performance. It is logical to think that the memory speed is bottlenecking perfo-
mance to a degree, but I did not find anything in the result to back this up. The
candidates are also bottlenecked to a single core, which means CPUs with higher
core count can not take advantage of this.

• ”What is the performance of candidates in the NIST Post-Quantum Cryptography
project and how do they compare to each other when resources are constrained?”
The different public key cryptosystems compared have different advantages and dis-
advantages. This can be seen in the chapter 5 with different result giving information
about what differences the system has to each other.

• ”What kind of performance increase or decrease does updated versions of the cryp-
tographic algorithm candidates have compared to the original versions in round 2
of the NIST Post-Quantum Cryptography project?” The comparison of the old and
updated submission of each candidate that had an updated submission while writ-
ing this thesis is compared in chapter 5. When the parameters to candidates are
broken this usually leads to increased key sizes and longer runtime for keygenera-
tion, encryption and decryption. When new and better parameters are found it is
expected that the runtime would decrease for all three procedure, but for HQC the
performance increased for decryption but decreased for keygeneration and encryp-
tion even though the parameters and key sizes are reduced. I did not have time to
look at the updated implementation of LAC and LEDAcrypt.
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• ”What does the resources and components in a computer that affect the perform-
ance of post-quantum cryptographic algorithms say about the optimization of these
algorithms?”
In the results I found, I did not see any direct relation between the components
bottlenecking the system with the optimization of it. There are however different
correlation between performance of candidates and components. This might be an
indication of either optimizations or different operation and functions used in each
candidate.

It’s hard to find a conclusion that fit for all candidate algorithms I have looked at. I
therefore recommend to look in chapter 5 if there is a specific candidate you are looking
for information about.

It is definitely possible to do a deeper analysis of the performances for the candidates.
However I did not have time to do any more analysis. This might have been fixed by
focusing on fewer candidates. This would however make me loose the overall result, which
means it would be harded to know when a candidate stands out with some interesting
results.

An afterthought is that I maybe should have focused on the KEM versions of the
schemes, as the PKE implementation was often missing and had to find the correct func-
tions to use for PKE to work. Doing it this way did benefit my understanding of each
candidate, as I had to make sure I understood how each PKE worked. Another af-
terthought is that the merger of all candidates into a single performance measurement
program was very time consuming. This is because of all the prefixing of function for each
security level and candidate. It was a lot of repetitive work and I would have saved a lot
of time running each candidate separate, however I believe the result gives a more real
world performance measurements of the implementations over running them separate.

6.1 Future works

Future works may be:

• Looking closer at how hybrid solution can be used safely in the time until a stand-
ardized solution is found.

• A performance and/or security analysis of each NIST PQC candidate.

• A comparison with the rest of the candidates found in the NIST PQC project.

• A deeper analysis of the correlation of performance between the different parameters,
like the -O3 flag with cache pressure.
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Cryptosystem Parameters Claimed complexity [20] complexity

ROLLO-I-128 (79, 94, 47, 5) 128 70.2

ROLLO-I-192 (89, 106, 53, 6) 192 86.2

ROLLO-I-256 (113, 134, 67, 7) 256 158.1

ROLLO-II-128 (83, 298, 149, 5) 128 93.0

ROLLO-II-192 (107, 302, 151, 6) 192 110.5

ROLLO-II-256 (127, 314, 157, 7) 256 169.8

ROLLO-III-128 (101, 94, 47, 5) 128 69.5

ROLLO-III-192 (107, 118, 59, 6) 192 88.0

ROLLO-III-256 (131, 134, 67, 7) 256 137.7

RQC-I (97, 134, 67, 5) 128 76.6

RQC-II (107, 202, 101, 6) 192 100.9

RQC-III (137, 262, 131, 7) 256 143.8

Figure 6.1: Claimed security versus the complexity found in [20]
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