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Abstract

This thesis examines the use of fully homomorphic encryption (FHE)
schemes, specifically the CKKS and TFHE schemes, in combination with
machine learning models for speech command recognition. Advancements
in machine learning and artificial intelligence has put concerns over data
protection at the forefront. This thesis aims to investigate FHE as a way to
securely process speech data.

Speech recognition is approached as an image classification problem on
spectrograms using Convolutional Neural Networks (CNN). CNN models
using TFHE or CKKS are implemented using leading cryptographic libraries,
and then benchmarked and compared with each other.

The results show that currently available libraries for CKKS and TFHE
can be used for encrypted inference, but that runtime and memory usage
remains too high to be practical. The model with the highest accuracy used
the TFHE scheme, with an accuracy of 89.6%, an average inference time of
470 seconds for one sample, and a memory usage of 5.9 GB. A model using
CKKS with a similar accuracy of 87.6% had an average inference time of
155 seconds, but also a memory usage of 22.7 GB.

The CKKS scheme seems to be more suitable due to its faster inference
time. Conversely, the TFHE library offer better machine learning function-
ality and compatibility with existing machine learning frameworks. These
factors might come to play a more important role in the coming years. Ad-
ditionally, the experiments demonstrate that the FHE schemes can be used
on consumer hardware by those without cryptographic expertise, and is
therefore available for exploration on other machine learning problems.
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Chapter 1

Introduction



2 Introduction

1.1 Background

In today’s information age, data is exchanged continuously through digital
platforms. This includes sensitive data, such as health, financial or other
personal information that has a need for protection. Cryptography is used
to maintain the confidentiality and integrity of this data, and encryption
algorithms are a part of almost every modern communication system. The
need to protect sensitive data, and the development of cryptographic tools
for this purpose, remains crucial in a fast-changing technological landscape
where data is referred to as the new currency. Using data efficiently presents
many opportunities for growth, insights and technological advancements,
but is juxtaposed with rising challenges in securing the data.

Machine learning and generative artificial intelligence have in recent
years become commonplace words, as research in the field has showcased
advancements and the wide area of use for such methods. Machine learning
algorithms are prevalent in the information sphere, especially as increasingly
sophisticated technology digitalize many tasks and data is collected en
masse. An ecosystem has developed of data collection, use of collected data
to train machine learning models, and introducing new functionality that
again collects new data when used. This leads to concerns over privacy, data
protection and the right to own the information concerning oneself.

Many problem areas where machine learning models are applied involves
handling of sensitive data, for example financial fraud detection, health
diagnostics and biometric identification. The internet of things and smart
home appliances introduce voice control mechanisms, which inadvertently
requires microphones to be active and present in the most private spheres.
How can data be protected and privacy ensured, while also allowing the data
to be used for beneficial functionality and future advancements? One of the
approaches to such privacy preserving machine learning is to use a special
type of cryptographic system called fully homomorphic encryption (FHE).

FHE is a type of cryptography where one can calculate on encrypted
data. This means that sensitive data can be encrypted before being sent
to a machine learning model, and only decrypted once the final result has
been returned to the data owner. FHE research has been a field of rapid
developments following a major breakthrough in 2009, and the use of FHE
for machine learning applications is a continued area of interest. This has
great relevance, especially due to the advent of cloud computing and remote
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models placed in cloud environments, as FHE systems would allow data to
be sent to and from remote sources without risking confidentiality breaches.

1.2 Problem Statement and Objectives

Speech recognition technologies are used in private spheres, for instance
through voice assistants, live translation services and control of home ap-
pliances. With data as an increasingly valuable currency in data-driven
technology, the question on how to protect this personal data and prevent
unintentional or unauthorized data collection is ever relevant. Exploring
the use of FHE on speech data can present a part of the solution in how to
handle security and privacy for applications using voice as the main control
interface.

Can FHE systems be used with a model that recognizes spoken word
commands to ensure that the speech data is handled in a secure manner?
This is a question that the thesis will seek to answer. In conjunction with
this, the thesis will investigate to what degree existing FHE systems can be
used in a practical application on such a problem, and which FHE system is
the most suitable.

Research in FHE is generally focused on a specific FHE system, and
for machine learning problems often applied to well-known problems and
datasets. This thesis will aim to illustrate the state of FHE systems and
existing libraries that implement them from a practical point of view. The
speech command recognition problem is also mainly unexplored in FHE
research, and the thesis will therefore give insight into how FHE libraries
can be used for a problem that falls beyond the scope of most existing
demonstrations, examples and guides. Finally, even though different FHE
systems are intended for and applied to the same kind of problems, they
are rarely directly compared. An attempt at a fair comparison of the two
different FHE systems CKKS and TFHE, on the same machine learning
problem, using the same hardware and available resources, will hopefully
give an intuition on how to choose the most suitable FHE system for the
problem at hand.
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1.3 Thesis Structure

This thesis examines a problem that falls within the fields of cryptography
and machine learning. The background in Chapter 2 introduces both fields,
focusing on FHE systems for cryptography and convolutional neural net-
works for machine learning. These networks are the primary type of model
explored in the thesis, and more details on this and its application to the
speech command recognition problem is also presented in the background.
In Chapter 3, privacy preserving machine learning is introduced, which
details how FHE and convolutional neural networks can be combined to
achieve model inference on encrypted data.

Chapter 4 describes the thesis experiment, where machine learning mod-
els using different FHE systems are designed, trained and tested on a speech
command recognition dataset. Here, the dataset, experiment framework and
methodology are described, before the results of models using two main
FHE systems are presented individually. The chapter concludes with a com-
parison of the two schemes. The overall findings are presented and discussed
in Chapter 5.

1.4 Thesis Scope and Limitations

The main focus of this thesis is the use of FHE systems and the cryptographic
libraries used for this. The machine learning problem is thus approached
from an FHE perspective; the models are limited to types and architectures
for which FHE can be practically applied using existing cryptographic
libraries, as opposed to necessarily being the optimal models to solve the
problem.

To limit the scope of the thesis, only the current two main FHE systems
CKKS and TFHE are studied. They are explored using two libraries that
each represent one system. The chosen libraries are well-known within the
field, cited in relevant research, and open source.

The experiment is structured by testing a simpler and a more complex
model for each system, as well as some models being tested for the sake of
comparison. Naturally, there are endless configurations of libraries, models,
machine learning parameters and FHE parameters that could be explored and
tested, but an exhaustive search is not feasible within the time and resource
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constraints for this thesis. The current scope aims to give a realistic picture
of what someone without cryptographic expertise can hope to achieve using
currently available technology to implement FHE for speech command
recognition. An additional aim is to give some intuition on what FHE system
to choose, and why.
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Background
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2.1 Overview

This chapter will introduce both the fields of cryptography and machine
learning, focusing on the parts relevant for the thesis experiment in Chapter 4.

The first section will give a brief explanation of cryptography, how
cryptographic systems are fundamentally designed, and the security of such
systems. This is followed by a section delving deeper into homomorphic
encryption. Here, the two schemes that are explored in the thesis, namely
TFHE and CKKS, are explained in greater detail.

Machine learning is the subject of the next section. After an overview of
machine learning and the main approaches in the field, the attention is turned
towards deep learning and neural networks. Convolutional neural networks,
the model type which is used in the experiment, are then introduced.

The final section presents the speech command recognition problem, and
how speech data is processed so that it can be solved using convolutional
neural networks.

2.2 Cryptography

Cryptography is the study of how mathematical techniques can be used to
maintain information security. In the digital domain, cryptographic tools
are used to maintain confidentiality and privacy of information, prevent
manipulation of data and authenticate entities and data origins [58].

Typically, a cryptographic system involves transforming information
into a form that is unintelligible to unauthorized users, while the intended
recipients hold a key that allows them to transform the information back
into its original, readable form. An unencrypted message is referred to as
a plaintext and an encrypted message as a ciphertext. The encryption and
decryption processes are functions applied to the plaintext and ciphertext
respectively. These processes are illustrated in Fig. 2.1.

Cryptography systems can be divided into two main categories: symmet-
ric and asymmetric schemes. In symmetric cryptography, a shared secret
key is used for encryption and decryption. In an asymmetric cryptography
scheme, often also referred to as public key cryptography, the secret key is
replaced with a pair of keys, where one key is public and one key is private.

Information is encrypted using the public key of a key pair and the
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Figure 2.1: Encryption and decryption with a symmetric key

private key is for decryption. For two entities, Alice and Bob, Alice will
encrypt a message for Bob using Bob’s public key. Only Bob will be able to
decrypt the message, using his private key that is kept secret. Fig. 2.2 depicts
a simple message delivery from Alice to Bob. If Bob wants to encrypt a
message for Alice, he will in turn use Alice’s public key for encryption.

2.2.1 Security of Cryptographic Systems

The security level of a modern cryptographic system is a measure of how
costly it would be to retrieve the secret information without access to the
secret key. Essentially, ”guessing” the secret key by exhausting all possible
alternatives should involve a number of guesses (or operations) so high as to
make it an infeasible approach with regards to time and resources.

The security of cryptographic systems are measured by this number of
operations, denoted in bits. A scheme of n-bit security would take 2n oper-
ations to recover the secret key and thus ”break” the system. Widely used
systems today often have security levels of 128 or 256 bits, which per current
technology would take billions of years to break [7]. Attacks against crypto-



10 Background

Figure 2.2: Encryption and decryption with Bob’s key pair

graphic systems therefore involve circumventing this exhaustive search by
looking for ways to deduce the secret key more efficiently.

In a symmetric system, the scheme should be designed in such a way
that breaking a key of n bits would take 2n operations and therefore have
n-bit security. In asymmetric systems where more information is necessarily
made public, security level does not correspond to key size in the same
straightforward way.

An asymmetric cryptographic system bases its security on hard math-
ematical problems. To be able to decrypt a ciphertext without possession
of the correct key should entail solving a thoroughly studied mathematical
problem of which there are currently no known efficient solution.

For example, the asymmetric RSA cryptosystem [75] is based on the
integer factorization problem: given a composite number N, find the two
prime integers x and y such that x∗ y = N. In RSA, the number N is part of
the public key and is used to encrypt information. The value of x and y is
used to determine the private key used for decryption, and is kept hidden.
Without knowing x and y, it is almost impossible for an attacker to guess the
secret key and decrypt the ciphertext, thus breaking RSA must also somehow
entail solving the integer factorization problem.
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The number of operations needed to find x∗ y = N in RSA is necessarily
dependent on the size of N, a parameter that is chosen when configuring an
RSA system. An N of 2048 bits provides a security level of 112 bits, given
the algorithms available today, while an N of 4096 bits provides 152-bit
security [10].
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2.3 Homomorphic Encryption
Generally, when a plaintext X is encrypted into the ciphertext C, the primary
quality of C is that it can be decrypted back into X . In homomorphic encryp-
tion, the schemes are designed so that C not only decrypts into X , but also
retains the mathematical qualities of X in the encrypted domain. With its
mathematical structure preserved, any mathematical operation one would
want to apply to X can instead be applied to C, without decrypting. Any
changes to the ciphertext will be reflected when it is decrypted back into
plaintext.

Let E and D be the encryption and decryption functions in a homo-
morphic scheme, x and y two plaintexts, and E(x),E(y) their respective
ciphertexts. Fig. 2.3 demonstrates how the same mathematical operation
(here addition) can be applied to the inputs in the plaintext and encrypted
domain, and yield the same result.

Figure 2.3: Addition operation evaluated homomorphically

There are many encryption schemes that preserve some mathematical
qualities of ciphertexts, and thus allow for some operations to be evaluated
homomorphically. However, they are often restricted in type and extent of
operations, for instance only supporting either additions or multiplications,
or a certain amount of operations [57]. An example of such a system is RSA.

In RSA, a plaintext m is encrypted into a ciphertext by raising the value
of m to the e-th power, and m1

e ∗m2
e = (m1 ∗m2)

e. Since the encryption of
the product of the two plaintexts is the same as the product of the ciphertexts,
RSA is homomorphic with respect to multiplication. It is, however, not
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homomorphic with respect to addition, as m1
e +m2

e ̸= (m1 +m2)
e. RSA is

therefore referred to as a partially homomorphic encryption scheme.
A scheme that can do both addition and multiplication could in theory

evaluate any mathematical expression. Any computation can be modeled
as an arithmetic circuit, and any arithmetic circuit can be described as a
polynomial, consisting only of additions and multiplications. Fig. 2.4 shows
an arithmetic circuit, with nodes representing variables that pass through
a series of gates, each gate signifying either addition or multiplication of
the nodes that pass through it. The circuit is described as the polynomial
x3

2x1 + x2
2x1. The highest number of consecutive operations in a circuit is

referred to as depth. Computations can also be modeled as a boolean circuit,
where each gate represents a binary operation instead of multiplication or
addition.

Figure 2.4: An arithmetic circuit of depth 3

In practice, a homomorphic scheme that supports both addition and
multiplication might still be limited in the amount of operations it can real-
istically perform. This is because such systems also require the introduction
of noise to be secure. Noise is small random errors that are added during
encryption to mask the secret information. When ciphertexts are added or
multiplied with each other, the noise of each ciphertext is also added or
multiplied, and so the noise grows with every consecutive operation. Noise
grows especially fast when two ciphertexts are multiplied, as the product
of two noise elements will generally be larger than the sum of the same
elements.

If the noise grows too large, the decryption will fail and the secret in-
formation can no longer be retrieved. Thus, the multiplicative depth of a
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circuit generally indicates how challenging it will be to evaluate it homo-
morphically.

The management of noise is an ongoing challenge in homomorphic
systems, and the strategy of handling it is a key component in the various
encryption schemes. Some systems can only evaluate expressions of a certain
complexity before the noise grows too large, some carefully set parameters
ahead of time to accommodate the expression they want to evaluate, while
others use the technique of bootstrapping.

Bootstrapping is a noise-reduction method that essentially ”refreshes” a
ciphertext through re-encryption and then decryption. This technique enables
a scheme to reduce noise whilst staying in the encrypted domain, but has
the drawback of being very computationally demanding.

Homomorphic encryption (HE) schemes can be divided into somewhat,
leveled and fully homomorphic encryption schemes, based on how they
manage noise:

• A somewhat homomorphic encryption scheme only supports a bounded
number of operations. If the bound is superseded, the noise grows
too large for correct decryption of the ciphertext. The bound leaves
the scheme unable to evaluate polynomials that require too many
operations.

• A leveled homomorphic encryption scheme supports the evaluation of
circuits up to a predefined depth. The level of a scheme generally refers
to the multiplicative depth (the number of consecutive multiplications)
of the circuits that can be evaluated and decrypted correctly. The
level is set through parameter choices. In contrast to a somewhat
homomorphic scheme, a leveled scheme is not limited by a fixed
bound of operations, but by parameters that must be appropriately
chosen beforehand to handle the evaluation of a circuit.

• A fully homomorphic encryption (FHE) scheme supports the evalu-
ation of arbitrary circuits, typically through bootstrapping.

The idea of an encryption scheme that allowed unlimited and unrestricted
calculations on the ciphertexts was long thought to be impossible, until Craig
Gentry proposed such a scheme in his PhD thesis in 2009 [35]. Here, Gentry
presented a scheme that would allow for homomorphic evaluation of any
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arbitrary circuit. Furthermore, he introduced a way to transform a somewhat
homomorphic scheme into a fully unrestricted one through the process of
bootstrapping.

Following this breakthrough, several new homomorphic schemes have
been introduced that expand on Gentry’s initial contribution. Most notably
among these are the BGV scheme introduced by Brakerski, Gentry and
Vaikuntanathan in 2012 [16], the TFHE scheme by Chillotti, Gama, Geor-
gieva and Izabachene in 2016 [27], and the CKKS scheme by Cheon, Kim,
Kim and Song in 2016 [24, 25]. The two latter schemes are the main focus
of this thesis.

While the modern schemes following Gentry’s breakthrough are able
to evaluate arbitrary circuits homomorphically, they still struggle with high
computational costs which increase running time, and large ciphertexts that
result in high memory usage. Much of the research in the field is aimed at
overcoming these challenges, in order to make these schemes more practical
for a wider range of applications.

2.3.1 Security of Homomorphic Encryption Schemes

Homomorphic encryption (HE) schemes belong to a family of schemes re-
ferred to as lattice based cryptography. Lattices are mathematical structures
upon which hard mathematical problems can be defined, such as the Shortest
Vector Problem (SVP) and Learning With Errors (LWE). HE schemes in use
today base their security on LWE and variants of LWE, which can be used
to construct asymmetric schemes conjectured to be quantum secure [70].

Lattices

A vector consists of direction and magnitude in a vector space, which can be
expressed through bases and scalars. Fig. 2.5 depicts a vector v⃗ constructed
of basis (b⃗1, b⃗2) and scalars a1,a2 ∈ R. The basis spans the vector space R2:
Every vector in R2 can be expressed with (b⃗1, b⃗2) and a1,a2 ∈R. This gives
the following definition: R2 = {a1b⃗1,a2b⃗2 | a∈R}. A given vector space can
have many bases, as exemplified in Fig. 2.6, where the basis (d⃗1, d⃗2) is used
instead.

A lattice is a vector space that is spanned by a basis where every scalar
is an integer: L = {a1b⃗1, ..,amb⃗m | ai ∈ Z}. Constructing a lattice from pre-
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Figure 2.5: A vector in a two-dimensional vector space

Figure 2.6: The same vector as in Fig. 2.5, constructed from a different basis
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Figure 2.7: A lattice constructed from integer scalars in R2

viously shown (b⃗1, b⃗2) and instead using scalars a1,a2 ∈ Z would result
in a lattice of points, as opposed to the whole continuous vector space R2.
Fig. 2.7 depicts an example of a lattice.

Shortest Vector Problem

In SVP, the problem is to find the shortest vector in a lattice L, measured
from the origin. The difficulty of this problem depends on the basis at hand
to construct L. Recall that a vector space (and therefore also lattices) can
have many bases. Fig. 2.8 shows two such bases for a lattice. The first basis
is considered a ”good” basis: the vectors are short, and approximately at a
90◦ angle to each other. The second basis is a ”bad” basis: the vectors are
long, and only deviates from each other by a small degree.

When the dimensions of the lattice grow, finding the shortest vector in
the lattice only knowing a bad basis is almost impossible: There are no
known efficient algorithms that can solve this problem in a feasible amount
of time.

Learning With Errors

LWE is a lattice-based problem that is conjectured to be at least as hard as
SVP: Finding an efficient solution for LWE would also yield a solution to
SVP [70].
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Figure 2.8: A good and a bad basis for SVP

The following building blocks are used in LWE: A matrix A of integers
sampled uniformly at random, a randomly sampled secret key s⃗, and a small
error e⃗, sampled from a Gaussian distribution, generally referred to as noise.
More specifically, these variables are defined as follows:

A
m×n

∈ Zq, m > n (2.1)

s⃗ = (s0, ...,sn−1), si ∈ Zq
n (2.2)

e⃗ ∈ Zq
m, where ||e|| is very short (2.3)

In the LWE problem, (A,b) is known, where A is the sampled matrix
and b = A⃗s+ e⃗. A potential attacker will try to find the secret s⃗. However, to
find s⃗ one must also find e⃗, the second unknown in the equation. Note that
there is a unique solution to the equation A⃗s+ e⃗ = b, meaning there is only
one e⃗ that will give the solution. Finding the right e⃗ can be reformulated as
finding the shortest vector in a lattice using a bad basis, where e⃗ will be the
shortest vector.

Ring Learning With Errors

Ring Learning With Errors (RLWE) is a variant of LWE where the vectors in
A and s⃗ are given as polynomials. The coefficients a are sampled from Zq and
the polynomials are reduced modulo xn + 1, such that a,s ∈ Zq[x]/xn + 1.
By only using the first row polynomial, the whole matrix can be gener-
ated through a series of algebraic steps. As a result, the first row provides
sufficient information for encryption.
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In public key systems, a is used in the construction of the public key.
Using the ring variant with a as a polynomial thus reduces the size of the
public key, which in turn increases efficiency.
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2.3.2 TFHE

TFHE is an FHE system that supports homomorphic calculations on integers,
and bases its security on LWE and variants of this such as RLWE. The main
building blocks of any FHE scheme are the encoding of input messages into
plaintexts, the encryption and decryption of plaintexts and ciphertexts, the
homomorphic operations of addition and multiplication of ciphertexts and
constants, and a bootstrapping procedure to manage noise.

Recall that any polynomial can be evaluated through a series of additions
and multiplications, and as such an FHE scheme can evaluate any poly-
nomial. A key property of TFHE is that its bootstrapping procedure also
allows the evaluation of univariate non-polynomial functions on ciphertexts,
for instance functions where a variable has a negative exponent, such as
f (x) = 1/x.

Another special property of TFHE is its use of several types of cipher-
texts, using different representations of the encrypted values for different
types of calculations. The following sections are based on a series of blog
posts by Ilaria Chillotti [26].

Encoding and Decoding of Messages

Any input message m is encoded using a scalar ∆, such that the plaintext of
the message is ∆m. The scalar is calculated using the ciphertext modulus
q and the plaintext modulus p, so that ∆ = q/p. A message is decoded by
dividing the sum of the scaled message and the noise element by the scalar
and then rounding to the nearest integer, ⌊∆m+e

∆
⌉.

When the ciphertext and plaintext moduli are expressed as powers of
2, the exponents denote how many bits of information can be stored in
the ciphertext and plaintext respectively. Let q = 64 = 26 and p = 4 = 22

in a toy example. Then the ciphertext will have a length of 6 bits total.
The plaintext will have 2 bits available, meaning it can hold any message
that can be expressed using 2 bits, that is m ∈ {0,1,2,3} (or, in binary,
m ∈ 00,01,10,11). The scalar is ∆ = q/p = 16 = 24. To correctly retrieve
the message upon decoding, the error must be less than half of ∆. Here, this
would mean that |e|< ∆/2 = 8 = 23, i.e., the error cannot exceed 3 bits.

Fig. 2.9 depicts how this encoding would look as a sequence of bits,
with the message stored in the most significant bit(s) (MSB) to the left and
the error in the least significant bit(s) (LSB) to the right. Another way to
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Figure 2.9: Encoded message as a bit sequence

Figure 2.10: Encoded message over the torus

visualize this encoding is shown in Fig. 2.10. The torus depicts Zq, in which
all the coefficients of the ciphertext belong. The messages {0,1,2,3} are
the four possible messages, and the scalar is seen as the distance between
each message in Zq. The red cross that divides the four message sections
marks the error margins. If the error exceeds the margin, the message will
be decoded incorrectly as either the next or the previous value in the torus.

A staple of many FHE schemes is modulus switching, where the modulus
q is reduced in order to remove some of the accumulated noise from the
ciphertext. Using the sequence of bits in Fig. 2.9 as an example, a modulus
switching operation in TFHE entails ”compressing” the bit sequence; the
total sum of error bits is reduced, but the distance between the plaintext
bits and the error bits in the sequence is also reduced. In TFHE, modulus
switching therefore entails reducing the overall noise, but at the same time
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moving the noise elements closer towards the limit, beyond which decryption
is no longer possible.

Encryption and Decryption

TFHE bases its security on both LWE and its variants. The secret key s⃗
consists of n randomly sampled coefficients from {0,1}, the vector a⃗ is n
values sampled uniformly at random from Zq, and b is calculated as the inner
product of a⃗, s⃗ and a small error e taken from a Gaussian distribution. To
encrypt a message m, such as a bit or a modular integer, m is first encoded and
then added to b. To decrypt, the encoded message and the error is separated
on one side of the equation. The message m is retrieved by decoding the
message, essentially cutting off the part of the encoded message containing
the noise. This is also described in equations Eqs. (2.4) to (2.10).

s⃗ = (s0, ...,sn−1),si ∈ {0,1}n (2.4)

a⃗ = (a0, ...,an−1),ai ∈ Zq (2.5)

b = ⟨⃗a, s⃗⟩+ e+∆m (2.6)

e = small random noise (2.7)

Enc(m) = (⃗a,b) (2.8)

Dec(m) = b−⟨⃗a, s⃗⟩= ∆m+ e (2.9)

⌊∆m+ e
∆

⌉= m (2.10)

Ciphertext Representations

In TFHE, and in FHE schemes in general, there is an operation called key
switching, that essentially allows one to switch the secret key of an encrypted
message, while the plaintext stays the same. In TFHE, the key switching
also allows for the changing of parameters, and as such gives the option to
change ciphertext representation.

Both encoding/decoding and encryption/decryption has so far been ex-
plained in terms of what is, in TFHE, called LWE ciphertexts. This is only
one type of ciphertext used in TFHE. For instance, where LWE ciphertexts
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encrypts a single m, which is a bit or a modular integer, another type called
an RLWE ciphertext will encrypt a polynomial. The purpose of changing
how the encrypted data is represented is to be able to match the ciphertext
structure with a mathematical operation. It is for this reason that the TFHE
scheme switches between several types of ciphertexts.

Programmable Bootstrapping

The only thing that removes noise completely from an FHE ciphertext is
decryption. Bootstrapping is therefore, simplified, to evaluate the decryption
of a ciphertext, while still keeping the ciphertext encrypted. It is a form of
”re-encryption”, where the result is a new ciphertext, encrypting the same
plaintext as the old one, but with a reduced level of noise. Bootstrapping
procedures generally involve several homomorphic operations and are com-
putationally demanding, and this is the case also in TFHE. Furthermore, the
homomorphic operations in themselves generate noise, and the parameters
must therefore be carefully chosen so that the bootstrapping procedure does
not end up generating more noise than it removes.

In TFHE, bootstrapping is done on LWE ciphertexts, using a bootstrap-
ping key that consists of a different kind of ciphertext. The modulus of
the LWE is switched, and the output and the bootstrapping key is used in
a blind rotation together with a lookup table (LUT) encoded as a trivial
general LWE polynomial. The operation is complex, but essentially the
LUT polynomial is rotated in a specific manner, resulting in a ciphertext
where the constant coefficient can be extracted as an LWE, which is the
encryption of f (m). If f is the decryption circuit, then the LWE will be
a new ”bootstrapped” ciphertext of m. However, the LUT can be any uni-
variate function, which will be evaluated without any additional cost to the
original bootstrapping. This programmable bootstrapping is what allows the
TFHE scheme to evaluate non-polynomial functions while bootstrapping. In
Zama’s TFHE implementation in Rust [97], a LUT can be represented as a
list of predefined values. This list then takes in the encrypted value, x, and
uses it as an index to ”look up” the correct value in the LUT.

State Today

TFHE has some unique properties, especially with regards to its support
for non-polynomial functions in the programmable bootstrapping. It can
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provide exact homomorphic calculations, but works on integers and therefore
does not readily support floating point arithmetic. In contrast to other FHE
schemes like BGV and CKKS, TFHE lacks the option to pack a large amount
of values into the same ciphertext and evaluate the values in parallel.

TFHE implementations of high quality exists, with Zama providing
industry-level implementations in both Rust [97] and Python [96, 95],
together with extensive documentation [94]. There are still implementation-
specific restrictions on TFHE, for instance in the size of integers supported
in an encrypted circuit, consequently also limiting how large LUTs can be.
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2.3.3 CKKS

CKKS is an FHE scheme that takes complex numbers as input messages.
Like TFHE, it bases its security on LWE and its variants, more specifically
on RLWE. A CKKS ciphertext is structured as a vector of a given number of
slots, where each slot holds a value and all slots can be evaluated in parallel.
This possibility of packing a ciphertext full of different values is defining
for CKKS: It can be used to evaluate potentially thousands of data points at
the same time, albeit limited by the size of the ciphertexts and the memory
available on the system that runs it.

CKKS performs encoding and decoding between the domain of complex
numbers and real numbers, which results in small discrepancies between the
original message and the final decoded one. Rounding and scaling methods
are used when encoding messages and to manage the influence of noise from
encrypted operations. This makes CKKS an approximate scheme where
the ciphertexts are decrypted and decoded into an approximation of the
messages with a defined level of precision.

CKKS can be implemented as a leveled scheme or with bootstrapping.
The latter is not necessarily supported in well-known CKKS libraries such
as Microsoft’s SEAL [82]. The following sections are based on CKKS as a
leveled scheme, as described in a blog post by the non-profit project Open-
Mined [41], which is behind the SEAL extension library TenSEAL [11].

Encoding and Decoding of Messages

In CKKS, the noise and message in a ciphertext is not separated, as illustrated
in Fig. 2.11. When a message is decrypted, the noise element is still present
and affect the accuracy of the result. If the noise is small enough in proportion
to the message, the difference in accuracy is negligible. A scaling factor
∆ is used in the encoding of a message. By scaling the message, the parts
of the encoded plaintext containing the message is moved towards the
MSB. Furthermore, this increases the accuracy of the coding, as encoding
involves rounding to the nearest integer and decoding divides the plaintext
by the scale: By scaling, the rounding operation can retain accuracy of real
numbers to several decimal points, depending on the size of ∆, as opposed
to in practice only rounding to integers and losing further precision.

The encoding of a message into a CKKS plaintext thus takes as input a
message m, which is a vector of complex numbers. This is encoded using the
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Figure 2.11: CKKS ciphertext structure, adapted from [24]

scale factor, a rounding operation and a transformation called a canonical
embedding π to gain a polynomial plaintext in the space of real numbers, as
shown in Eqs. (2.11) and (2.12).

Encode(m,∆) = ⌊∆ ·π−1(m)⌉ (2.11)

Decode(m′,∆) = π(
1
∆
·m′) (2.12)

Encryption and Decryption

CKKS encryption and decryption works on the same base principles as
shown for TFHE in the LWE ciphertext example. CKKS uses RLWE cipher-
texts only, and so the secret key s⃗, the uniformly sampled matrix A and the
small random noise e⃗ are polynomials s, a and e instead of vectors, sampled
from Zq[X ]/(XN +1).

Using polynomials instead of vectors reduces the size of b and a, which
are used as the public key pk = (b,a) in asymmetric implementations. The
message m is appended to b for encryption. Thus, we have encryption and
decryption as follows in Eqs. (2.13) and (2.14).

Encrypt(m) = (m+b,a) = (c0,c1) (2.13)

Decrypt(c) = c0 + c1 · s = m+ e ≈ m (mod q) (2.14)

When two ciphertexts are multiplied by each other, the terms in the
ciphertext polynomials grow exponentially with subsequent multiplication,
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resulting in inflated ciphertext growth. To avoid this, a relinearization pro-
cedure is used to keep the ciphertext size constant. Relinearization uses a
specially designed evaluation key that reshapes the ciphertext and avoids
exponential growth, and is done after every such multiplication.

Levels and Rescaling

CKKS schemes use a predefined set of levels, where each level is defined
by the size of the current ciphertext modulus q, ranging from the size for
a fresh ciphertext, qL, down to the last level of an applicable modulus size
q1. The number of levels bounds the number of subsequent multiplications
that can be applied to a ciphertext. When CKKS is implemented without
bootstrapping, it is a leveled scheme. A CKKS bootstrapping procedure is a
computationally expensive procedure to ”refresh” the levels of a ciphertext,
and thus a leveled scheme that avoids this operation is generally faster.

Recall that every message m is scaled by scaling factor ∆ during encoding.
When ciphertext polynomials are multiplied, both the noise and the scaling
factor grow, with ∆ multiplied first to ∆2, then ∆4 and so forth in exponential
growth. To keep the scaling factor constant and manage noise, a rescaling
operation is conducted. Rescaling is simply stated a way to gradually reduce
the noise by reducing the ciphertext modulo q, the same idea as the modulus
switching technique described for TFHE. Let qL be the ciphertext modulus
of a fresh ciphertext, qi be the ciphertext modulus of a given level and
∆ be the scaling factor. Then, a naive interpretation of rescaling would be
qL−1 =

qL
∆

. Each new ciphertext will have a reduced modulus, reducing noise,
and ∆ remains constant. In practice, the scaling factors and polynomials
involved can be quite large, and so the different modulus values of the ladder
are chosen carefully so that the Chinese Remainder Theorem can be used to
divide up the calculations into smaller pieces.

Rescaling is described in Fig. 2.12: A ciphertext is rescaled from ql
to ql−1. Note that in rescaling, it is the LSB side (right hand side) of the
ciphertext that is reduced. Since the noise e and the message m is not
separated, m is changed while the noise is also reduced. When multiplying
two ciphertexts, they must be of the same scale. This can be achieved either
by rescaling, or by a more straightforward modulus reduction where the
scale is changed from ql to ql−1 by reducing on the MSB side and leaving
m unchanged.
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Figure 2.12: Rescaling operation, adapted from [24]

Parameter Choices, Security and Ciphertext Size

There are some important parameters that must be considered when imple-
menting a CKKS scheme. The scaling factor, for instance, denotes what
precision of integer and decimal points will be used in the calculations, and
is set as a power of 2.

Other parameters are the degree of the polynomials used, N, and the
ciphertext modulus q together with the number of levels. The security of
a CKKS scheme depends on the ratio N/q. A problem that requires many
multiplications (and therefore many levels) will need to set q to a high
value. Consequently, the value of N must also be raised to maintain security,
resulting in higher-degree polynomials which demand more memory and
are heavier to compute. There is thus a trade-off between circuit complexity
and computational efficiency.

The value of N decides the size of the ciphertexts. A ciphertext consists
of N/2 number of slots, where each slot can be filled with a value. If for
instance N = 214 = 16384, then the number of slots in the ciphertexts will
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be N/2 = 8192. This results in a ciphertext that can take as input a vector of
up to 8192 values, and store all values in separate slots. This capacity to take
a vector of several values and pack them into a single ciphertext is called
batching. Every operation applied to a CKKS ciphertext is applied in parallel
to every slot, and so batching allows encrypted operations on thousands
of values at the same time. The different values of the ciphertext cannot,
however, be retrieved individually. Also, operations cannot be selectively
applied to certain slots; once the ciphertext has been constructed, its integrity
must be maintained.

State Today

CKKS is an approximate scheme suited for problems with real numbers,
which is the case for many real-world applications, but is for the same reason
not suited in situations where exact precision is needed. The batching prop-
erty makes CKKS efficient for encrypted evaluations of thousands of values
in parallel, which can be especially useful to achieve good average calcu-
lation times. However, unlike TFHE, it does not support non-polynomial
functions. Such operations must therefore be approximated using polynomi-
als.

There are many available implementations of CKKS, such as the pre-
viously mentioned library SEAL [82] and OpenFHE [9], both in C++, and
the closed-source library HEaaN [68]. There exists wrappers for the more
data-science oriented programming language Python, such as PySEAL [88]
and TenSEAL [11]. The latter is an example of libraries that also provide
rudimentary additional functionality for more specific tasks, such as ma-
chine learning. Specific implementation limitations vary between libraries,
for instance whether there exists a bootstrapping procedure, what sizes of
ciphertexts are supported, and which parameters (if any) are automatically
calculated and which must be manually set by the user.
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2.4 Machine Learning

Machine learning (ML) is a field within artificial intelligence that studies
statistical algorithms and how they can be used to find patterns in data
and make predictions. Where the field of statistics use algorithms to find
patterns in a sample of known data, machine learning concerns itself with
generalizing these patterns so that they can be used to make predictions
on so far unseen data [20]: Statistics is used to explain the data at hand,
machine learning is used to explain the data one might get in the future.

A key property of a machine learning model is that it learns patterns
from input data in an iterative process, continually getting a better fit to
the data without explicit instructions. A widely used definition of what
constitutes a machine learning algorithm by Tom M. Mitchell is as follows:
”A computer program is said to learn from experience E with respect to
some class of tasks T and performance measure P if its performance at task
T, as measured by P, improves with experience E.”[59, p. 2].

A model is first trained on a set of input data, before it is then tested on
a separate, previously unseen, dataset to evaluate performance at the given
task. Performance metrics might be accuracy of predictions, prevalence
of false positives, similarity between group members and so forth. The
learning approach of the model and algorithms used is chosen to best suit
the task. Broadly, machine learning encompasses the methods of supervised,
unsupervised and reinforcement learning [14].

Supervised learning is a learning approach where the model is given
training data, x, with some label y attached. Based on the values of properties
of x (called features) the task of the model is to predict the correct label,
y. In training, the model iteratively improves itself by making predictions,
comparing the prediction to the actual label, and updating itself based on its
performance. Thus, the training data of a supervised learning model must be
labeled with the correct ”answer”, and the model is tasked to find general
patterns within the training data that can be used to predict the label of
some new unseen input. A model that trains on a large amount of spam
emails, identifies what separates a spam email from a non-spam email, and
then predicts whether a new email is spam or not will engage in supervised
learning [37]. The input features of a training sample would be properties
of the email, such as length, inclusion of certain words or pictures, and the
label indicating whether the email in question was spam or not.
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Unsupervised learning is an approach where the data is given without
any labels attached. The task is not to find patterns to predict the label of
some input data, but rather to discover the inherent structure of the data.
Unsupervised learning can for example be used to cluster data based on
some similarity between samples or condense data while keeping the most
meaningful properties [14, 72].

Reinforcement learning is the concept of training a model by giving
the model feedback on the choices it makes, thus reinforcing behavior that
maximizes the performance in accordance with the chosen metrics. A use
case for reinforcement learning could be teaching an autonomous vehicle
how to drive [28].

The experiment in this thesis uses a supervised learning approach with
a type of deep learning model called a convolutional neural network, and
subsequent sections will therefore focus on this method of learning and type
of model.

Supervised Learning

The supervised learning tasks that machine learning is used for can gen-
erally be divided into classification and regression tasks, with the models
referred to as classifiers and regressors respectively. A classification task
typically involves labeling some data according to a predefined set of classes;
based on some properties of an object, what class does it belong to? Some
such problems can be predicting the quality level of a red or white wine,
based on properties such as sourness, sweetness, and alcohol level [33], or
identifying bicycles in a picture [8]. A regression task concerns the predic-
tion of numerical values; how tall will a sunflower grow given certain soil
conditions [42]?

There are many different algorithms to employ for supervised learning,
each with its specific design and implementation details. The general idea
of a model can, however, be illustrated with a very simple linear regression
model; y = ax+b. The label or value, y, is what the model aims to predict,
based on the value of the input variable, x. Given a set of input samples to
train on, the model will learn the general patterns of how x relates to y. More
specifically, the model will try to find the optimal values for a and b, so that
it best fits the data and can be used to predict the label of some new input x.

The a variable is referred to as a weight, since it determines how much
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Figure 2.13: Two linear regression lines with different fit

Figure 2.14: Prediction of ŷ based on regression line

influence the value of x should have. If a is less than 1, then the influence of
x is diminished, else it is increased. The b variable is a constant independent
of x, referred to as a bias. A learned model is in essence a set of weights
and biases that is fine-tuned for high performance in predicting y. Fig. 2.13
depicts two different regression models, where the bias is shown as the
intersection between the regression line and the y-axis, and the weight as the
slope of the line. The models fit the data differently. The first model fits the
overall pattern of the blue data points well. The second model fits exactly
to the first two data points, but fails to accurately model the remaining data
points. In Fig. 2.14, a prediction ŷ is made for a new x-value, based on the
weight and bias of the regression line.

In the learning process, the model will have some initial values for the
weights and biases, and use these values to make a prediction ŷ. A loss
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function is used to calculate the difference between the predicted and the
true label, and the goal is to alter the weights in a way to minimize the loss
function.

The standard way of updating the weights is through the use of the
gradient descent method. The core concept of gradient descent is to gradually
alter the weights of the model, so that the model outputs move in the right
direction to minimize the loss function and thus achieve better performance
(see Fig. 2.15). The weights are altered by a learning rate, λ , essentially
representing the size of the step in the given direction. Too high a learning
rate might overstep the desired destination (i.e., the correct prediction) while
too low a learning rate will take too long a time to arrive. Fig. 2.16 shows
how a too high learning rate fail to reach meaningful loss reductions, while
a too low rate improves little with each step.

Gradient descent is most commonly used in its optimized versions of
stochastic gradient descent (SGD) [78]. In SGD, the gradient (the direction)
is replaced by an estimate of the gradient, which speeds up computation.
Today, the most common optimizers are extensions of SGD, notably SGD
with momentum [78] and Adam [45].

Figure 2.15: Gradient descent towards minimizing the loss function



34 Background

Figure 2.16: Very high and small learning rate, respectively

2.4.1 Deep Learning and Neural Networks

Deep learning is a subfield within machine learning dedicated to the study
of a specific type of model, called neural networks [40]. Consider the earlier
example of a simple linear regression model, y = ax+ b. In the training
process, the feature of the input sample, x, is passed into the equation with
the current weight and bias to make a prediction, and then this prediction is
used to update the learned variables. There is only one set of weights, and the
prediction is calculated directly; it is a model of one layer. In deep learning,
the neural networks are models of several layers, thus ”deep” models, where
the output of each layer is passed on to subsequent layers.

The basic structure of a neural network is visualized in Fig. 2.17: An
input layer that takes in the n features of the input sample, x1,x2, ...,xn, a
hidden layer with its own set of weights that is applied to the inputs, and at
the end an output layer that conducts the final evaluation to give a prediction.
Any layer between the input and output layer is referred to as a hidden layer.
Each node in the network is referred to as a neuron. Since each layer in
itself can be construed as a linear model, only able to model linear data, a
neural network would not be able to model non-linear relationships between
variables were it not for the activation function. The activation function
is a non-linear function applied to the output of a layer that introduces
non-linearity into the model.



2.4 Machine Learning 35

Figure 2.17: Basic neural network with one hidden layer

Activation Functions

The most important attribute of an activation function is that it introduces
non-linearity to the model. The different functions have, however, other
properties that might make them more or less suited for a given task. The
widely used logistic sigmoid function f (x) = 1

1+e−x has, for instance, the
property that the output range is bounded between 0 and 1, but a drawback
is its inability to deal with vanishing small gradients and thus inefficient
weight updates for very deep networks [32].

Another commonly used function, the Rectified Linear Unit (ReLU) [62]
function f (x) = max(0,x) addresses this issue, but has its own drawbacks
by for example the possibility of neurons not contributing as desired to the
learning process.

There are also activation functions typically applied to the final output
layer of a model, such as the softmax [17] function

f (xi) = exi/ ∑
j∈classes

ex j .

This function takes a vector of real numbers and translates it into a probability
distribution, which is useful when the goal of the model is, for example,
to output a prediction of what is the most probable class for a given input
sample.
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Feedforward and Recurrent Neural Networks

Neural networks can be divided into feedforward and recurrent neural
networks, based on how information is passed through the network. In
a feedforward neural network, the values are passed once through each
layer, the neurons connecting to the neurons in the next layer, forward
towards the output layer. In training, the weights are updated through the
process of backpropagation [55, 51], a gradient estimation method. The
network estimates the gradient based on a loss function, which measures the
distance between the prediction and the actual value. To avoid unnecessary
calculations and improve computation speed, the gradient is calculated one
layer at a time, starting from the final layer and moving backwards. Fig. 2.18
shows how inputs x1 and x2 are fed forward through a hidden layer to the
output layer, and how the output layer loss is then passed backwards through
the network to update the weights.

In a recurrent neural network, information is not passed a single time
through the network, but instead processed through multiple steps. Neurons
can connect to other neurons in the same or previous layers. The networks
have recurrent units that remember previous states and uses these to create a
feedback loop that enables learning.

2.4.2 Convolutional Neural Networks

A convolutional neural network (CNN) is a type of feedforward network.
Often in such networks, every neuron in one layer is connected to every
neuron in the next, so called fully connected networks. They can be prone to
overfitting to the training data, that is adapting so well to the training data
that the model cannot generalize properly to new unseen data.

In CNNs, the input is passed through convolutional layers that act as a
filter on the inputs. This allows the model to filter out unnecessary details
from the data and find broader and more general patterns. In CNNs, the
spatial patterns of the data, pertaining to how data is arranged and distributed
across a two-dimensional space, are taken into account in the learning
process. This makes such models especially suitable for image classification
tasks and other computer vision problems.

A CNN is built from an input layer, hidden layers and the final output
layer. The hidden layers that are typically used are convolutional layers
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Figure 2.18: A feedforward network with backpropagation, where red
weights are examples of updated weights.

where the input is filtered, pooling layers to condense data, and dense layers
of fully connected neurons [64]. Activation functions are generally applied
on the intermediate outputs of a convolutional or dense layer to introduce
nonlinearity, with ReLU (or variants of ReLU) being widely used [53]. For
classification problems, softmax activation is often applied to the final output
to interpret the class probabilities.

Generally, a CNN extracts features from the data through a convolutional
layer, introduces nonlinearity with an activation function, and downsample
(selecting only parts or aggregated parts of the data) through pooling layers.
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A simple CNN architecture is depicted in Fig. 2.19.

Figure 2.19: Different kinds of layers in a CNN

Convolution A convolutional layer applies a filter, or kernel, of weights
to the input data, and store the output in a feature map. CNNs are often
used on images, with an image being represented as a matrix of values.
For a grayscale image, each value denotes the scale of gray for the given
pixel, ranging from 0 (white) to 255 (black). Color images are generally
represented using three such matrices, with each matrix representing the
scale of red, blue or green. The matrices are then ”stacked” on top of each
other to render a color image. A matrix used to represent an image is called
a channel, with grayscale images being one-channel and color images 3-
channel images.

Fig. 2.20 shows an example of a convolutional layer, where the input
vector is processed as a one-channel grayscale image; a 4x4 matrix with
a total of 16 values. In the example, the kernel is a 2x2 matrix of weights.
The kernel passes over the first 2x2 square of the input matrix - the green
square - and calculates the sum of the element-wise multiplication of the
green square and the filter. Conversely, this would be the same as finding the
dot product between the green square and the filter, if they were processed
as one-dimensional vectors. This value is then stored in a feature map.

The kernel will then continue to slide along the input vector, moving
a predetermined amount of steps, or stride, to the right for each iteration.
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The example feature map is the result of a kernel moving two steps to
the left for each iteration, thus covering the four colored windows in turn,
and calculating four values to put in the feature map. For each kernel in a
convolutional layer, there will be a resulting feature map, and a convolutional
layer can have many kernels.

Figure 2.20: A simple convolutional layer

Pooling The pooling layer is a layer that downsamples the input by redu-
cing several values to one. Common approaches are maximum pooling [30]
and average pooling [49]. In a convolutional layer, different ”windows” of
the input are multiplied with the kernel of weights and placed in a feature
map. In maximum pooling, the maximum value of the window is placed in
the feature map. Average pooling, on the other hand, places the average of
the window values in the feature map; essentially performing a convolution
with a kernel where the weights are replaced with a replicated decimal value
(see Fig. 2.21).

Dense layers A dense layer is a fully connected layer where each neuron
connects with each neuron in the next layer, such as the previously depicted
hidden layer in Fig. 2.17. They are often used in CNNs to ultimately gather
the various local patterns of the convolutional and pooling layers into a
layer suitable for representing the whole of the input - and from that make a
prediction. A dense layer at the end of a CNN classifier will have the same
number of neurons as the number of classes the classifier is operating with.
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Figure 2.21: Illustration of an average pooling layer

CNNs and Image Classification

CNN models are top performers on image classification benchmark data-
sets and challenges, such as the ImageNet Large Scale Visual Recognition
Challenge (ILSVRC) [80] where images from the internet are sorted into a
thousand different classes. Here, the CNN AlexNet [47] won in 2012 in a
breakthrough of computer vision performance. Other notable CNN models
used for the challenge are the 2014 winner GoogLeNet [86] and runner-up
of the same year VGG [83], as well as Microsoft’s ResNet [38] model which
won in 2015.

The architecture of CNNs, particularly the use of convolutional and pool-
ing layers, provide the models with some distinct advantages in computer
vision tasks. In convolution, the input data is processed as an image, which
preserves the spatial structure of the data. The placement of each pixel is
taken into account. When the kernel extracts features, it extracts features
of certain regions of the image, processing the input values together with
other values in its spatial proximity. This enables the kernels to learn local
spatial patterns. Furthermore, since these layers are not fully connected, this
spatial proximity is also carried over between layers: Each neuron is not
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connected to every other neuron, but only to certain neurons, dependent
on its spatial position. This local connectivity enables a CNN to learn the
features of certain areas of the image, such as edges, corners and shapes.
As described in the convolutional layer example, the same kernel is passed
over the whole input matrix; this means that the weights are shared across
the image. Not only does this reduce the amount of weights needed for the
model, but it also ensures that the same features can be learned different
places in the image: Edges, circles and bicycles can be identified regardless
of where they are placed in an image.

The pooling layers downsample to extract the most prominent features,
capturing patterns of different parts of the image. This also mitigates the
model fitting too closely to the training data, and thus failing to generalize
well. This is called overfitting.

CNNs reduce the number of neurons and weights in the network through
downsampling, shared weights and the absence of many dense layers. This
allows CNNs to build in depth while keeping within boundaries of memory
capacity and computational power. Through many layers, the CNNs then
learn progressively advanced spatial features, which is finally put together
to a global image in the final dense output layer.
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2.5 Machine Learning for Speech Recognition

Speech is a fundamental mode of communication for humans, and speech
signals have been a focus of research for deep learning applications for
the last two decades [63]. In a literary review of this research, Nassif et al.
defines speech recognition as giving ”[...] information about the content
of speech signals”, and consequently automatic speech recognition as the
capability of a machine to recognize speech content and transform it to a
machine-understandable format [63, p. 3].

Typical applications for automatic speech recognition are speech-to-
text applications, for instance used in transcription software and automatic
generation of subtitles, and voice assistants such as Apple’s Siri, Amazon’s
Alexa and more recently also ChatGPT and other large language models
that provide an audio interface.

2.5.1 Speech Command Recognition

Automatic speech recognition is also used for more specific use cases, such
as speech command recognition, which will be the focus of the follow-
ing sections. Speech command recognition, also referred to as keyword
spotting (KWS), is the task of recognizing certain keywords or commands
from speech, according to a set of predefined classes. An example is how
Google’s voice assistant is activated by the phrase ”Hey Google”, which is a
keyword designed to activate the voice assistant. Use cases are not limited
to recognizing a single activation word; with several classes, the keywords
can for instance be used for speech control of applications.

Often, KWS systems are required to run on devices with less compu-
tational power, such as mobile devices, and thus a small memory foot-
print and low computational demands are often desirable in a KWS model.
Small-footprint KWS models have been proposed for both deep neural
networks [23], recurrent neural networks [87] and convolutional neural
networks [81].

2.5.2 Preprocessing of Speech Data

Audio is recorded by measuring the air pressure registered by the input
sensor - the microphone. Thus, speech data will in its most raw form be a
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series of amplitudes, measured over time. This characteristic waveform is
shown in Fig. 2.22.

Figure 2.22: Amplitude over time [21]

This raw data is often preprocessed to be better suited for model training,
such as dividing the data into frames of specific lengths and extracting
the most informative features from the data. The most commonly used
form of preprocessing of speech data in deep learning research is to extract
the features using the mel-frequency cepstral coefficient (MFCC) [63, 21].
This entails processing the audio into a specific form of spectrogram called
mel-spectrograms, before extracting some key spectral features from those
spectrograms. Other models might use spectrograms or mel-spectrograms
directly, and some the raw audio data.

From Raw Audio to MFCC

When raw speech data is divided into time frames, such as 1-second, 3-
second or 30-second utterances, it can be visualized as in Fig. 2.22, but the
time axis will be of the specified length. By using the Short Time Fourier
Transformation, this can be transformed into a spectrogram [21], shown in
Fig. 2.23. A spectrogram is a 2D representation of audio, represented as
frequency over time. Often, the spectrograms are shown in color, with the
color intensity denoting the amplitude.

The human ear does not process audio information similarly across the
frequency range. The mel-scale is a scale that aims to better represent the way
humans perceive sound. By converting the frequency range to the mel-scale,
the resulting mel-spectrogram will better represent the inherent information
in the audio signal that is discernible to humans. These spectrograms are
also referred to as log-mel spectrograms, due to the use of a logarithmic
operation in their creation. The MFCC can be extracted by applying the
Discrete Cosine Transformation to the mel-spectrogram. A waveform of
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Figure 2.23: Spectrogram - frequency over time [21]

audio data that is processed into a mel-spectrogram and MFCCs is presented
in Fig. 2.24

MFCCs are extracted features that capture the characteristics of the audio
signals, while the mel-spectrogram is a more easily interpretable visual
representation of audio data. As CNNs are powerful image classifiers, the
processing of speech data into visual representations gives a straightforward
way to approach speech command recognition as an image classification
problem.



2.5 Machine Learning for Speech Recognition 45

Figure 2.24: Waveform into mel spectrogram and MFCC
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Chapter 3

Homomorphic Encryption in
Machine Learning
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3.1 Overview

This chapter will look at the specific uses of homomorphic encryption
with machine learning. This includes an overview of how homomorphic
encryption fits into a wider context of data protection measures in machine
learning, both with regards to training and inference. The latter is then
looked at in more detail, with a focus on the aspects that are most relevant
to the thesis experiments; the use of homomorphic encryption for image
classification using CNNs with either CKKS or TFHE. This part will also
look at the specific strengths and weaknesses of each scheme, as related to
their application for machine learning.

3.2 Privacy Preserving Machine Learning

The techniques used to ensure the privacy and confidentiality of sensitive
data in machine learning training and inference are referred to as privacy
preserving machine learning (PPML) [79]. Machine learning models con-
sume data both in training and deployment; in training they require training
samples from which to learn patterns, in deployment they are fed inputs
on which to make predictions. Where a small model for a simple problem
might be sufficiently trained on a dataset of a few hundred samples, a large
and complex model can require vast amounts of training data. GPT-3, the
precursor to GPT-3.5 (”ChatGPT”) from OpenAI, was trained on 400 billion
data pieces, so called ”tokens”, distilled from petabytes of raw data [18].

Training data is the currency on which the models run, and the need for
sufficiently sized training sets can conflict with security concerns over what
data is used and how it is handled. In Europe in 2024, the technology com-
pany Meta sparked controversy over its plans to harvest public personal user
data from Facebook and Instagram to train their AI models, with allegations
that this was in conflict with the user’s right to data protection under the
European Union’s General Data Protection Regulation (GDPR) [22].

Some models are designed for problems which involve the handling of
sensitive information both in training and inference, such as medical imaging
and diagnosis [13], DNA sequencing [98], or biometric authentication [90].
With widespread use of cloud computing and advanced models running
on sophisticated and expensive hardware, models might be both trained
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and deployed in the cloud, which could require sending highly private
information to a remote service. Despite data being securely encrypted in
transit, the data must be decrypted at some point: a model computes on input
data, and therefore needs the mathematical qualities of its input intact. One
of the challenges within PPML is the ensuring of a secure and confidential
computing environment. One of the potential solutions to that challenge is
to leverage the qualities of FHE schemes in machine learning, such that
sensitive data never needs to be decrypted for use in the model at all.

3.2.1 FHE in Model Training

For most ML models, the heavy lifting of computations occur in the train-
ing phase. Training a model requires many repeated computations and the
processing of many parameters, and can therefore be a computationally de-
manding operation with a large memory footprint. The biggest models, such
as large language models, are often running on specialized hardware which
supports the processing of billions of tokens and billions of parameters [89].

Due to FHE schemes’ challenges with both computation speed and
memory overhead, it is rarely proposed as a solution on its own to protect
private data in a training process. There are some examples of FHE being
used for encrypted training on simpler model architectures, such as Zama
announcing the successful encrypted training of a logistic regressor with
SGD [74, 85] in March 2024, and algorithms have been proposed for en-
crypted training of Support Vector Machines (SVM) [48, 67]. For complex
models such as neural networks, FHE can be applied in combination with a
decentralized learning approach called Federated Learning (FL) [76].

3.2.2 Federated Learning

FL [52, 73] is an approach for training models that lets a data contributor
retain their data on their own local devices. Instead of sending local data to
a remote global model, the global model is instead sent to the local device.
There, the model is trained locally on the data, and afterwards a model
update is sent back to the server where the global model originated. Thus,
the data never leaves the local device, allowing users to maintain control of
private data while still contributing data to improve the performance of the
model.
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One of the challenges of FL is, however, that the model updates that are
sent from the local devices can still potentially leak private information [52].
An approach to mitigate this risk is to first encrypt the model update with
FHE, then send the update back to the server. Fig. 3.1 depicts the flow of
such an approach: The client receives encrypted model weights, decrypts
them with their secret key, trains the model on local data, and then encrypts
the updated weights and returns them to the server. The server aggregates
the model updates in their encrypted form, and never sees the model updates
in plaintext. As an example, NVIDIA’s federated learning approach Clara
Train [2, 76, 1] uses FL in combination with the CKKS scheme, as imple-
mented by the TenSEAL library [11], a Python wrapper for Microsoft’s
SEAL.

3.2.3 FHE in Model Inference

FL is primarily a learning approach, and not suited for ensuring PPML in
inference. Using FHE is a realistic alternative for privacy preserving infer-
ence on its own. This is especially due to inference being significantly less
computationally demanding than training: Only a single input is processed
to compute a prediction, and no weights or biases are updated.

There have been several research efforts demonstrating that model in-
ference can be done using encrypted data: schemes and systems have been
proposed for a wide variety of models, such as Support Vector Machines
(SVM) [56], Hyperplane Decision, Naive Bayes and Decision trees [15],
linear and logistic regression and neural networks [60]. While research has
demonstrated FHE as a viable approach, challenges of computational com-
plexity, memory overheads and low efficiencies keep it from being a feasible
alternative for widespread practical application at this current stage.

With that said, a number of implementations in recent years have shown
successful encrypted inference on neural networks, highlighting both devel-
opments in the field and specific challenges and limitations connected to
different approaches. The following section will delve deeper into this, with
a focus on CNNs.
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Figure 3.1: Federated Learning with FHE



52 Homomorphic Encryption in Machine Learning

3.3 Encrypted Inference in CNNs

Neural networks are increasingly common, and plaintext models are eas-
ily available and accessible through open-source models and libraries for
training and inference, such as PyTorch [69] and TensorFlow [5]. Publicly
available datasets are used for benchmarking model performances. CNN
models are often benchmarked using, among others, the MNIST [31] dataset
of 28x28 grayscale images of handwritten digits and the CIFAR-10 [46]
dataset of 32x32 color images.

Popular frameworks for machine learning do not readily support en-
crypted inference, while HE libraries only rarely provide any ML support.
Implementations of encrypted CNNs vary in the schemes they use, the HE
libraries they are based on, the architecture of the networks, and the ap-
proach to handle challenges of encrypted inference. CKKS is the most used
encryption scheme for encrypted CNNs.

CNNs are known as powerful image classifiers, and research on CNNs
using FHE schemes generally uses well-known datasets of images as input
to the models. This thesis’ experiments also use CNNs on images, that is,
on speech data represented as spectrograms. The following overview is
therefore centered on encrypted CNNs for image recognition, and refers to
the specific data points in the input as pixels.

3.3.1 Encrypted Inference using CKKS

While approaches, focus areas and results differ in implementations of
CKKS-encrypted inference over CNNs, the fundamental properties of CKKS
present some strengths to be taken advantage of, and some weaknesses that
must be addressed.

Single Instruction Multiple Data

Because of batching, a CKKS scheme can fill up a ciphertext with thousands
of values and evaluate them all in parallel. This has lead to the Single
Instruction Multiple Data (SIMD) approach, where thousands of images can
be evaluated homomorphically at the same time. The first pixel of the first
image is placed in the first slot of a ciphertext, the first pixel of the second
image is placed in the second slot, and so on, as shown in Figure 3.2. Any
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Figure 3.2: SIMD packing of two images

operation on the ciphertexts is done element-wise, thus while the pixels from
the second image is in the same ciphertext, this does not affect the results of
the first image.

Ishiyama, Suzuki and Yamana presented a CNN in 2020 for encrypted
inference using CKKS, based on Microsoft SEAL [43]. Using a SIMD
approach, they achieved an average inference time of 190 ms for a CIFAR-
10 color image, with a top accuracy of 81%. While the average inference
time per image was low, the total inference time was over 25 minutes (1555
seconds). This means that if the model was only to make a prediction on one
image, it would still take 25 minutes to get a result.

The SIMD approach also requires a lot of memory, as every pixel must
be stored in a separate ciphertext: A 32x32 pixel image would require 1024
ciphertexts, even before any calculations in the network were completed.
They ran the model on a CPU with 72 cores (or 144 threads) in total, and a
total memory available of 3 TB. The model had a memory usage of 1.41 TB.

Single Input Single Output

Batching can also be used in a Single Input Single Output (SISO) packing
approach, where a single image is packed into a ciphertext such that the first
pixel of the image is in the first slot, the second pixel of the image is in the
second slot, and so forth.
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In 2022, Lee et al. demonstrated a highly accurate ResNet CNN with
SISO packing, reaching 92% accuracy [50]. The inference time for one
CIFAR-10 image was 3 hours with 112 cores and 512 GB available memory.
The model simulation required 172 GB of memory; significantly lower than
1.41 TB, but still far more than personal computers usually are equipped
with. In 2024, Rovida and Leporati published a ResNet CNN using the
OpenFHE [9] open-source library with 91% accuracy that could do inference
of one CIFAR-10 image in less than 5 minutes on a MacBook with 16 GB
of working memory [77].

Where SIMD has a high memory usage, especially for larger images,
SISO face other limitations on image size: The image size is restricted by the
amount of slots available in the CKKS ciphertext that is used. For instance,
if a library supports ciphertexts of up to 16384 slots, image size for a SISO
approach will be limited to 128x128 pixels.

Speech command recognition is generally concerned with classification
of a single voice command at a time. Therefore, some further details of how
element-wise operations on SISO-packed ciphertexts work are presented
below.

Operations on SISO-packed ciphertexts When packing a whole image
into a single ciphertext, operations such as convolutions must be carefully
managed, as every operation is done element-wise on a vector. Note that a
ciphertext cannot be manipulated like a plaintext, and individual slots and
slices cannot be extracted directly.

Figure 3.4 depicts a simple average pooling operation using element-
wise operations on a ciphertext. A 4x4 image is flattened into a vector and
packed into a single ciphertext, as shown in Fig. 3.3. The colored squares
represent the positions in the vector that would make up the pooling windows
in a matrix. Through a series of copies and rotations, these elements can be
added together. Redundant values are removed by multiplying a vector with
a mask. Masking and rotations are used to pack the sum of each pooling
window into the first 4 slots of the ciphertext. The average is taken by
multiplying the end result with the appropriate factor (here 0.25).

Any operation in a SISO model that requires access to specific pixels
- such as when sliding a kernel over an image in convolution or pooling -
must find a way to achieve this with element-wise operations. In the Py-
thon wrapper for SEAL, TenSEAL, convolution is made more efficient by
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Figure 3.3: A 4x4 image is flattened into a vector

Figure 3.4: Average pooling with element-wise operations on a vector

preprocessing the image data before encryption, ensuring a column-wise
orientation through the im2col operation [12]. This leverages smart prepro-
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cessing to carry out a convolution as a single matrix multiplication operation,
but requires handling of the image data in plaintext; thus, this approach can
only be used for the first convolution in a CNN. TenSEAL therefore does not
currently support models with more than one convolutional layer, placing
limits on the model architecture.

UniHENN [29], a model based on SEAL and using the Python wrapper
PySEAL [88], avoids the im2col-preprocessing and instead conducts con-
volutions using incremental rotations and structured multiplications on the
flattened image. UniHENN supports processing of up to 10 samples at a
time (for the MNIST dataset), and outperforms the average inference time of
TenSEAL on MNIST when more than 3 images are processed and average
time is calculated. For CIFAR-10 images, UniHENN reports an inference
time of 21 minutes, with an accuracy slightly above 70%, running a 16-core
CPU and 64 GB of memory. Note that TenSEAL does not have any data on
its performance on CIFAR-10, as that would require a more complex model
architecture than is currently supported.

CryptoNets, a model using the BFV scheme (a variant of BGV, which
allows batching) over SEAL, launched a low-latency version [19] in 2019
where a multitude of different data structures are implemented to repres-
ent the ciphertext data in ways that enable more efficient layer operations.
Running on 8 cores and 32 GB memory, it achieved inference on a single
CIFAR-10 image in 730 seconds, with an accuracy of 74% and memory
usage of 12 GB for a single prediction.

Ultimately, any implementation that packs an image into a single cipher-
text will need a way to overcome the restriction of only element-wise opera-
tions, through methods like preprocessing, data representations and carefully
structured rotations. Rotations require rotation keys, and switching these
keys can be computationally intensive. Rovida and Leporati reduced the
number of rotation keys needed in their implementation, by expressing
rotations as aggregates of other rotations.

Non-polynomial Functions

CKKS supports the arithmetic operations of addition and multiplication, and
thus any polynomial function can be evaluated homomorphically. However,
CKKS can also only do addition and multiplication, and therefore does not
support the evaluation of non-polynomial functions. Specifically, this means
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that models running with CKKS cannot do the non-polynomial activation
functions ReLU and Softmax, which are commonly used functions in CNNs.
These functions are therefore approximated, exploiting that CKKS is able
to closely approximate a function through polynomials and real-number
coefficients.

Lee et al. [50] used high-degree polynomials to approximate both the
ReLU and Softmax function. As this strained the limit of the multiplicative
depth, they also implemented a bootstrapping compatible with CKKS in
SEAL, which otherwise provides only a leveled scheme. Due to the eval-
uation of many composite polynomials, the model required more than a
thousand bootstrapping procedures.

Rovida and Leporati [77] used Chebyshev polynomials to approximate
the ReLU function and a modular reduction function used in bootstrapping,
consuming 5-7 levels for the former (depending on the degree) and 5 levels
for the latter. They achieved results that were 98% similar to the output of
their equivalent plaintext model.

Approximate Arithmetic

The need to approximate non-polynomial functions may result in encrypted
models lacking the same accuracy as a corresponding plaintext model. The
more closely the polynomial function approximates the non-polynomial,
the higher the degree of the polynomial and the higher the latency cost.
Conversely, a lower degree approximation generally results in a higher
accuracy loss when compared to a plaintext model.

Apart from this type of approximation, CKKS is also a scheme of ap-
proximate arithmetics, and the noise can corrupt the values in the slots. Very
small discrepancies will therefore be found between the message and the
CKKS-encoded data. The extent of the inaccuracies depends on the poly-
modulus degree and the scale. With the many repeated operations that occur
in the hidden layers of a neural network, even small accuracies can grow,
and noise growth increases the chance of precision loss. That CKKS sup-
ports calculations with real numbers is an advantage when applied to neural
networks, where floating points are generally used to represent numbers.
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GPU Support

Neural networks consists of many linear algebra operations conducted in
parallel, and GPUs, which are designed for such operations, are employed
in deep learning to accelerate learning and inference. Plaintext machine
learning with TensorFlow or PyTorch support the use of GPUs. Some work
has demonstrated a promising speed acceleration through the use of GPUs
when performing homomorphic operations.

Badawi et al. launched PrivFT in 2019, a closed-source text-classification
model based on SEAL that achieved a performance speed increase by 1 to
2 orders of magnitude with their GPU implementation. Jung et al. [44]
reported in 2021 a 257 times speed increase from a single-threaded CPU
implementation of CKKS to their GPU-accelerated implementation and a
bootstrapping procedure more than 100 times faster, and used this to train a
logistic regression model with a 40x speed increase.

Running encrypted neural networks on GPU or other specialized hard-
ware for machine learning has the potential to significantly speed up encryp-
ted inference [36], as it also speeds up plaintext inference. The closed-source
CKKS library HEaaN [68] announced support for GPU acceleration, but at
the current stage, open-source libraries such as SEAL does not yet support
GPU acceleration, and is far from providing such support for inference on
neural networks.

3.3.2 Encrypted Inference using TFHE

TFHE is a less widespread approach for encrypted inference. Still, the open
source TFHE library by Zama provides the most comprehensive and user
friendly HE library for private inference, providing specific machine learning
support in its Python library Concrete ML [95]. As Zama is spearheading
the TFHE approach, the following observations are based primarily on their
contributions of code (in libraries), documentation [94] and articles [84, 61].

Activation Functions during Bootstrapping

Recall that in TFHE, univariate functions can be evaluated through the use
of a lookup-table (LUT) during bootstrapping, referred to as programmable
bootstrapping (PBS). This allows TFHE schemes to evaluate activation
functions such as sigmoid and ReLU homomorphically, while also reducing
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noise. As such, when using TFHE to encrypt a CNN, the activation functions
need not be approximated, and can therefore be expected to work just like the
plaintext activations. Bootstrapping is a costly operation in TFHE, necessary
to reduce noise and allow neural networks of unrestricted depths, but adding
a function (such as ReLU) to evaluate while bootstrapping infers no extra
cost. Thus, in TFHE, activation functions are evaluated as ”free” operations,
piggybacking on the already costly bootstrapping procedure.

In 2023, Stoian et al. from Zama [84] showed successful encrypted
inference on the MNIST dataset with a 6-layer CNN in 5072 seconds, with
an accuracy of 98.7%, while a 9-layer CNN, VGG-9, did inference on
CIFAR-10 in 18000 seconds with 87.5% accuracy. The experiments were
carried out using consumer hardware, an 11th generation i7 CPU from Intel
with 16 threads.

Integer-based Scheme

TFHE only supports evaluation of integers, which, in the context of machine
learning, requires TFHE-based implementations to make some adjustment
to its input. Earlier versions of TFHE encrypted each bit in a separate
ciphertext, but Zama’s TFHE libraries now encode integers up to 8 bits in
a single ciphertext, while integers of size 9-16 bits are encoded in more
than one ciphertext. Still, a neural network must be within the bounds of the
supported circuit bit width, which is the number of bits required to encode
the largest integer in the circuit. For Concrete [96] this limit is currently at
16 bits. This means that using available implementations, a TFHE-based
neural network cannot have a circuit bit width exceeding 16 bits.

Quantization and Pruning

As neural networks generally use floating-point arithmetic, a TFHE approach
also requires the use of quantization, which is a mapping of floating point
numbers into discrete values. This allows the floating-point arithmetic of the
neural networks to be combined with the integer-based TFHE operations:
By quantizing the inputs, the look-up table (LUT) operations can be applied
to encrypted integer values.

LUT is more costly if the bit width of the input is large. Thus, the
accumulator size of the input to a LUT, for instance input to a convolutional
or fully connected layer, are bounded. Restricting the bit width size of
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the input can be done through pruning, such as setting some values to 0
to manage the increase in accumulator size during operations. Pruning is
detrimental to the performance of a model, but necessary to manage the
speed of the LUT operations. Furthermore, the speed of a LUT can be
increased by lowering the accuracy, allowing the LUT to operate within a
specified error margin. Note that LUTs can also be applied without this error
margin, letting the LUTs evaluate functions with no loss of precision and
with exact results.

Quantization of a neural network after the network is already trained
can lead to loss in performance. Zama has found this performance loss to
be lower for their TFHE models when using quantization aware training
(QAT), where the quantization is introduced already in the training phase.

GPU Support

There are some GPU implementations of TFHE schemes, such as RED-
cuFHE [34] which reported a speed-up on a so called binary neural network
(BNN) on the CIFAR-10 dataset from 1081 seconds on CPU to 229 seconds
on GPU, with an accuracy of 81.9%. The experiment used specialized
machine-learning hardware through Amazon Web Services (AWS); eight
NVIDIA T4 GPUs and 96 virtual CPUs. NVIDIA’s ArctyrEx for accelerated
encrypted execution uses the TFHE scheme, and claims 40x speed increase
for encrypted operations from a 256-threaded CPU baseline [36].

Zama is gradually adding GPU support to their libraries, such as creating
and updating the GPU back end in Concrete in June 2024, and communicat-
ing that this GPU support will be integrated in Concrete ML during the fall
of 2024 [3].
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4.1 Overview

In this experiment, neural networks are used to conduct speech command
recognition homomorphically. The models are trained in plaintext, using
open-source machine-learning software. Inference is done homomorphically
using two different schemes: CKKS and TFHE. The schemes have different
limitations and requirements, and inference is carried out as two separate
experiments for each scheme. A third experiment attempts to give a fair
comparison of the two schemes. This includes a comparison of the best
performing models for CKKS and TFHE.

The chapter will first introduce the framework and methodology of
the experiment. The first section explains the limitations of the project,
pertaining to the choice of neural network type, available hardware and the
cryptographic libraries that are used. Following this, a section will describe
the dataset and how the data is preprocessed. Then, the specifics of how the
different machine learning models are trained, tuned and selected is detailed.

The next part of this chapter is the model experiments. This is divided
into three sections. The first section presents the CKKS models, describing
the CKKS parameters, the model architectures and the results of each model.
The second section presents the TFHE models in the same way. The third
section explains how the two schemes have been compared, and presents the
results of the models used for this comparison. A summary of the comparison
concludes the chapter.

4.2 Framework and Methodology

The speech command recognition problem that is tackled in this experiment
is carried out as an image classification problem using CNNs. While different
approaches and network types have different merits, using CNNs is a valid
approach that well fits the requirements of a homomorphic system.

Homomorphic inference using CNNs have been successfully tested for
both CKKS and TFHE on image classification problems such as CIFAR-10
and MNIST, lending some instruction and library support in construction of
such networks. Furthermore, CNNs are suited for low-footprint applications
due to the smaller amount of parameters in such networks, which can be use-
ful when computational efficiency and memory usage are known challenges
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in homomorphic encryption.
Finally, speech command recognition problems can easily be trans-

formed into an image classification problem through preprocessing of speech
data into spectrograms. When Google published a dataset for speech com-
mand recognition in 2018 [93], it was accompanied by an official Tensor-
Flow [5] tutorial where this approach was used.

The aim of this experiment is to investigate the use of CKKS and TFHE
for speech command recognition, using available cryptographic libraries
and consumer hardware. As part of this, a goal is also to see if one scheme
is more suitable than the other for a practical application.

The model experiments for CKKS and TFHE are therefore structured
as follows: Existing model implementations made for the MNIST dataset
is used as an initial starting point. Both libraries used have presented such
demonstrations. This is then followed up with applying the same model
architecture on the SC dataset. This gives an intuition of the difficulty of
the SC dataset, as compared to MNIST, and a starting point for designing a
model that performs better for speech command recognition. An improved
model for the SC dataset is then implemented and tested.

It can be challenging to conduct a fair comparison of two schemes
operating within different restrictions, and using different libraries in their
implementations. The comparison experiment explores additional models in
an attempt to illustrate the differences between the schemes, starting with
simple linear models and ending with a comparison of the improved models
from the previous experiment sections.

4.2.1 Project Decisions and Limitations

As mentioned, the project has limited the choice of neural networks to
straightforward CNN models. There already exists research on, and im-
plementations of, CNNs performing encrypted inference, primarily on the
MNIST and CIFAR-10 [46] datasets. There are other and more advanced
approaches to a keyword spotting problem, either using convolution in com-
bination with other techniques, or entirely different types of models, that
could provide better results: These are not explored, as the focus is pre-
dominantly on the use of FHE schemes, and the experiment therefore has
prioritized a model type that has been proven viable with these schemes
using open-source libraries.



64 Experiment

For plaintext models, two traditional low-footprint CNN models were
reported by Sainath et al. to achieve accuracies of 84.6% and 90.7% on
the speech command dataset [81]. The best model to date uses both con-
volution and representation learning techniques to achieve an accuracy of
98.55% [92].

Hardware

In research on encrypted inference, the used hardware can vary from a
simple MacBook to specialized high-end machine-learning hardware. The
hardware for this project is limited to consumer hardware.

All experiments were run on a virtual machine (VM), using an 11th Gen
Intel(R) Core(TM) i7-11700K 3.60 GHz processor with 5 physical cores
allocated, resulting in 10 available CPU threads. The VM has 54 GB of
allocated RAM.

Use of Existing Libraries

The project uses existing libraries to support the implementation of CKKS
and TFHE models. A goal has been to investigate the application of homo-
morphic schemes in inference using libraries that are available to those who
are not experts in cryptography, and where the application is as compatible
with plaintext machine learning frameworks as possible.

Thus, for CKKS, the library TenSEAL [11], which both provides spe-
cific machine learning support and can be run from the most widely used
machine learning language Python, has been used. The TFHE models used
Zama’s Concrete ML [95], which is specifically designed to support machine
learning applications using TFHE. Both libraries enforce 128-bit security.

TenSEAL

TenSEAL is a Python wrapper for Microsoft’s SEAL [82], and provides func-
tionality for setting CKKS parameters, generating keys, encoding/decoding
and encryption/decryption of data, homomorphic addition and multiplica-
tion. Rescaling and relinearization is done ”under the hood”, in accordance
with the set parameters.

In addition, TenSEAL provides optimized functionality specific for ma-
chine learning, such as the tensor datatype, matrix multiplication, and a
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convolutional layer. This functionality is, however, severely restricted when
compared to plaintext frameworks such as PyTorch: For instance, a model
is currently restricted to one convolutional layer, and there are no suppor-
ted pooling operations. Activations are done through passing the tensors
through a polynomial, such as x2, as there are not provided any predefined
or optimized activation approximations.

Concrete ML

Concrete ML [95] is a machine learning library in Python, and is a frame-
work for privacy preserving machine learning. It is built on top of the
Concrete [96] library, which is an open-source FHE compiler for the TFHE
scheme. Using Concrete ML, a plaintext PyTorch model that meets certain
requirements can be compiled into an FHE model that can evaluate a circuit
homomorphically.

The model can only use layer types that are supported by Concrete ML,
and the bit width of the largest value used in the model inference cannot
exceed the bit width that Concrete can use in TFHE computations. For neural
networks, a quantization of a model is often required, either during training
or after training before compilation.

Inference on Single Samples

Finally, the speech command recognition problem itself is concerned with
the recognition of one word at a time. Thus, for CKKS, a batching ap-
proach which leverages parallelization to achieve low average inference
times instead of low inference time on a single sample is not viable.

4.2.2 Dataset

The data material used for the experiment is the speech commands (SC)
dataset from Google [93], published in 2018 as an aid for the development
of keyword spotting systems. The dataset consists of a limited vocabulary of
spoken words in English, with each word being restricted to a one-second
utterance. There are ten classes of typical command words in the dataset:
”Yes”, ”No”, ”Up”, ”Down”, ”Left”, ”Right”, ”On”, ”Off”, ”Stop”, and
”Go”. Later additions to the dataset add the command-type words ”Follow”,
”Learn” and ”Forward”. The dataset has utterances of the numbers ”Zero”
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to ”Nine”. There are also ten classes of arbitrary words meant to represent
non-command words that a keyword spotting model should learn to ignore.
In total, the dataset has 105,289 utterances of 35 different words, distributed
as shown in Fig. 4.1.

Figure 4.1: Class distribution of dataset, from [93]

Preparation of Dataset

The dataset consists of wave files, where each file is hashed and labeled. It
is split into a training, validation and testing set in accordance with a file list
that is provided with the dataset. The distribution is roughly 80/10/10 for
training, validation and testing respectively.

Performance on encrypted inputs are measured using a randomly sampled
subset of the test set, with 100 samples. The main purpose of this test set
is to measure potential discrepancies between a model’s performance on
unencrypted and encrypted inputs, as well as to measure memory usage and
computational efficiency.

Each set is distributed across twelve classes. In addition to the ten
command-type words, an unknown class is created by randomly sampling
audio files from the remaining 25 classes and represents words that the
keyword spotting system should learn to ignore. A silence class is construc-
ted of background noise that is provided with the dataset, divided up into
1-second audio clips. This represents general noise without words that the
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model should not react to. The unknown and silence class is scaled to match
the mean size of the command classes, resulting in a balanced dataset with
the class distribution of the training set as shown in figure Fig. 4.2. Each
class represents approximately 8.3% of the total dataset.

Figure 4.2: Class distribution of the training set

Mel Spectrograms and MFCCs

Each wave file is loaded from the dataset and transformed into a mel spectro-
gram using audio processing functions provided by NVIDIA Data Loading
Library (DALI) [4]. Audio samples are set to a fixed length of one second
before transformation.

Some models process inputs as mel spectrograms, while others use
mel-frequency cepstral coefficients (MFCC). MFCCs are a more abstract
representation of the data, and is designed to be roughly uncorrelated [21].
While MFCCs are the most common form of preprocessing speech data for
machine learning [63], there are examples of mel-spectrograms working
better than MFCCs for some models [91]. The format of the input is chosen
as part of the hyperparameter tuning process.

A 32x32 pixel mel-spectrogram of the word ”Off” from the training
pipeline is depicted in Fig. 4.3. The length is fixed to one second, the decibel
range is scaled from 0 db to -80 db. The MFCC of the same sample is
shown in Fig. 4.4. A spectrogram of the silence class, consisting only of
background noise, is shown in Fig. 4.5.
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Figure 4.3: Mel spectrogram, 32x32, ”Off”

Figure 4.4: MFCC, 32x32, ”Off”

Figure 4.5: Mel spectrogram, 32x32, ”Silence”

Data Augmentation for Training

The data is augmented during training to provide more variation in the
training data and mitigate overfitting of the models. The augmentation
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techniques used are applied to the spectrograms directly, as opposed to
augmentation applied to the audio signals before they are transformed into
images.

Blocks of time steps or frequency channels are arbitrarily masked, with
the placement and width of the masking band chosen uniformly at random
within specified bounds. These techniques were proposed specifically as
both an effective and easy augmentation of mel-spectrograms by Park et
al. in 2019 [66], together with a time warping technique. Time warping has
been suggested to be the least influential of the techniques [54], and has
been omitted here for simplicity.

A frequency mask and time mask is shown in Fig. 4.6 and Fig. 4.7
respectively. The augmentation is applied with a 0.5 percent probability
for masking of both frequency and time. Some samples will have no aug-
mentation and some will have both, as depicted in Fig. 4.8: This was the
augmentation strategy that rendered the best results.

Figure 4.6: Masked fre-
quency bandy

Figure 4.7: Masked time
band

Figure 4.8: Masked fre-
quency and time band

4.2.3 Model Training, Tuning and Selection

The models in the experiment were all trained using the PyTorch framework,
with a NVIDIA DALI data loader for preprocessing data. The models were
trained for 150 epochs with an Adam [45] or SGD optimizer [78]. Weight
decay, learning rate, batch size and input format were set according to best
found results from hyperparameter tuning using the validation dataset. The
best model for each scheme was selected based on the results from this
tuning process. Final performance was evaluated on the selected models
using the test dataset with accuracy as the metric. A subset of the test
dataset was used solely to evaluate the inference time and memory usage
for encrypted inference. Discrepancies between plaintext and encrypted
performance on the test subset was also measured.
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Hyperparameters

The models had the following adjustable hyperparameters, with the given
values used as default:

• Weight decay: 10−3 - a regularization parameter that penalizes larger
weights. Smaller weights help the model to avoid overfitting to the
training data, and thus better capture the underlying patterns and
generalize to unseen data.

• Learning rate: 10−3 - the rate by which to change the model weights
based on new information during the training phase.

• Learning scheduler: ”plateau” - reduces learning rate when a model
has stopped improving.

• Learning scheduler patience: 5 - number of epochs without improve-
ment after which learning rate will be reduced.

• Learning scheduler factor: 0.1 - factor by which learning rate is
multiplied when it is decreased (from 1×10−3 to 1×10−4 to 1×10−5

and so forth).

• Batch size: 256 - number of samples that are processed before the
model is updated.

• Max epochs: 150 - number of epochs that each model is trained for.
One epoch is a complete pass through the whole training dataset.

• Input format: ”mel28”, ”mel32”, ”mfcc28” and ”mfcc32” - prepro-
cessing of training data.

Hyperparameter tuning was done through manual search using the valid-
ation dataset. Batch size, input format, learning rate and weight decay were
tuned.

Some hyperparameters were early set to default values after initial exper-
imentation. These parameters were learning scheduler, learning scheduler
patience and learning scheduler factor (gamma). Optimizer Adam over SGD
was also chosen as default after initial experiments. Max epochs were set to
150 to give equal training resources for every model, and ensure the more
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complex models would have time to converge. Mel-spectrograms or MFCCs
was used based on what gave the best results during tuning, with MFCC
being the default value as this is also the most commonly used format.

Performance Evaluation

Accuracy was used as the performance metric for the models. The data-
set consisted of balanced classes, and accuracy is a metric that is easily
interpreted.

After hyperparameter tuning, the model with the highest accuracy was
selected. The selected model was then evaluated on the test dataset to es-
timate its performance on unseen data. A confusion matrix was also used
as a sanity check and to gain greater insight into the models’ strengths and
weaknesses.

Due to the increased inference time on encrypted data, a smaller subset
of the test set was used to evaluate performance on encrypted data. This
subset is of too small a size to accurately simulate the performance of
the model on unseen data. The model performance on unseen data was
conjectured to be what the full test performance indicated, while the subset
was used to compare discrepancies between unencrypted and encrypted
inference, as well as measure the inference time when operations were run
homomorphically.



72 Experiment

4.3 Models using CKKS

The models presented in this section used the CKKS scheme for inference
on encrypted data. The models were trained in plaintext using PyTorch,
and then the model weights and biases were loaded into models that used
CKKS for encrypted inference. The models were implemented within the
restrictions of the CKKS scheme and the project limitations. The final model
in the section attempted to attain best possible performance given these
conditions.

4.3.1 Restrictions

All CKKS models were run using the homomorphic functionality of Mi-
crosoft’s SEAL library [82]. SEAL uses a leveled approach, such that para-
meters must be set beforehand in accordance with the expected multiplic-
ative depth of the homomorphic circuit. This means that parameters must
be set specifically for each model, as the number of multiplications during
inference will vary according to the model’s architecture.

To ensure that the encrypted models run with a satisfactory bit-level se-
curity, the number of levels must be balanced with the size of the ciphertexts.
Recall that a CKKS ciphertext size and its number of slots is influenced by
parameters that is set beforehand. When the size of the ciphertexts grows,
so too grows the memory consumption and computation time. In this way,
the complexity of the machine learning model is restricted by the number of
levels that can realistically be achieved by the used library, the bit security
achieved by the parameters, the ciphertext size and available slots, and the
resulting memory usage and time consumption.

4.3.2 Parameters

Parameter choices are important for the security and efficiency of a model
using CKKS. The following parameters must be set:

• Polynomial modulus degree, N: The size of N directly affects the
available slots of the ciphertext, as each ciphertext will have N/2
number of slots. It also influences the size (in bytes) of the ciphertexts,
with a higher N resulting in bigger ciphertexts that require more
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memory. A large N will infer higher computational costs, but also
increase the security of the scheme.

• Bit scale: This is the size of the factor that real numbers are multiplied
with during encoding, and divided by during decoding. The size of the
bit scale influences the floating point precision of the scheme, with a
higher scale resulting in higher precision.

• Coefficient modulus sizes, q: CKKS uses the Chinese Remainder
Theorem to divide large numbers for homomorphic computations,
using a series of prime numbers. These prime numbers are each of
size log2 q bits, and are automatically set in SEAL. The scaling is
done automatically in TenSEAL: With the exception of the first and
last values, each coefficient modulus is set to the same q, preferably
the same as the bit scale used during encoding and encryption. The
discrepancy between the last value and q denotes the number of bits
reserved for the integer part of the output value. In SEAL, and there-
fore also in TenSEAL, the size of q cannot exceed 60 bits and must
be congruent to 1 mod 2N. The choice of q affects the size of the
ciphertext elements. A larger q results in weaker security.

• Levels: The number of primes of size q decides the number of levels
available for the scheme.

Microsoft SEAL enforces a minimum bit level security of 128 bits for
its parameters, in accordance with the Homomorphic Encryption Standard-
ization [6]. Parameters that violate this restriction or are not specified in the
standard are deemed invalid.

4.3.3 Initial Benchmarking

TenSEAL provides a demo of a simple model that can run encrypted infer-
ence on the MNIST dataset [31], which consists of 28x28 pixel grayscale
images. This model architecture is used as a baseline for further experiment-
ation.

The TenSEAL demo is run on the project VM, and its performance
on MNIST is recorded. A model of identical architecture is then trained
and tuned on the SC dataset, according to the methodology described in
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4.2.3. This model is then evaluated on test data and its performance on
encrypted data is measured. The MNIST and SC models are referred to here
as CNN MNIST 5 and CNN SC 5.

Architecture and Parameters

The CNN MNIST 5 model consists of the layers as described in Table 4.1.
The CNN SC 5 model is, as mentioned, identical, with the only difference
being the output size of the final linear layer: MNIST has 10 classes, while
the SC dataset has 12.

Layer Details

Convolutional layer
4 filters (kernels). Kernel shape: 7×7.
Stride: 3.

Activation Square activation function: x2

Linear layer 1 Input size: 256. Output size: 64
Activation Square activation function: x2

Final linear layer Input size: 64. Output size: 10

Table 4.1: Model architecture of CNN MNIST 5

The CKKS parameters are described in Table 4.2; both models have the
same parameters, resulting in 6 levels and a precision of 5 and 19 bits for
the integer and decimal parts respectively for the output values.

Property Value

Models CNN MNIST 5 , CNN SC 5
N 8192
Bit Scale 26
Outer Primes of Coefficient Modulus Size 31
Inner Primes of Coefficient Modulus Size 26
Levels 6
Bits Reserved for Integer Part 5 bits (31−26)
Bits Reserved for Decimal Part 19 bits (26−5)

Table 4.2: Configuration details for CNN MNIST 5 and CNN SC 5.
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Results

The results of the models are summarized in Table 4.3. CNN MNIST 5
achieved a 98% test accuracy on the MNIST dataset for both plaintext and
encrypted inference, both measured over a test set of 10000 samples. The
average inference time for encrypted inference of one sample was 0.76
seconds.

CNN SC 5 achieved a 80.56% test accuracy on the SC dataset. The
plaintext result on the test subset was 81%, while the encrypted result was
73%. The average inference time for encrypted inference of one sample
was 0.78 seconds. The model used 4.1 GB RAM during inference. The
confusion matrix, shown in Fig. 4.9, demonstrated that its weakest class was
the unknown class.

Model CNN MNIST 5 CNN SC 5
Plaintext accuracy 98% 80.56%
Plaintext subset acc N/A 81%
FHE (subset) accuracy 98% 73%
Average inference time 0.76 s 0.78 s

Table 4.3: 5-layer CNN on MNIST and SC

The performance drop from CNN MNIST 5 to CNN SC 5 was roughly
17%, which suggests that the SC dataset is more complex than MNIST
and thus also likely requires a more complex model architecture for better
performance. The significant discrepancy of 8% between the plaintext and
the encrypted result on the SC dataset indicates that the CKKS parameters
were not sufficient for the complexity of the new dataset. Specifically, the
precision of 5 bits for the integer part of the output value might have been
too low for the output values.

CNN SC 5 was run again with increases in parameters, summarized
in Table 4.4. CNN SC 5 version 2 was run with N = 16384, bit scale of
26, 6 levels, outer coefficient modulo sizes of 60 and inner sizes of 26. It
achieved an encrypted accuracy of 79%, with an average inference time of
1.73 seconds per sample and use of 4.9 GB RAM.

CNN SC 5 version 3 was run with a significant increase in parameters,
with the bit scale set to 30 and the number of levels increased from 6 to 10.
This resulted in an accuracy of 80%, which is very close to the plaintext
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Figure 4.9: Confusion matrix of CNN SC 5

result of 81%. The average inference time was 4.46 seconds per sample and
6.6 GB RAM was used. This goes to show how important parameter settings
are for the performance of the models, and how the parameters also impact
memory usage and inference time.

Model CNN SC 5 CNN SC 5 v2 CNN SC 5 v3
N 8192 16384 16384
Bit scale 26 26 30
Levels 6 6 10
Plaintext accuracy 80.56% 80.56% 80.56%
Plaintext subset acc 81% 81% 81%
FHE subset accuracy 73% 79% 80%
Average inference time 0.78 s 1.73 s 4.46 s
Memory requirements 4.1 GB 4.9 GB 6.6 GB

Table 4.4: Comparison of different parameters for CNN SC 5
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4.3.4 Improved Model

CNN 6 is a more complex model than CNN SC 5. It uses the activation func-
tion 0.5x2 +0.5x+0.05, which is an approximation of the ReLU function
for values between -1 and 1, and which has given slightly better results than
square activation during hyperparameter tuning. Since TenSEAL does not
provide any average pooling functions, this had to be implemented locally.
Average pooling and a function for packing previously modified ciphertexts
were implemented locally in the TenSEAL C++ back end.

The average pooling operation uses rotations to pool one kernel at a
time, following the procedure as described earlier in Section 3.3.1. It is
not optimized with regards to reducing the number of keys used in CKKS
rotations, and does not allow pooling several filters at the same time in the
case that they can be packed into the same ciphertext. Since average pooling
is a computationally intensive operation, evaluating more filters in parallel
can possibly reduce the processing time for each layer and thus the final
inference time by tens of seconds.

Architecture and Parameters

The architecture of CNN 6 is described in Table 4.5. This model uses a dro-
pout layer [39, 71], which is a regularization technique to reduce overfitting
to the training data. A dropout layer is configured using a probability ratio,
which here is set to 0.5. With the given probability, an input neuron’s value
is set to 0 instead of retaining its original value. This essentially prevents
the model from learning the training data too well, which would lead to
overfitting and a poorer ability to generalize. A dropout layer is only used
during training, and thus does not affect the layer structure of the model
when doing encrypted inference.

The CKKS parameters of CNN 6 is described in Table 4.6. Note that the
decimal parts does not have any bits reserved for its precision; this was not
changed, because there was no discrepancy between the plaintext accuracy
and encrypted inference accuracy, and thus the impact was assessed to be
minimal.
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Layer Details

Convolution
4 filters (kernels). Kernel shape: 3 × 3,
Stride: 1.

Activation
Polynomial activation function:
0.5x2 +0.5x+0.05

Average pooling Kernel size: 2. Stride: 2
Linear layer Input size: 16 × 15 × 15. Output size: 120

Activation
Polynomial activation function:
0.5x2 +0.5x+0.05

Dropout Probability: 0.5
Final output layer Input size: 120. Output size: 12

Table 4.5: Model architecture of CNN 6

Property Value

Models CNN MNIST 5 , CNN SC 5
N 32768
Bit Scale 30
Outer Primes of Coefficient Modulus Size 60
Inner Primes of Coefficient Modulus Size 30
Levels 18
Bits Reserved for Integer Part 30 bits (60−30)
Bits Reserved for Decimal Part 0 bits (30−30)

Table 4.6: Configuration details for CNN 6 .

Results

As seen in Table 4.7, CNN 6 achieved an 87.58% test accuracy on the SC
dataset. The plaintext result on the test subset was 87%, and the encrypted
result was 87%. The average inference time for encrypted inference of
one sample was 154.54 seconds. The model used 22.7 GB RAM during
inference, indicating that the ciphertext sizes are big, which is a challenge for
keyword spotting models that preferably should have low memory footprint.

The confusion matrix, shown in Fig. 4.10, demonstrates that the accuracy
is lowest for the unknown class, and that the model also has trouble differenti-
ating between ”No” and ”Go”. The unknown class contains greater variation
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than the other classes, which might explain why the model performance is
weakest for this class.

Model CNN 6
Plaintext accuracy 87.58%
Plaintext subset acc 87%
FHE (subset) accuracy 87%
Average inference time 154.54 s
Memory requirements 22.7 GB

Table 4.7: Results of CNN 6 on the SC dataset

Figure 4.10: Confusion matrix for CNN 6

4.3.5 CKKS Models Summary

CNN 6 has a significant improvement of 7% compared to CNN SC 5. While
CNN 6 is still a simple CNN, it is notably more complex than CNN SC 5.
This complexity increases performance, but also requires a significant in-
crease in CKKS parameters, resulting in higher ciphertext sizes and a vastly
increased inference time and memory usage.
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One of the challenges is related to the available slots in each ciphertext
and the levels available: Linear layers are calculated homomorphically using
a matrix multiplication. A higher slot count of the ciphertext means that
each linear layer can be carried out using just one such multiplication.

With a more complex model with, for instance, a higher amount of
convolution kernels, this necessitates a higher N-value, which, while increas-
ing security, reduces computational efficiency and inflates the size of the
ciphertexts. Conversely, dividing up the computations limits the operations
that can be done in parallel, and each matrix multiplication accounts for a
significant portion of the total inference time.

Changing the architecture to a deeper model instead requires more levels,
potentially resulting in too low bit-level security. If the bit scale is set too
low to alleviate the reduction in security, this in turn affects performance.



4.4 Models using TFHE 81

4.4 Models using TFHE
The models presented in this section used the TFHE scheme for inference on
encrypted data. The models were trained using the same plaintext PyTorch
framework as the CKKS models from Section 4.3.5, and then compiled into
FHE equivalent models using Concrete ML’s support for model compilation.

4.4.1 Restrictions

All TFHE models were run using Zama’s Concrete ML library for privacy-
preserving machine learning, and is restricted to the layer types and function-
ality provided in that library. Concrete ML uses TFHE exclusively, and only
supports models that has a maximum bit width in the circuit of 16 bits. This
means that computed values during the model’s inference cannot exceed 16
bits, and the model inputs must therefore often be quantized to ensure that
this condition holds. Quantization is done using Brevitas [65], which is a
framework that supports quantization aware training (QAT).

Quantization

Brevitas provides quantization layers that can replace and be combined with
non-quantized PyTorch layers. A quantized layer will quantize its input to
the specified bit width. Both weights and activation values can be quantized,
and the bit width for each can be set separately.

In Concrete ML, there are custom weight and activation tensor types
that combine functionality from Brevitas to force quantization scales to be a
power of two. This is done to speed up homomorphic inference times.

4.4.2 Parameters

TFHE parameters are set automatically in Concrete ML, and ensures a
security of 128 bits. During compilation of a model into an FHE equivalent,
a variety of parameters can be set to influence performance of the model.
The parameters tweaked in this experiment is primarily the global p error ,
the p error and the rounding bit threshold.

The global p error is the accepted error margin of the entire circuit,
which allows the final output result to have some inaccuracies. This can
speed up computations at the cost of creating a discrepancy between plaintext
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and homomorphic computations. An alternative to the global p error is the
p error parameter: This denotes the accepted inaccuracy for each individual
table-lookup operation. Note that only global p error or p error can be set at
the same time, as they are incompatible with each other.

The rounding bit threshold is a parameter given to an optional rounding
operator, which reduces the bit width of intermediate tensors to n bits. The
value of n cannot exceed 8. Using the rounding operator and setting a lower
bit threshold can increase computation speed, and must be balanced with
an increasing loss of accuracy. A more recent addition also allows a flag to
be set to either ”APPROXIMATE” or ”EXACT” for this rounding operator,
where ”APPROXIMATE” will potentially speed up computations at the
expense of accuracy.

Finally, the quantization parameters that specifies the bit width of the
weight and activation tensors affect the maximum bit width in the circuit,
and thus whether the plaintext model can successfully be compiled into
an FHE equivalent model. Additionally, this also affects the speed and
accuracy of the resulting models: A model with a higher maximum bit width
will generally be more accurate but compute slower than a model of lower
maximum bit width.

4.4.3 Initial Benchmarking

Zama has a demonstration in Concrete ML of how to do encrypted inference
on the MNIST dataset using Brevitas for QAT. This model is tested locally on
MNIST, and the same model is adapted to 12 classes, retrained and run on the
SC dataset. The results provide a starting point for further experimentation
using Concrete ML and the TFHE scheme.

The demonstration is two years old, and the code was therefore updated
to be compatible with the current version of Concrete ML. At the time the
demonstration was written, Concrete ML limited the maximum bit width in
the circuit to 8 bits.

Architecture and Parameters

The QNN MNIST 4 layers are described in Table 4.8. Batch normalization
layers are used between the linear layers to keep a current estimate of mean
and variance for normalization during evaluation.
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The same model is used for the SC dataset, with the exception of the
final output size of the final layer being changed from 10 to 12. This version
of the model is named QNN SC 4 .

The model also uses pruning to reduce the size of the weights of the linear
layers. The purpose of pruning is to remove unimportant neurons, so that
the model retains predictive performance while being more computationally
cost effective.

Layer Details
Quantized Linear layer Input size: 784. Output size: 192.
Quantized Linear layer Input size: 192. Output size: 192.
Quantized Linear layer Input size: 192. Output size: 192.
Final Quantized Linear layer Input size: 192. Output size: 10.

Table 4.8: Model architecture of QNN MNIST 4

The parameters used for the models are described in Table 4.9. They
are compiled without the rounding threshold bit operator. QNN MNIST 4
has a maximum bit width of 6 bits, whereas QNN SC 4 has a maximum bit
width of 5. The discrepancy of 1 bit is likely due to differences in the two
datasets, as both the models and the parameters are otherwise identical.

Property Value

Models QNN MNIST 4 and QNN SC 4
Quantization Bits 2 bits
Rounding Threshold Bit Operator N/A
Global P Error None

Table 4.9: Parameters for QNN MNIST 4 and QNN SC 4

Results

The results of the models are summarized in Table 4.10. QNN MNIST 4
achieved a 93.53% plaintext test accuracy on the MNIST dataset, measured
over a test set of 10000 samples. A subset of 100 samples was used to meas-
ure encrypted inference. QNN MNIST 4 achieved a 92% plaintext accuracy
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on the test subset, and the encrypted result was also 92%. The average
inference time for encrypted inference of one sample was 9.5 seconds.

Model QNN MNIST 4 QNN SC 4
Dataset MNIST SC
Plaintext accuracy 93.53% 31.94%
Plaintext subset acc 92% 27%
FHE subset accuracy 92% 27%
Average inference time 9.5 s 2.67 s

Table 4.10: Quantized model on MNIST and SC

QNN SC 4 achieved a test accuracy of 31.94% on the SC dataset. The
plaintext result on the test subset was 27%, and the encrypted result was
also 27%. The average inference time for encrypted inference of one sample
was 2.67 seconds. The model used 2 GB RAM during inference.

QNN SC 4 appears unable to sufficiently capture the complexities in
the SC dataset, which is also apparent in the confusion matrix in Fig. 4.11.
The model struggles especially with the unknown class and the words ”No”,
”Go”, and ”Up”.

A discrepancy between the model’s accuracy on the MNIST and SC
dataset of over 60% indicates that a linear model of this type and config-
uration is badly suited for the SC dataset, and underlines the SC dataset’s
higher complexity as compared with MNIST.

4.4.4 Benchmarking: A more Recent MNIST model

In July 2024, Zama posted an updated overview of neural network models
using TFHE and their performance on MNIST. Together with this update,
they also provided a notebook that ran inference on MNIST using neural
networks and the more recently added rounding bit threshold operator. The
20-layer model PTQNN MNIST 20 was used to give a more updated picture
of Concrete ML models on MNIST. An adapted version, PTQNN SC 20 ,
was used to compare the model’s performance on the SC dataset.
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Figure 4.11: Confusion matrix of QNN SC 4

Architecture and Parameters

PTQNN MNIST 20 is a neural network consisting of 20 linear layers, with
ReLU activation and batch normalization between each linear layer. The
first layer in the model is a single convolutional layer with ReLU activation
and batch normalization. The layers are depicted in Table 4.11.

Layer Details

Convolutional layer
1 kernel. Kernel shape: 3x3. Stride: 1.
Padding: 1.

First Linear layer Input size: 676. Output size: 92.
ReLU activation
Batch Normalization

18 Linear Layers
Input size: 92. Output size: 92.
ReLU Activation
Batch Normalization.

Final Linear layer Input size: 92. Output size: 10.

Table 4.11: Model architecture of PTQNN MNIST 20
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PTQNN SC 20 is identical in implementation and architecture, with the
exception of 12 output classes in the final linear layer. PTQNN MNIST 20
is compiled with a maximum bit width in circuit of 17 bits. Note that this
maximum bit width is an estimate calculated on the basis of input data used
for model compilation. Since TFHE is currently limited to 16 bits maximum
bit width, the actual bit width is likely no more than 16 bits. PTQNN SC 20
is compiled with a maximum bit width of 15 bits.

PTQNN MNIST 20 and PTQNN SC 20 are trained in plaintext, and
quantization is applied after training. This approach is called Post-Training
Quantization (PTQ). The models are quantized during compilation to an
FHE-compatible model.

The parameters of the models are shown in Table 4.12.

Property Value

Models PTQNN MNIST 20 and PTQNN SC 20
Post Quantization Bits 6 bits
Rounding Threshold Bit Operator 6
Method ”APPROXIMATE”
P Error 0.1

Table 4.12: Parameters for QNN MNIST 4 and QNN SC 4

Results

The results of the models are summarized in Table 4.13. PTQNN MNIST 20
achieved a 98.1% plaintext test accuracy on the MNIST dataset, measured
over a test set of 10000 samples. A subset of 100 samples was used to
measure encrypted inference. PTQNN MNIST 20 achieved a 97% plaintext
accuracy on the test subset, and an encrypted result of 94%. The average
inference time for encrypted inference of one sample was 14.25 seconds.

PTQNN SC 20 achieved an 80.18% plaintext test accuracy on the SC
dataset. The plaintext result on the test subset was 80%. After compilation
and PTQ, the model achieved an accuracy of 65% for encrypted inference on
the test subset, with an average inference time per sample of 12.95 seconds.
The model used 2.68 GB during inference. The confusion matrix in Fig. 4.12
shows PTQNN SC 20 ’s plaintext performance, depicting a model with a
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strong performance, but struggling with the unknown class, and the words
”No”, ”Go” and ”Up”.

Model PTQNN MNIST 20 PTQNN SC 20
Dataset MNIST SC
Plaintext accuracy 98.1% 80.18%
Plaintext subset acc 97% 80%
FHE subset accuracy 94% 65%
Average inference time 14.25 s 12.95 s

Table 4.13: Post quantized model on MNIST and SC

Figure 4.12: Confusion matrix of TFHE NN SC 1

The results show a discrepancy in plaintext performance of 18% between
MNIST and SC, using the same model implementation and compilation
parameters. This is reminiscent of the discrepancy of 17% observed between
MNIST and SC performance for CKKS models, and is an indicator of the
difference in complexity between the two classification problems.

The additional drop of 15% accuracy between PTQNN SC 20 ’s plain-
text performance and its post-quantization performance shows the impact
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both quantization and the TFHE compilation parameters can have on accur-
acy.

To see how accuracy is impacted by the TFHE compilation parameters,
PTQNN SC 20 is compiled again with different compilation parameters.
While the PTQ remains the same, the p error is set to None and the round-
ing bit threshold operator method is set to ”EXACT”. The results are shown
in Table 4.14. With these changes, PTQNN SC 20 achieves an accuracy
of 72% for encrypted inference, with an average inference time of 146.7
seconds and a memory use of 7.7 GB. The accuracy drop before and after
PTQ is reduced from 15% to 8%. However, omitting the TFHE parameters
designed to speed up inference results in a vast increase of inference time.

Model PTQNN SC 20 PTQNN SC 20
exact

Plaintext accuracy 80.18% 80.18%
Plaintext subset acc 80% 80%
FHE subset accuracy 65% 72%
Average inference time 12.95 s 146.7 s
Memory requirements 2.68 GB 7.7 GB

Table 4.14: Comparison of PTQNN SC 20 and PTQNN SC 20 with exact
parameters

4.4.5 Improved Model

The improved TFHE model QuantCNN 9 uses Brevitas layers for QAT
in order to maintain as much accuracy as possible despite quantization. It
has a deeper, more traditional CNN architecture, inspired by typical CNN
classifiers such as the VGG models [83]. The model is relatively simple
compared to these, in an attempt to strike a balance between performance
and inference time. The model uses Average Pooling instead of Max Pooling
layers, as this is recommended to speed up computations in Concrete ML
documentation regarding CNNs on the CIFAR-10 dataset. The model is
compiled using a recent version of Concrete ML, with a bit width limitation
of 16 bits.
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Architecture and Parameters

QuantCNN 9 consists of the layers described in Table 4.15, and has a
maximum bit width of 14 bits.

Layer Details

Quantized Conv Layer
32 kernels. Kernel shape: 3x3. Stride: 1.
Padding: 1.

Quantized ReLU Activation
Average Pooling Kernel shape: 3x3. Stride: 3. Padding: 0.

Quantized Conv Layer
32 kernels. Kernel shape: 3x3. Stride: 1.
Padding: 1.

Quantized ReLU Activation

Quantized Conv Layer
64 kernels. Kernel shape: 3x3. Stride: 1.
Padding: 0.

Quantized ReLU Activation
Average Pooling Kernel shape: 3x3. Stride: 3. Padding: 0.
Final Quantized Linear layer Input size: 9216. Output size: 12

Table 4.15: Model architecture of QuantCNN 9

The parameters of QuantCNN 9 is shown in Table 4.16. The quantization
is done using Brevitas functionality that has been combined into a ”power
of two”-scaling data type for quantization in Concrete ML, which aims to
reduce inference time using TFHE.

Property Value

Models QuantCNN 9
Quantization Bits 5 bits
Rounding Threshold Bit Operator 6
Method ”APPROXIMATE”
Global P Error 0.1

Table 4.16: Parameters for QNN MNIST 4 and QNN SC 4
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Results

Table 4.17 summarizes the results for QuantCNN 9 . It achieved a plaintext
test accuracy of 89.55% on the SC dataset, and a plaintext accuracy of 91%
on the test subset. The compiled model achieved an accuracy of 89% on the
test subset with encrypted inference. The average encrypted inference time
per sample was 469.8 seconds and the model used 5.91 GB during inference.

The confusion matrix of QuantCNN 9 is shown in Fig. 4.13, where it
is apparent that the model follows the same pattern as previous models;
it struggles most with the unknown class and the similar words ”No” and
”Go”.

Model QuantCNN 9
Plaintext accuracy 89.55%
Plaintext subset acc 91%
FHE subset accuracy 89%
Average inference time 469.8 s
Memory requirements 5.91 GB

Table 4.17: Results of QuantCNN 9 on the SC dataset

4.4.6 TFHE Models Summary

The improved TFHE model achieves a significantly better accuracy than
the other TFHE models, but also has a much greater inference time. It is
compiled using parameters that allow for inaccuracies, which results in a
discrepancy of 2% between plaintext and encrypted performance on the test
subset. As the experimentation with different compilation parameters for
PTQNN SC 20 demonstrated, these inaccuracies do significantly affect in-
ference time and memory use. Notably, even allowing inaccuracies to speed
up computations, QuantCNN 9 still uses minutes on encrypted inference
per sample.

The framework provided by Concrete ML is flexible and supports models
of various configurations. The very fast models had varying success in
capturing the complexities of the SC dataset, with the most heavily quantized
model QNN SC 4 providing the poorest results. Conversely, inference time
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Figure 4.13: Confusion matrix of QuantCNN 9

appears to be a limitation for TFHE models when using deeper architectures
with convolutional and pooling layers.
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4.5 Model Comparisons

The CKKS and TFHE encryption schemes have different limitations, restric-
tions and strengths in implementing CNNs. In this section, an attempt is
made at making more direct comparisons between models using CKKS and
TFHE, with regards to accuracy, inference time and memory consumption.
Since both the CKKS and TFHE models are implemented using libraries
that ensure 128-bit security, the security level is not taken into account.

4.5.1 Challenges in Comparison

Specific restrictions based on both the inherent qualities in each scheme,
and on the libraries in implementing them, makes it difficult to make a fair
comparison of the two encryption schemes using the same machine learning
model.

A model using CKKS must, for instance, either use a simpler non-linear
activation function such as square activation or approximate ReLU with
a higher-degree polynomial. The accuracy of such an approximation is
restricted by the levels in a leveled scheme, and a larger polynomial modulus
degree to support more levels will in turn affect the inference time.

A TFHE model can, however, evaluate the ReLU function while boot-
strapping. Limiting such a model to a square activation function would be
counter-intuitive and not indicative of the performance of a TFHE model.
Thus, the choice of activation function would be ”unfair” for either the
CKKS or TFHE model, giving a wrongful impression of how the scheme
can be used in a CNN.

Another difference is the need for quantization. TFHE models need
to quantize values to control the maximum bit width in the circuit, while
CKKS models do not. Quantization, that might be detrimental to model
performance, is thus a necessity only for TFHE models.

The following comparisons are thus meant to highlight the impact of
the scheme-specific restrictions, and to give an intuition of the difference
in inference time and memory use when the accuracy is similar. This will
be done firstly by using simple linear regression models as a baseline, and
investigating the effect of quantization on a plaintext model that has also
been used with CKKS. Then, by looking at the results of the two improved
models of Section 4.3.5 and Section 4.4.6, which has a similar level of



4.5 Model Comparisons 93

accuracy.

4.5.2 Linear Regression Models

As a baseline comparison, a single layer model was implemented and tested
for both CKKS and TFHE on the SC dataset. A single linear layer in a model
is equivalent to a linear regression, and no activation function is used. Three
different models were tested: Linear 1, a linear regression model without
quantization used for CKKS, PTQLinear 1, the same model but compiled
for TFHE using PTQ, and QuantLinear 1, a linear regression model trained
with QAT and compiled for TFHE.

Linear 1

Linear 1 achieved a plaintext accuracy of 51.45% and 51% on test set
and test subset respectively. The CKKS scheme was used with N = 8192,
bits scale of 30 and coefficient modulus bit sizes of [60,30,60]. Encrypted
inference using CKKS gave an accuracy of 51% on the test subset, with an
average inference time of 0.71 seconds per sample and a memory usage of
1.3 GB.

PTQLinear 1

PTQLinear 1 is a post-training quantized version of Linear 1. It was quant-
ized to 6 bits during compilation to an TFHE-compatible model, resulting
in a maximum bit width of 14 bits. Both global p error, p error and round-
ing threshold bits were set to None. Encrypted inference using TFHE gave
an accuracy of 30% on the test subset, with an average inference time of
0.11 seconds per sample and a memory usage of 1.39 GB.

QuantLinear 1

QuantLinear 1 achieved a plaintext accuracy of 49.8% and 50% on the test
set and the test subset respectively. It was trained using a quantization of
6 bits. It was compiled into a TFHE-compatible model of maximum bit
width of 15 bits, with the rounding bit threshold operator set to 6 bits with
the ”APPROXIMATE” flag, and a global p error of 0.1. The accuracy for
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encrypted inference on the test subset was 36%, with an average inference
time of 16.4 seconds and a memory usage of 3.16 GB.

Removing the allowed error margins for the global p error, and setting
the rounding bit threshold flag to ”EXACT”, the same model achieved an
accuracy for encrypted inference of 48%, with an average inference time of
55.7 seconds and a memory usage of 6.1 GB.

Summary of Regression Models

The results from the linear regression models are summarized in Table 4.18.
The models show which impact the compilation parameters has for the
models using TFHE. Where the model using CKKS can aim to achieve
the same accuracy as the plaintext model, the TFHE models must balance
quantization, bit width constraints and inference time.

PTQLinear 1, which was quantized after training, had both a low accur-
acy and a low inference time. QuantLinear 1, which was trained using QAT,
had almost the same plaintext accuracy as the unquantized model. It also
had a higher potential to retain accuracy after compilation, but - depending
on the parameters - at a cost of increase in inference time.

Model Linear 1 PTQLinear 1 QuantLinear 1 QuantLinear 1
exact

Plaintext accuracy 51.45% 51.45% 49.8% 49.8%
Plaintext subset acc 51% 51% 50% 50%
FHE subset accuracy 51% 30% 36% 48%
Average inference
time

0.71 s 0.11 s 16.4 s 55.7 s

Memory requirements 1.3 GB 1.39 GB 3.16 GB 6.1 GB

Table 4.18: Comparison of linear regression models

4.5.3 Quantization of Improved CKKS Model

The CNN 6 model from Section 4.3.5 had a plaintext accuracy of 87.58% on
the SC dataset, and 87% on the test subset for both plaintext and encrypted
inference. To get an indication of the differences between this CKKS model
and a similar TFHE model, a corresponding quantized model was trained,
compiled and used for TFHE inference. This model, QuantCNN 6 , has the
same model architecture as CNN 6 , but is trained using QAT and uses the
ReLU activation function.
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Figure 4.14: Confusion matrix for QuantCNN 6

QuantCNN 6 was trained with a bit quantization of 5 bits using Brevitas
layers. It was compiled with a rounding bit threshold set to 6 bits, using the
”APPROXIMATE” flag. The global p error was set to 0.1. The maximum
bit width of the model was 14 bits.

Results

QuantCNN 6 achieved a plaintext test accuracy of 86.29% and 86% on the
test set and test subset respectively. Encrypted inference using TFHE gave
an accuracy of 84%, with an average inference time of 288.64 seconds and
a memory use of 4.91 GB. The confusion matrix for the model is shown in
Fig. 4.14.

Table 4.19 gives an overview of how QuantCNN 6 with TFHE compares
to CNN 6 with CKKS. Quantization seem to have only minimally reduced
the plaintext accuracy of QuantCNN 6 , but the compilation into a TFHE
model cost an additional 2% in accuracy. Even compiling with an allowance
for inaccuracies, the inference time was much higher than that of CNN 6
. Thus, QuantCNN 6 is both less accurate and slower than CNN 6 with
the same model architecture. However, with regards to memory usage,
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QuantCNN 6 required only a fraction of the memory of CNN 6 .

Model CNN 6 QuantCNN 6
Plaintext accuracy 87.58% 86.29%
Plaintext subset acc 87% 86%
FHE subset accuracy 87% 84%
Average inference time 154.5 s 288.64 s
Memory requirements 22.7 GB 4.9 GB

Table 4.19: Comparison of CNN 6 and QuantCNN 9

4.5.4 Comparison of Improved Models

CNN 6 has a plaintext test accuracy of 87.58%, while QuantCNN 9 had an
accuracy of 89.55%. The plaintext performances of the models are close,
with the TFHE model outperforming CNN 6 slightly by 2%. The results
from the two models are summarized in Table 4.20. Notably, the TFHE
model is approximately 5 minutes slower per inference, but needs only a
fourth of the memory.

The CKKS model retains its accuracy when doing encrypted inference,
while the TFHE model loses 2%. This loss of accuracy is due to the paramet-
ers set for the TFHE model when compiled into an FHE-compatible model.
As shown with QuantLinear 1 and PTQNN SC 20 from section 4.4.6, allow-
ing some inaccuracies greatly speeds up inference time for TFHE models.
Given QuantCNN 9 inference time of 470 seconds, switching to parameters
enforcing a more exact approach would likely result in a great increase in
inference time.

CNN 6 has a simpler architecture than QuantCNN 9 which likely con-
tributes to the large difference in inference time. Still, as seen with QuantCNN 6
, the difference in model complexity does not in itself account for the full
discrepancy in inference time.

Furthermore, even though CKKS is an approximate scheme, CNN 6
has no discrepancy between plaintext and encrypted inference. TFHE has
the potential to be exact, but the high inference time necessitates allowing
some inaccuracies to speed up computations, resulting in discrepancies for
QuantCNN 9 higher than its CKKS counterpart.
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The memory consumption of CNN 6 already exceeds what is typically
found on a personal laptop, while QuantCNN 9 could likely be run on most
computers. This makes QuantCNN 9 a more available model for private use
and experimentation, as there are no demanding hardware requirements to
run it.

Model CNN 6 QuantCNN 9
Plaintext accuracy 87.58% 89.55%
Plaintext subset acc 87% 91%
FHE subset accuracy 87% 89%
Average inference time 154.5 s 469.8 s
Memory requirements 22.7 GB 5.9 GB

Table 4.20: Comparison of CNN 6 and QuantCNN 9

4.5.5 Comparison Summary

Accuracy, Speed and Memory

Several CKKS and TFHE models have been compared with regards to accur-
acy, inference time and memory consumption. The picture that emerges is
that CKKS is generally faster than TFHE when applied in this machine learn-
ing setting. For the simplest models and those of equal complexity, CKKS
also had higher accuracy. However, the difference between a non-quantized
and quantized plaintext model was generally small when the quantized
models were trained with quantization aware training. The improved TFHE
model achieved the highest accuracy, and was also the most complex.

While CKKS models had none or negligible discrepancies between
plaintext and encrypted inference accuracy, the TFHE models lost additional
accuracy after compilation. This was true for both post-quantized and QAT
models. The accuracy loss was intentional; both to ensure that the TFHE-
compiled model met its bit width requirement through quantization, and
to achieve more practically feasible inference times through the allowance
of error margins. Pushing a TFHE model towards an exact result vastly
increased inference time.

The CKKS models had a much higher memory requirement, and the
memory requirement increased with model complexity. Even the improved
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TFHE model remained at a level where it could be run on an older personal
laptop.

Improving the accuracy came at a great cost to inference time for both
the TFHE and CKKS scheme, and for the latter also gave a significant rise
in required memory.

Other Considerations

The TFHE models were implemented using Concrete ML, which is to a
large degree compatible with the machine learning library PyTorch. TFHE
models could thus be easily designed, configured and trained in a plaintext
version using PyTorch and/or Brevitas. FHE-specific parameters were set
automatically. It was easy to implement models with an arbitrary number of
layers, since Concrete ML provides programmable bootstrapping.

The CKKS models were also initially PyTorch models, but exporting
learned parameters to the encrypted versions were done manually. FHE
parameters for CKKS had to be set specifically for each model architecture
to get the required levels, ciphertext sizes, and precision.

This difference is due to the libraries used. Zama provides state-of-the-
art TFHE implementations for machine learning in Concrete ML. They have
a high focus on compatibility with existing machine learning frameworks
and user accessibility. There is currently no CKKS equivalent to such a
library. This means that TFHE is, per now, easier to use in machine learn-
ing applications, especially for those without cryptographic expertise and
those more familiar with Python as the ”traditional” machine-learning and
data-science programming language. It also means, however, that some of
the CKKS models in this project might have a greater potential for optimiz-
ations in performance, as more of the code is self-written with a focus on
functionality, and parameter choices are set based on experimentation.



Chapter 5

Results and Discussions
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5.1 Overview

This thesis has sought to investigate whether FHE systems can be used
on a speech command recognition problem. As part of this investigation,
the practical applications of different FHE systems through representative
cryptographic libraries have been explored and their suitability for the speech
command recognition problem considered.

5.1.1 Two Main FHE Schemes

CKKS and TFHE was introduced as the two main FHE schemes in use
today, and consequently also the FHE systems used in the thesis experiment.
As with all practical use of current FHE systems, they have challenges with
high runtime and high memory usage. Both schemes have previously been
used with machine learning models, including deep learning models such as
convolutional neural networks. The inherent qualities of each scheme gives
them unique strengths and challenges in these applications.

CKKS is an approximate scheme using real numbers, where separate
values can be packed into the same ciphertexts and evaluated in parallel
for efficiency. Very large ciphertexts can, however, lead to a high memory
usage. It can evaluate polynomial expressions; any functions that cannot
be expressed as a polynomial, such as typical activation functions, must
be approximated. CKKS is often, also here, used with a leveled approach.
While this is faster, it also requires careful consideration of cryptographic
parameters to ensure that the scheme can handle the needed number of
multiplications.

TFHE uses its special programmable bootstrapping to both evaluate non-
polynomial univariate functions and reduce noise at the same time. While
bootstrapping is a costly procedure, it allows for an indefinite number of
multiplications. TFHE is also an exact scheme over the integers; this gives
the potential to exactly match a plaintext result, but also means floating point
values generally used in machine learning must be quantized.

5.1.2 Encrypted Inference

FHE systems can be used to achieve privacy-preserving machine learning,
either separately or in combination with other approaches. Often, the FHE
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systems are used to ensure a machine learning model does not read sensitive
data, but instead only processes data in its encrypted form. In this way, the
owner of the data retains full control, even when data is sent for processing by
a model. This means that FHE systems can be used for both encrypted train-
ing and inference, where the latter was the focus in the thesis experiments.
There is research on both the CKKS and TFHE schemes used for encrypted
inference in a variety of different machine learning models, demonstrating
that the schemes are applicable, but also highlighting challenges in runtime
and memory usage.

The speech command recognition problem is a machine learning prob-
lem where short commands are classified in accordance with a predefined
set of speech command classes. A dataset was released from Google in 2018
to facilitate development of speech command recognition models. The one
second utterances in the dataset can be processed into spectrograms where
the speech data is presented as an image, and thus the problem can be ap-
proached as an image recognition problem. This opened up the possibility to
use convolutional neural networks, a type of model that is suitable and often
preferred for image classification tasks. The use of such models together
with the CKKS and TFHE schemes has been explored in previous research,
providing some insight into how this can be implemented practically using
existing cryptographic libraries.

5.1.3 Cryptographic Libraries

CKKS have several comprehensive cryptographic libraries, both closed and
open-source, but none specifically designed for machine learning. A leading
and widely used library from Microsoft called SEAL was chosen for CKKS
implementations. SEAL is written in C++, which means it is challenging to
use with other machine learning frameworks where Python is the preferred
programming language. There are many Python wrappers for SEAL, where
TenSEAL in particular is a Python wrapper that also provides additional
functionality for machine learning, such as the tensor datatype from which
it is named.

TFHE has one state-of-the-art library called Concrete ML from Zama,
which is designed for machine learning and runs over the TFHE framework
Concrete from the same company. Concrete ML is a Python library and
is aimed at those without cryptographic expertise, and who also use other
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machine learning frameworks.
SEAL with TenSEAL and Concrete ML was used to implement the

models with CKKS and TFHE that was used in the experiment. They both
enforce a 128-bit security level. They also have some limitations, such that
the use of these libraries requires some additional considerations.

TenSEAL’s machine learning functionality is limited, which means that
additional functions had to be manually programmed and thus are not ne-
cessarily optimal in their implementations. Cryptographic parameters must
be set specifically for each machine learning model, and there is no way
to import or automatically transform a plaintext model from a common
framework into a model using CKKS. As TenSEAL runs over SEAL, it
adheres to SEAL’s restrictions on ciphertext size and its leveled approach.

Concrete ML sets cryptographic parameters automatically, and can com-
pile plaintext models directly into a TFHE counterpart. Most common
machine learning functionality is supported, such as traditional layers used
for deep learning models and different activation functions. The TFHE
implementation is, however, restricted in the number of bits it can handle
in its bootstrapping operation. This limitation on maximum bit width in a
cryptographic circuit often requires input to be quantized to a smaller bit
size, where quantization can affect the accuracy of the models. Compilation
parameters must be chosen carefully to strike a balance between runtime
optimizations and accuracy.

5.2 Findings from Experiment

A variety of different models have been tested on the speech commands
(SC) dataset. Both cryptographic libraries TenSEAL and Concrete ML have
presented models using the respective FHE schemes on the MNIST dataset
of handwritten digits. These models were applied to the SC dataset to give
an initial starting point, and to give some intuition on the difference in
complexity between the SC spectrograms and the MNIST digits.

A new set of models with more complex architectures was then tested
on the SC dataset. They were implemented with the goal of achieving
a better performance on the SC dataset, and showcase the performance
and limitations of models using CKKS and TFHE when the complexity
increases.
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Finally, some models were implemented and tested in an attempt to
conduct a fair comparison of the two schemes. This included linear models,
quantized and compiled TFHE versions of plaintext models that were also
the basis for CKKS models, and models with a comparable architecture.
The comparison was concluded by looking at the results of the two best
performing models for CKKS and TFHE.

5.2.1 Using FHE for Speech Command Recognition

The experiments show that inference on the SC dataset is more difficult
than that of MNIST. The accuracy of the MNIST models drop and the
resource use increases when the models are retrained on the SC dataset and
tested using encrypted inference. Regardless, it is apparent that even simple
MNIST models can achieve a decent accuracy, such as for the CKKS model,
with an accuracy of 80%. Even the linear models exceeded that of guessing,
which given the class distribution and number of classes would land at a
performance of roughly 8%.

Another takeaway is that increasing the complexity, and consequently
the performance, of the models came at a high cost in inference time and
memory usage. When the performance increased towards 90% accuracy, the
resource use was too high for the model to be feasibly applied to the speech
command recognition problem. This was true both for models designed for
CKKS and TFHE.

For a speech command recognition problem, the user experience depends
on the models’ ability to both quickly and accurately recognize a keyword.
Often, one would want to use such a model on an IoT device, requiring a
low footprint. It is demonstrably possible for those without cryptographic
expertise to do encrypted inference with CNNs on the SC dataset using
existing libraries for CKKS and TFHE, and to run such a model on consumer
hardware. However, accuracies below 90% with inference times of minutes
and memory consumption measured in several GBs, show that there is a
way to go before such an approach would be viable to use in practice.

5.2.2 Comparison of Models using CKKS and TFHE

The overall picture emerging from comparing the use of the CKKS and
TFHE schemes is that CKKS is faster. A simple CKKS model achieved an
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accuracy of 80% on the SC dataset in a few seconds. The more complex
CKKS model generally achieved higher accuracy with lower inference time
than equivalent TFHE counterparts. This speed advantage is likely in part
due to how the packing of CKKS ciphertexts enable parallel calculations. An-
other contributing factor is probably that the SEAL library provides a leveled
CKKS scheme; while this necessitates more careful parameter choices, it
also means that time consuming bootstrapping operations are avoided. A
drawback for all CKKS models was the high memory consumption, with the
most complex CKKS model requiring more memory than what is commonly
found on most laptops.

The models using TFHE were slower, and they also lost more accuracy in
the transition from plaintext to encrypted inference. This accuracy loss was
caused to some degree by the need for quantization, but also by optimizations
that introduced error margins to speed up computations. The TFHE models
only required a fraction of the memory needed for the CKKS models.

The model with the highest accuracy was a TFHE model with a deeper
architecture than the most complex CKKS model. This model took advant-
age of how TFHE uses programmable bootstrapping, and therefore is not
restricted by levels and corresponding parameter choices in model design.
The model was, however, several minutes slower per inference than the best
CKKS model.

While a fair comparison was attempted, the performance of the different
schemes also depends on the state of the cryptographic libraries used. Since
Concrete ML is a library specially designed for machine learning using
TFHE, one must assume that its implementation is also optimized for peak
machine learning performance. The lack of such a comprehensive and
specialized machine learning library for CKKS possibly means that the
results could be better given additional optimizations.

5.2.3 Availability and Compatibility

While accuracy, speed, and memory usage are the basis for the comparisons
of TFHE and CKKS, there are other factors that influence the practical
appliance of an FHE scheme to a machine learning problem. These factors
are closely linked to the state of the current cryptographic libraries.

Currently, the CKKS scheme is a less available and user-friendly altern-
ative for machine learning: It requires more cryptographic knowledge for
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setting parameters, it is less flexible with regards to supported functionality,
its leveled approach and the need to hard-code cryptographic parameters
manually for each different model. It also lacks compatibility with common
machine learning frameworks, making it less available for those seeking to
explore its use from a machine learning point of view or experiment with it
on existing projects.

For comparison, TFHE provides extensive machine learning functional-
ity and automatic setting of cryptographic parameters in Concrete ML. Here,
compatibility with both scikit-learn and PyTorch is also a focus area: A
PyTorch model can for instance, with few adjustments, be directly imported
and compiled into an equivalent model using TFHE. TFHE can therefore
easily be tested on projects using popular machine learning frameworks, and
can also be run on most consumer laptops.

The runtime of a single encrypted inference is the most obvious challenge
to overcome before either CKKS or TFHE is viable for practical use on the
SC dataset, and CKKS is currently faster. Yet this does not mean that the
runtime differences will be the most important factor in the years to come.
Technological advancements can evolve quickly, and there are research areas
that could revolutionize the runtime of FHE systems, for instance through
the development of specialized hardware. In such a case, could ease-of-use
and compatibility with popular machine learning frameworks come to play
the more important role when choosing a suitable FHE scheme?

A scheme that is easy to experiment with on consumer hardware, compat-
ible with other frameworks, and requires little prior cryptographic knowledge
could for many machine learning problems be more preferable than a scheme
which is faster. While these are areas where TFHE currently outperform
CKKS, it remains to be seen whether those differences would remain if
more mature machine-learning specific CKKS libraries were developed.

5.2.4 Future Work

The experiment approach has been to use CNNs for speech command recog-
nition. This approach was chosen due to its straightforwardness, and because
there is previous research on CNNs that use either CKKS or TFHE for en-
crypted inference. The experiment focused on the FHE schemes and sought
to take advantage of existing research, demonstrations and implemented
functionality.
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There are other ways to tackle this classification problem, either using
different types of models or CNNs in combination with other techniques;
this can result in both a lower footprint and higher accuracy. Thus, there is
unexplored potential in addressing the problem primarily from a machine
learning perspective. Could refining the approach with an aim to reduce
footprint, increase accuracy and limit the number of large multiplications
result in a model that both performs better and potentially is also better
suited for use with homomorphic encryption?

An additional area worth exploring would be to combine such a refined
model with an implementation of an FHE scheme specifically optimized
for the model in question, and where cryptographic parameters and model
architecture were meticulously tuned to each other.

5.2.5 Concluding Remarks

CKKS is currently the most suitable scheme for achieving a feasible runtime
on the SC dataset. This does not mean that CKKS necessarily is the most
promising scheme going forward, as memory use, availability and compat-
ibility might come to play a more important role. Regardless, both models
using CKKS and TFHE were too slow and required too much memory to be
a practically feasible approach for speech command recognition.

Speech command recognition is a small part of achieving encrypted
inference on speech data. It deals with keywords that might activate a
microphone, but not the speech data that is subsequently captured. In the
long term, encrypted inference would ideally be available for all kinds of
speech data sent for remote processing, not only smaller keywords that
also potentially could be processed on a local device. While an image
classification approach on spectrograms might not be directly related to all
other kinds of speech recognition, the results still implies that there is a long
way to go before data such as live speech can be processed using FHE.

Still, the experiment demonstrates that FHE schemes and their imple-
mentations are available for experimentation those without cryptographic
expertise, using consumer hardware and open source libraries. While the
current state of FHE and its cryptographic libraries impose a series of lim-
itations and might not be feasible for very complex problems or problems
requiring quick inference times, FHE might still be a viable approach for
other kinds of machine learning problems. It is thus an alternative for de-
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velopers and data scientists interested in privacy preserving machine learning
to test FHE as a way of securing user data during model processing.
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