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Abstract

Distributed machine learning enables multiple participants to jointly train a shared
model without revealing their training data. While this keeps the training data
private, updates to the shared model can still expose sensitive information.

Differential privacy (DP) is often used to mitigate this type of data leakage, but
it remains unclear how well it protects against modern gradient inversion attacks.
Decentralized learning can also use different communication and training methods,
such as gossip-based model averaging or sequential training in a logical ring, and
these choices can affect privacy.

This thesis examines gradient leakage in decentralized learning with DP. It fo-
cuses on gossip-based averaging with local noise and sequential training that uses
token passing in a logical ring. By applying gradient reconstruction attacks, we eval-
uate how privacy budgets, communication patterns, and node participation affect
both privacy leakage and model accuracy. The results show how decentralization,
noise, and network structure influence resistance to reconstruction attacks.
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Chapter 1

Introduction

1.1 Motivation

Machine learning systems often train on sensitive user data. Distributed and decen-
tralized learning frameworks help protect privacy by keeping training data on local
devices instead of storing it centrally. Still, recent studies show that gradients and
model updates shared during training can reveal private information, even if the
data stays on the device. Because of this risk, many distributed learning systems
now use DP [1] as a defense.

Gradient-based reconstruction attacks have advanced quickly. The initial Deep
Leakage from Gradients (DLG) attack in [2| was followed by attacks on images,
text, tabular data, and graph-structured inputs [3-7], which can recover individual
training samples from shared model updates. While DP provides formal worst-
case guarantees, how well it defends against these attacks under realistic training
conditions has not been thoroughly measured.

Most studies on gradient leakage and DP assume centralized training, in which an
attacker can observe the exact model updates made by a client. Fully decentralized
learning differs because communication depends on the network structure. Updates
can be modified locally and mixed with others, and an attacker sees only the updates
it receives within the network. These differences may affect both privacy risk and
the effectiveness of DP.

This thesis examines two decentralized training protocols that change which up-
dates an attacker can observe. The first is gossip-based averaging with local noise,
in which peers repeatedly mix noisy updates. This approach can enhance privacy
depending on the network topology and the distance between nodes, even if an at-
tacker observes only a subset of updates. The second is sequential token passing
on a logical ring, where updates are revealed only to nodes the token encounters,
making privacy dependent on update scheduling. Both methods alter the visibility
and frequency of model updates that depend on individual training data, thereby
influencing the risk of reconstruction attacks and the trade-off between privacy and
accuracy. We also include a centralized training baseline for comparison with de-
centralized training under DP.

Empirical evidence on how decentralized design choices affect the risk of recon-
struction attacks in differentially private training remains limited. Such an un-
derstanding is necessary before deploying these systems in sensitive areas such as
healthcare or finance.



1.2 Objective

This thesis evaluates DP noise as a defense against gradient inversion attacks in
decentralized machine learning. It studies how privacy-preserving training affects
both reconstruction risk and model accuracy.

The evaluation covers DLG, Tabular Data Leakage (TabLeak), Graph Recon-
struction Algorithm for Inversion of Gradients (GRAIN), Graph Leakage from Gra-
dients (GLG), and Graph Deep Leakage from Gradients (GraphDLG) on tabular
and graph-structured data. It compares these attacks across centralized and decen-
tralized training to examine how topology changes the information available to an
adversary.

The thesis also examines how reconstruction risk varies across different train-
ing and data representations. This includes the amount of privacy noise, batch
size, number of training epochs, feature encoding, and the degree to which nodes
participate in training.

This thesis focuses on the empirical evaluation of existing attacks and training
methods in realistic scenarios. It does not introduce new attacks or new privacy
techniques.

1.3 Thesis Organization

e Chapter 2: introduces neural network architectures, distributed learning set-
tings, and DP variants used throughout the thesis.

e Chapter 3: covers the two decentralized training protocols and five gradient-
reconstruction attacks (DLG, TabLeak, GRAIN, GLG, and GraphDLG).

e Chapter 4: describes the experimental setup, including datasets, model ar-
chitectures, training topologies, privacy mechanisms, and the threat model.

e Chapter 5: presents the experimental results and findings.
e Chapter 6: provides a discussion of the results.

e Chapter 7: provides the conclusion.



Chapter 2

Background

This chapter introduces fundamental concepts in neural networks, federated learning
(FL), and DP, which are relevant to this thesis.

2.1 Neural Network Basics

In supervised learning, the goal is to learn a function fy : X — ), where 6 denotes
the model parameters (also called weights), X denotes the space of input values, and
Y denotes the space of output values. A pair (z;,y;) is called a training example,
and the training set used to learn the model is

D = {(z:, )}

In practice, the available data is split into disjoint subsets: the training set D is used
to learn the model parameters, a separate validation set is used for model selection
and hyperparameter tuning, and a test set is used to evaluate the final performance
on unseen data.

We want to choose parameters 6 so that the loss function is minimized:

|D|
0=a rgmm D] 2 Z fe x;), yl

where £(-,-) is a loss function measuring the discrepancy between predictions and
labels.

The process of finding 6 is called training, and the optimization algorithm is
called gradient descent. The idea is to iteratively update the model parameters in
the direction of the steepest decrease of the loss function until we reach a (local)
minimum. Gradient descent consists of two main steps:

e Compute the gradients of the loss with respect to the parameters, Vyf. The
procedure for computing this gradient is called the backpropagation algorithm.

e Update the parameters according to
0=0—n-Vy,

where 7 is the learning rate or the step size of each update.



Once the training process is completed, the learned parameters 6 are fixed. The
model can then be used to make a prediction for a new, unseen input x € X by
computing

= fy(@).
This step is called inference or prediction. The quality of the model is determined

by how well these predictions generalize to data that was not part of the training
set [8].

2.2 Model Architectures

This section describes the model architectures used in the experiments.

2.2.1 Logistic Regression

Logistic regression is a supervised machine learning algorithm for binary classifi-
cation, with input space X = R?Y, where d denotes the number of input features.
Given an input vector x € X and a binary label y € {0, 1}, the model estimates the
conditional probability of y by applying the logistic sigmoid to a linear combination
of the input features.

Formally, the model is defined as

Prly = 1] ] = sig(67a),

where § € R? is the parameter vector, and sig(+) is the sigmoid function

, 1
sig(z) = e
The model parameters 6 are optimized by minimizing the negative log-likelihood
over the dataset D. Using the logistic loss, the empirical objective over D is defined
as
Fp(8) = D Z [y logsig(0'z) + (1 — y)log(1 — sig(HTx))],
(z,y)€D

where y € {0, 1} denotes the binary label.

2.2.2 Neural Network

Neural networks are a class of supervised machine learning models designed to ap-
proximate complex, nonlinear mappings between inputs and outputs.

A neuron receives an input vector x € R%, computes a weighted linear combina-
tion of these inputs, and applies a nonlinear activation function. Formally, a single
neuron is defined as

h=a(w'z+D),

where w € R? is the weight vector, b € R is the bias term, and a(-) denotes the
activation function. A common choice for an activation function is ReLU, defined
as

x, ifx >0,

ReLU(z) = {

0, otherwise.

4



The activation function introduces nonlinearity, which allows the model to learn
nonlinear relationships between inputs and outputs.

A neural network is formed by stacking many such neurons into layers. Within a
layer, the weight vectors of the individual neurons form the rows of a weight matrix
W®, and the activation a(-) is applied componentwise. A feedforward network
in which every layer is fully connected is called a fully connected neural network
(FC NN), or equivalently an multilayer perceptron (MLP). In an FC NN consisting
of L layers, each layer applies a transformation to the output of the previous one as
follows:

MV =a(Whz + 1),
L2 — 4 (W(Q)h(l) + b(2)) :

fo(@) = a (WORED 4y

where 0 = {W® W@ p®)  p)1 denotes the collection of all network pa-
rameters.

If every element in one layer connects to every element in the next, the network is
fully connected, as shown in Figure 2.1. The layers between the input and output are
called hidden layers, and increasing their number or width enables the network to
represent increasingly complex functions. Networks with one hidden layer are called
shallow neural networks, while networks with multiple hidden layers are called deep
neural networks.

Input layer Hidden layer ~ Output layer

Zo

Z1

.CU2/

IZZg/

Figure 2.1: A shallow fully connected neural network.

Training the network consists of minimizing an empirical risk function, such as
the cross-entropy loss, which is commonly used for classification tasks. For binary
classification with labels y € {0, 1}, the cross-entropy loss for a single sample is

U(fo(x),y) = — (ylog fo(x) + (1 —y) log(1 — fo(x))),

where fy(x) is the network’s predicted probability for class 1.

Optimizing 6 is typically done using stochastic gradient descent (SGD), a variant
of gradient descent introduced earlier. Instead of computing the gradient over the
entire dataset, SGD estimates the gradient using a small minibatch B of size B. A
batch is a subset of training examples drawn from the training set that the model
processes in one update. One complete pass through the entire training dataset,
typically processed in several batches, is called an epoch.



The parameter update becomes

6:9—77-’—113’ Z Vol(fo(x),y).

(z,y)eB

2.2.3 Convolutional Neural Network

Convolutional neural networks (CNNs) are a type of neural network designed for
data with a grid-like structure, such as images. An image can be represented as a
two-dimensional grid of values. A convolutional layer applies a small kernel to each
local region of the image, and the same kernel weights are reused at every spatial
position. This allows the network to detect the same pattern across the entire input
while using far fewer parameters than a fully connected layer.

For illustration, consider a 3 x 3 kernel with weights W,,,, and a bias b. The
output at position (7, j) is computed as

3 3
hij =a (b + Z Z Winn Ii+m—2,j+n—2) )
m=1 n=1
where a(-) is the activation function.

Only the local 3 x 3 region around (i, j) contributes to h;;. Stride controls how
far the kernel moves between positions, and padding can be added to adjust the
spatial size of the output.

Stacking multiple convolutional layers increases the region of the original image
that influences each h;;, known as the receptive field. Deeper layers can therefore
combine simple local patterns into more abstract features. In many architectures,
the final convolutional feature maps are flattened and passed to one or more fully
connected layers, which perform the final classification or regression task.

2.2.4 Residual Network

Residual networks (ResNets) [9] are deep neural networks designed to facilitate the
training of very deep models. When a network becomes very deep, optimization
becomes difficult. The gradients can become very small, and the model may stop
improving even when more layers are added. This problem is often referred to as
the vanishing gradient problem.

ResNet solves this by introducing residual connections. Instead of each layer
learning a full transformation of the input, it learns only a small change, called a
residual. Formally, a residual block takes an input x and computes

h = a(R(x) +x>,

where R(z) is the output of a few stacked layers and z is added directly to this
output. The shortcut from the input x to the output is called a skip connection.
This allows the network to pass information forward without forcing every layer
to transform it. As a result, very deep networks can be trained without losing
important gradient information.

By stacking many residual blocks, ResNet models can become very deep while
remaining stable during training. This is why ResNet is widely used in image clas-
sification tasks and often serves as a backbone in many modern computer vision
architectures.



2.2.5 Graph Neural Networks

Graph neural networks (GNNs) are a class of neural network models designed for
data that is naturally represented as graphs. In contrast to CNNs, which typically
assume that input samples are independent, GNNs explicitly model dependencies
between entities by exploiting the relational structure encoded in a graph.

Depending on the formulation, GNNs may be trained on a fixed, fully observed
graph or on collections of graphs to generalize to unseen graphs. Most modern
GNNs can be interpreted as message-passing architectures, where nodes iteratively
exchange and aggregate information with their neighbors.

Graph Representation

Let G = (V,€) denote an undirected graph, where V = {vy,...,v,} is the set of
nodes and &€ C V x V is the set of edges. Here, n = |V| denotes the number of nodes
in the graph. Two nodes are said to be neighbors if an edge connects them, and the
neighborhood of a node v; is denoted by N (v;).

Each node v; is associated with a feature vector x; € R?, where d is the dimen-
sionality of the node features.

Stacking all node features yields the feature matriz X € R™*?. The structure of
the graph is encoded by an adjacency matriz A € {0,1}"*™ defined as

A = {1, if (v;,v) € €,

0, otherwise.

Intuitively, X describes the attributes of the nodes, while A encodes which pairs of
nodes are connected. Together, X and A fully specify the input to a GNN.

A GNN processes the pair (X, A) through a sequence of L layers. At each layer,
node representations are updated by applying a trainable graph layer to the current
node representations and the adjacency matrix:

HY =Xx, — H"Y =GNN(@V; HO A).

Here, H® denotes the node representations at depth [. The parameter 6% denotes
the parameters of layer [, and GNN(-) is used as a generic notation for a graph
neural network layer.

Initially, each node representation contains only local information. As the num-
ber of layers increases, node embeddings progressively incorporate information from
larger neighborhoods in the graph. As a result, the final node embeddings encode
both node features and structural context.



Tasks

Node-level tasks. In node-level tasks, the objective is to predict a label or a set
of values for each node in the graph. The output of the final layer is used directly
for node classification or regression.

Graph-level tasks. In graph-level tasks, the goal is to predict a label or value
for an entire graph. This is achieved by aggregating the final node representations
H®) into a fixed-size graph representation Hg via a permutation-invariant readout,
which is then passed to an output head.

......................................................

Node-level task E E Graph-level task

GNN layers e H E GNN layers % '
UP ) ) ()

Input graph (X, A) One prediction per node ' H Input graph (X, A) One prediction for the graph
' '

Figure 2.2: Node-level and graph-level GNN tasks. Both apply L GNN layers to
the input graph (X, A) to obtain layer-L node embeddings H®). Node-level tasks
output one prediction y; per node. Graph-level tasks, such as in GraphDLG, pool
H®) into a single graph embedding Hg via a permutation-invariant readout, which
is then mapped to a graph-level prediction 7.

Graph Convolutional Networks

Graph convolutional networks (GCNs) are a specific class of GNNs that update
node representations by applying a convolution-like operation over the graph [10].
The key idea is to combine node features with those of neighboring nodes using a
normalized adjacency matrix.

To ensure that each node contributes its own features during aggregation, self-
loops are added to the graph. This yields the augmented adjacency matrix:

A=A+1,
where I, is the n x n identity matrix. The corresponding diagonal degree matrix D
has entries
Du=Y A,
J
A single GCN layer is then defined as

HHD — (D_I/QAD‘WH(”W(”) ’

where W® is a learnable weight matrix, and a(-) is the activation function.



Graph Attention Networks

Graph attention networks (GATSs) extend the GNN framework by allowing nodes
to assign different importance to their neighbors during aggregation [11|. Instead
of relying on a fixed normalization determined by the graph structure, GATs learn
attention coefficients that govern how information flows between connected nodes.

At each layer, node features are first linearly transformed:

BEZ) _ W(l)hgl)’

where hl(l) denotes the representation of node v; at layer I, and W® is a learnable
weight matrix shared across all nodes.

For each node v; and its neighbor v; € N (v;), including v; itself, an unnormalized
attention score is computed as

e} = (h".A)).

where ¢(-,-) is a learnable attention mechanism, typically implemented as a small
feedforward neural network followed by a nonlinear activation.
The attention scores are normalized over the neighborhood of node v; using the

softmax function:
0 B xp (e%
al] = (SOftmaX <{€Zk }kEN('Uz)>> . = (l) :
! Zke./\/’(vi) exXp (%)

The updated node representation is computed as a weighted sum of transformed
neighbor features:

(+1) _ (OFR0)
hi ™" =a Z ;i h;
JEN (v;)

In practice, models often use multiple attention heads and combine their outputs
by concatenation or averaging.



2.3 Encoding

The input vector x consists of a set of features, which may be continuous or cat-
egorical. For instance, a housing dataset may include continuous features such as
floor area and construction year, and categorical features such as building type or
location.

Continuous features take numerical values, while categorical features represent
distinct groups without any inherent numerical order. Because neural networks
require numerical inputs, categorical features must be encoded as numerical values.

The choice of encoding method influences both the size of the input space and
how the model interprets categorical information. As will be shown in Section 5.2,
the encoding strategy also affects the reconstruction accuracy of gradient inversion
attacks. Here, we describe the encoding methods considered in this work.

Bag-of-words encoding: For text-derived inputs with a fixed vocabulary of size
V, each sample is represented as a vector in RV whose entries correspond to word
occurrence counts. This representation ignores word order and yields a sparse, high-
dimensional input vector.

One-hot encoding: A categorical feature with K distinct categories is repre-
sented as a binary vector of length K with exactly one entry equal to 1 and all
others equal to 0. This representation assigns a distinct coordinate to each cate-
gory, but increases dimensionality linearly with the number of categories.

Binary encoding: FEach category is first assigned an integer index and then rep-
resented using its binary expansion. This reduces the dimensionality of the encoded
vector from K (under one-hot encoding) to [log, K'|. However, it introduces an
artificial ordinal structure through the binary representation. We also consider a
randomized variant in which categories are assigned random binary codes, removing
the ordinal structure while preserving logarithmic dimensionality.

Hash encoding: Hash encoding maps categories into a fixed number of dimen-
sions using a hash function. In our implementation, we use FeatureHasher from
scikit-learn [12], which employs the signed 32-bit MurmurHash3 variant. The result-
ing representation has constant width regardless of the number of unique categories.
Since multiple categories may map to the same hash bucket, collisions can occur,
making distinct categories indistinguishable in the encoded representation.
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2.3.1 Encoding Example

To illustrate the different encoding methods, consider a categorical feature:

z € {Red, Green, Blue}.

One-hot encoding. Table 2.1 shows the one-hot representation. Each category
is assigned its own coordinate, so the vector must have one entry for every possible
category. As a result, the representation length grows directly with the number of
categories.

Category by by b3

Red 1 0 0
Green 0 1 O
Blue 0 0 1

Table 2.1: One-hot encoding.

Binary encoding. In binary encoding, each category is first assigned an integer
index and then represented using its binary form. The resulting codes therefore fol-
low the chosen index order. For example, if Red is assigned index 0, it is represented
as [0, 0], as shown in Table 2.2. Green and Blue receive the subsequent binary codes
according to their assigned indices.

Category by by

Red 0 O
Green 0 1
Blue 1 0

Table 2.2: Binary encoding.

In random binary encoding, the representation length remains the same, but
the binary codes are assigned arbitrarily rather than following the index order.
This removes the fixed ordinal structure introduced by standard binary encoding.
Table 2.3 shows one possible random assignment of codes.

Category by b

Red 1 1
Green 0 1
Blue 1 0

Table 2.3: Random binary encoding.
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Hash encoding. Table 2.4 shows an example of hash encoding produced by the
FeatureHasher implementation used in our experiments, rather than by a manually
chosen mapping. To illustrate a collision, we use a hash width of 2 in this example.
With a larger width, such as 3, the values Red, Green, and Blue would map to
different positions, so no collision would occur. More generally, smaller hash widths
make collisions more likely, whereas larger widths reduce the collision rate at the
cost of higher dimensionality.

Category hy he

Red 0 1
Green 0 1
Blue 1 0

Table 2.4: Hash encoding. Red and Green collide in this example.

Bag-of-words. Unlike the categorical encodings above, which assign a vector to
one categorical feature value, bag-of-words (BoW) assigns a vector to a complete
sample by counting how often each vocabulary word appears. This is why it is
commonly used for text data, where each sample consists of multiple words rather
than a single category. Table 2.5 shows example BoW representations for samples
containing the words “Red”, “Green”, and “Blue”.

Sample Red Green Blue
Red, Blue, Red 2 0 1
Green, Blue 0 1 1
Blue, Blue 0 0 2

Table 2.5: BoW encoding.
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2.4 Distributed Machine Learning

In a traditional centralized setup, all training data is collected and stored on a sin-
gle machine or within a single data center. Training large models in this setting is
demanding, as a single machine must handle both data storage and computation.
Distributed training addresses this limitation by spreading computation across mul-
tiple devices or machines, allowing them to collaborate on a shared learning task.

2.4.1 Federated Learning

FL is a distributed learning approach in which training data remains on users’
devices [13]. Instead of sending raw data to a central location, each device trains
locally on its own dataset and communicates only model updates to a central server.

We consider a fixed set of clients V with |V| = n. Each client v € V holds a
local dataset D,. In each training round ¢, the server selects a subset of clients
S® C V and sends them the current global model parameters GS). Each selected
client trains the model using its local data and returns an update. The server
aggregates these updates to produce a new global model. This procedure is repeated
until convergence.

The goal of FL is to learn model parameters 6 that minimize the average objective
across all clients:

0 = argmin F(0), F(0) = %Z F,(6).

0 veY

Here, F,(6) denotes the local objective of client v. For a local dataset D,, this
objective is defined as

FO) =7 2. Hhal@)y).

(x,y)E€Dy

where /(-,-) denotes the loss function and fy(x) is the model prediction for input z.
When a client update is computed on a minibatch B, C D,, we write

> folx),y).

(z,y)€By

Fv(‘g; Bv) =

B,

Thus, VF,(0; B,) is the minibatch gradient used in the implementation. Throughout
this thesis, F' and F, denote objective functions, while f, denotes the predictive
model.

Two well-known training strategies for FL are Federated SGD (FedSGD) and
Federated Averaging (FedAvg).
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FedSGD

FedSGD extends SGD to the federated setting. Each selected client v € S® com-
putes the gradient of its local objective using the current global parameters:

VF, (6).

The server then forms a weighted average of the client gradients and updates the
global model:

gD — gl _p Z D, VE, (69).

g g 5 |Dsw|
where
|D8(t)| = Z |Dv|
veS®)

This update is equivalent to computing a gradient using the combined data of all
participating clients, but without transferring any individual data sample. A limita-
tion of FedSGD is that communication is required after every gradient computation,
which can become expensive when many training rounds are needed.

FedAvg

FedAvg reduces communication overhead by allowing clients to perform multiple
local updates before communicating with the server. At the beginning of round ¢,
each selected client receives the current global parameters GS) and performs several
steps of SGD on its local dataset. This produces updated local parameters oY) for
each client v € S®.

After completing its local training, each client sends its updated parameters back
to the server. The server then computes the new global model by averaging the client
models, weighted by the number of samples held by each client:

D
eét—&-l) _ Z ‘1|);t|) ‘ 91(}t+1)'
veS®)
By allowing clients to perform multiple local updates between communication rounds,
FedAvg often achieves good performance with fewer communication exchanges. This
is useful in federated systems where communication is a major bottleneck and client
data distributions are often heterogeneous.
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2.4.2 Decentralized Learning

Decentralized learning removes the need for a central server. As illustrated in Fig-
ure 2.3, clients communicate directly with one another according to a predefined
communication graph. Each client maintains its own local model and dataset.
Learning proceeds through repeated local training and communication with neigh-
boring clients.

We consider a fixed set of n clients V = {vy,...,v,} connected by an undirected
communication graph G = (V, ). Each node v € V represents one client and holds
its own local dataset and model. Each edge in £ indicates that two clients can
exchange model information. During each training round ¢, client v updates its
local model 6. using its own local data and then exchanges model information with
its neighbors in G.

The objective in decentralized learning is the same as in FL. All clients aim to
converge to a shared model that minimizes:

F(f) = % > F(0).

veY

The key difference is that no central server coordinates the aggregation process.
Instead, agreement between clients emerges through repeated local communication
steps.

This design avoids a single central aggregation point. Communication is dis-
tributed across the network rather than concentrated on one machine. However,
decentralized learning often converges more slowly than centralized FL, since infor-
mation must propagate through the network gradually.

Many decentralized learning algorithms build on gossip algorithms and decentral-
ized optimization. Although specific update rules vary across methods, the general
pattern is the same. Clients perform local training and periodically exchange model
information with their neighbors, gradually driving the system toward consensus.
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Figure 2.3: Federated and decentralized learning architectures. In FL, clients train
locally on private datasets D, and communicate with a central server, which main-
tains and updates the global model Hg). In decentralized learning, no central server
is used. Instead, each client maintains a local model 0 and exchanges model in-
formation directly with neighboring clients according to a communication graph.

Thus, both paradigms keep data local, but they differ in how model coordination
and aggregation are performed.
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2.5 Differential Privacy

Suppose we have a dataset containing sensitive information about individuals, such
as medical records. When we analyze this data, we want the results to reveal patterns
about the population without revealing whether any specific person was included.
DP provides exactly this kind of guarantee. The output of a randomized algorithm
should look nearly the same whether or not any one person’s data is present in the
dataset [1].

Formally, let D be a dataset and let M be a randomized algorithm, called a
mechanism, taking D as input. Two datasets D and D’ are said to be neighboring,
written D ~ D', if they differ in the unit of data protected by the privacy definition.
The unit can be a single record, or a larger unit such as all data belonging to one
user or node. The choice of neighboring relation determines what kind of change
the privacy guarantee protects against.

Definition 2.5.1 (Differential privacy). A mechanism M guarantees (¢,0)-DP if
for any two neighboring datasets D and D', and for any S C Range(M),

Pr[M(D) € §] < ¢ - Pr[M(D') € 8] + 4,
where Range(M) is the set of all possible outcomes of mechanism M.

The parameter ¢ is called the privacy budget. Smaller values of € offer stronger
protection, but typically reduce the accuracy of the released data. The parameter
0 represents the probability of a worst-case privacy failure. When § = 0, we obtain
pure e-DP. In practice, § is set to a negligible value, typically 6 < 1/|D|.

Classical DP assumes a centralized curator with access to the raw data before any
noise is applied. Local differential privacy (LDP) and network differential privacy
(NDP) relax this trust assumption, extending privacy guarantees to settings where
no such curator exists.

2.5.1 Local Differential Privacy

In several real-world settings, for example, when gathering data from phones or
online services, users may be unwilling to trust a single organization with their un-
processed data. LDP avoids this problem by requiring each user to add randomness
to their own data before transmitting it. This was first formalized in [14].

Definition 2.5.2 (Local differential privacy). A mechanism M guarantees e-local
DP if for any input x and x’, and for any S C Range(M),

PrM(z) € S] .
PriM(z) es] =

where Range(M) is the set of all possible outcomes of mechanism M.

Here, each user independently applies M to their own data. This provides
strong privacy guarantees but often introduces large amounts of noise because the
protection must be applied before any aggregation occurs. This motivates models
that use additional structure, such as a communication graph, to achieve stronger
privacy.
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2.5.2 Network Differential Privacy

NDP [15] is a relaxation of LDP designed for decentralized protocols. Instead of
assuming that users send data directly to a central server, NDP is tailored to a
system in which users exchange messages over a communication network.

Let V = {v1,...,v,} be a set of users connected by a graph G = (V, &), where
an edge (u,v) means user u can send messages to user v. A decentralized protocol
produces a transcript consisting of all messages:

M(D) = {(u,m,v) : user u sent message m to user v}.

Unlike for LDP, here we exploit that users do not observe the full transcript. Each
user u only sees the messages they send or receive. We denote this local view by

O, (M(D)) = {(v,m,v') € M(D) : v =wor v' = u}.

For node level privacy, neighboring datasets are indexed by the node whose data
may change. Writing D = {D, },cy, two global datasets are neighboring with respect
to node u, written D ~,, D', if D, = D) for all v # u, while D,, and D!, may differ.
This means that the protected unit is the local dataset of one node.

Definition 2.5.3 (Network differential privacy). A mechanism M satisfies (g,0)-
NDP if, for all distinct users u,v € V, all neighboring datasets D ~,, D', and every
S C Range(0,(M)),

Pr[O0,(M(D)) € 8] < & Pr[O,(M(D')) € 8] + 6.

NDP sits between central DP and LDP. Users do not reveal their data directly,
but the communication structure itself helps amplify privacy. This is particularly
relevant in decentralized or peer-to-peer learning systems.

2.5.3 Reényi Differential Privacy

Rényi differential privacy (RDP) [16] is a relaxation of the (g,d)-DP definition that
measures privacy loss in terms of Rényi divergence. RDP is particularly useful
because it simplifies privacy accounting, especially for many sequential operations,
and often yields tighter bounds.

Definition 2.5.4 (Rényi differential privacy). An algorithm M satisfies (o, €)-RDP
for a > 1 and € > 0 if for all pairs of neighboring datasets D ~ D',

Do (M(D) | M(D)) <,

where for two distributions P and Q, D,(P | Q) is the Rényi divergence of P from

Q:
DuPI@) =5 [ (%)aq@ .

with p and q being the respective densities of P and Q).

Rényi divergence is used because it composes more tightly than standard DP
and allows privacy loss to be tracked across multiple rounds of communication.
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Proposition 2.5.1 (RDP composition). Let T' be the number of composed mech-
anisms, and let t € {1,...,T} index one mechanism. Let My, ..., My be mecha-
nisms run on the same dataset. If each M, satisfies (cv,e,)-RDP, then their adaptive
composition satisfies (a, S, €;)-RDP.

This result follows by repeated use of [16, Prop. 1]. It is useful for training
because each update adds one privacy cost, so the total RDP cost is the sum over
all updates.

Proposition 2.5.2 (Conversion from RDP to DP). If a mechanism M satisfies
(v, €)-RDP for a > 1, then for any 6 € (0,1), it satisfies (5 + %, 5) -DP.

This proposition follows from [16, Prop. 3|, and is useful because the privacy
accountant can add privacy costs in RDP form across training updates, and then
convert the final bound to (e, d)-DP.

2.5.4 Gaussian Mechanism

The definitions above specify what privacy means, but not how to achieve it. The
main tool used in this thesis is the Gaussian mechanism. It releases a function of
the data, called a query, after adding Gaussian noise to its output [1].

The amount of noise depends on the sensitivity of the query, that is, how much
its output can change between neighboring datasets. This change is measured with
respect to the neighboring relation D ~ D’. For the decentralized protocols studied
in this thesis, we use the node level neighboring relation D ~, D’ introduced in
Section 2.5.2.

For a fixed target node u, and for a query f that maps a dataset to a vector in
RY, the ¢y sensitivity is

Aof = D) — f(D
of = max [|[f(D) = (D),
the largest change in the output between two neighboring global datasets with re-
spect to node wu.

Let I; be the d x d identity matrix. Given a query f(D), the Gaussian mechanism
outputs a noisy version of that query:

M(D) = f(D)+2,  z2~N(0,0%L).

For a single release, the Gaussian mechanism theorem [1, Thm. 3.22| guarantees
(€,0)-DP for € € (0,1) when

o Daf/2In(1.25/6)
> . :

Larger sensitivity and smaller values of € require more noise. For fixed sensitivity
and ¢, a smaller ¢ also increases the required noise.

During training, the mechanism is applied over many updates. The accumu-
lated privacy loss is therefore tracked with a privacy accountant, such as the RDP
accounting above, and converted to an (e,9) guarantee when privacy levels are re-
ported.
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In gradient-based training, the released value is a gradient update. For a node v,
let B, be the minibatch sampled from its local dataset D,,, with minibatch gradient
go = VF,(0,;B,). Raw gradients have no fixed bound, so g, is clipped to the norm

bound C,
(1)
Gy < Gy - MIN ]-7— )
g0 ll2

giving ||gu|l2 < C. The clipping bound therefore bounds the norm of the update
released by a node before noise is added. For two clipped updates from the same node
the distance between them is at most 2C', so the gradient query has ¢, sensitivity
Ao f = 2C. Substituting into the bound above gives

5 2C2In(135/6) _ C /8In(1.25/9)

so the Gaussian noise z, ~ N(0,021,) is added to give the noisy update g, + z,. We
set C' =1 in all experiments. With k£ = C, this is the noise scale used by Skip-Ring
in Section 3.2.
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Chapter 3

Related Work

This chapter reviews the two decentralized training protocols and the five gradient
inversion attacks used in the experiments. We first describe decentralized learning
protocols that define how models are trained and how updates are communicated, fo-
cusing on gossip-based averaging and straggler-resilient sequential training on a ring.
We then review gradient-based reconstruction attacks, which exploit intermediate
model updates to recover private data, and use these to motivate the experiments
in this thesis.

3.1 Mufliato: Peer-to-Peer Privacy Amplification

Muffliato was introduced as a privacy mechanism showing how decentralization can
amplify DP guarantees by combining local noise addition with gossip-based commu-
nication [17].

3.1.1 Gossip Algorithms

Muffliato runs on the decentralized communication network of Section 2.4.2, whose
n users V = {vy,...,v,} exchange messages over the undirected graph G = (V,€).

MufHiato builds on gossip communication, where users repeatedly exchange in-
formation with their neighbors and average their values [18]. The goal of gossip
averaging is for all users to estimate the global average of their local vectors using
only peer-to-peer communication.

Starting from an initial value 2 at each user v € V), gossip proceeds in rounds.
In round ¢, each active edge {u,v} € £ performs an averaging step, updating the
values of the two users to 2™ and '™

To describe all updates in one matrix expression, we introduce the gossip matriz

Whnix- This is a symmetric stochastic matrix such that:
(Whix)uw > 0= {u,v} € € or u =v.

Intuitively, the gossip matrix W ,;x encodes how information is mixed between neigh-
boring users in a single communication round. Each row of W, specifies how a
node averages its own value with the values received from its neighbors. Repeated
multiplication by Wy, therefore corresponds to repeated rounds of local averaging
across the graph.
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One synchronous gossip round can be written compactly as
x(t+l) = Wmixx(t)a
where z® is the vector of all user values at round ¢. After T rounds,

o0 =Wk 20

mix
Here WL, denotes T repeated applications of the same gossip matrix. This expres-
sion shows how information from one user moves through the graph. The entry
(WL )uw tells us how much of user u’s initial value can influence user v after T
rounds. For distant users, it is very small, because information must pass through

many rounds of mixing before reaching them.
This gradual mixing is the main source of privacy amplification. Because each
user first adds noise to their value, and gossip repeatedly spreads and averages
everything, users who are far apart only see a version of the value that has been

heavily mixed with the values and noise of many others.

3.1.2 The Muffliato Mechanism

Muffliato combines local noise addition with gossip averaging to achieve privacy
amplification across the communication graph. Each user v € V begins by adding
Gaussian noise to its initial value, yielding a randomized value that obscures the
exact contribution of v. The users then run several rounds of gossip. Because gossip
repeatedly mixes all values across the graph, the influence of a single user becomes
weaker as it propagates through the network. Users who are far apart observe values
that the noise and the contributions of many other users have strongly diluted.

This creates a privacy effect that depends on the distance between users. [17]
formalizes this effect using pairwise NDP and shows that the privacy loss from user
u to user v decays quickly with the graph distance between them.

While the theoretical description of Muffliato allows accelerated gossip, our ex-
periments use plain gossip averaging. The corresponding implementation is given in
Algorithm 1 below.

In the algorithm, G = (V,£®) is the communication graph used in training
round ¢. It determines which pairs of nodes can exchange model parameters during
the following gossip steps. We write G® ~ G(n,q) for a random Erdés-Rényi
graph on the n nodes, where each unordered pair of distinct nodes is included
independently with probability gq.

The matrix ng)x is then built from G®). Its entry (Wr(nti)x)vw is positive only when
v = w or when nodes v and w are connected by an edge in G®. The rows of Wéfl)x
sum to one, so the update

0, = Z(Wrgi)x>vw‘9w
wey
is a weighted average of node v’s own model parameters and the parameters received
from its neighbors.
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Algorithm 1 Muffliato decentralized training

Input: Number of nodes n, local datasets {D,}, initial parameters 6 € R?, learn-
ing rate n, clipping bound C', Gaussian noise scale ¢, training iterations 7', gossip
steps Tyossip, €dge probability ¢, batch size B

Output: Final averaged parameters 6

Initialize 6, < 0 for all v € {vy,...,v,}
fort <+ 1to T do
for all v € {vy,...,v,} in parallel do

Sample minibatch B, C D, of size B
9o — VFv(em Bv)

Gu $— Gy - Min <1, _Hngz)

Sample z, ~ N(0,C?%0?1,)

Oy < 0, — U(gv + Zv)

end for
Sample communication graph G® ~ G(n, q)
Construct gossip matrix ng)x from G®
for j < 1 to Tyossip do
for all v € {vy,...,v,} in parallel do
02 = P ton, . (Wil
end for
for all v € {vy,...,v,} in parallel do
0, < 00V
end for
end for
end for
0 % Zve{vl,...7vn} 01}
return 0
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3.2 Straggler-Resilient Differentially Private Decen-
tralized Learning

Distributed learning faces several practical challenges. Two common ones are pro-
tecting user privacy and handling stragglers, which are nodes whose computation
times are much longer than those of other nodes. These challenges are examined
through decentralized optimization under DP constraints and random computation
delays [19], with a focus on how skipping slow nodes affects convergence, privacy
amplification, and total training time.

The main idea is to model computation time as stochastic delays and to allow
the algorithm to skip slow nodes in a given iteration. This reduces the wall-clock
time per iteration, but it also changes which nodes contribute updates and how often
they participate. Stragglers affect both the algorithm’s privacy guarantees and its
convergence behavior.

[19] therefore studies these aspects together:

e how skipping stragglers affects convergence,
e how it changes the DP guarantees,

e and how it affects the total training latency.

3.2.1 System Model

Skip-Ring uses the decentralized network of Section 2.4.2, with its n nodes now
connected in a ring rather than a general graph. Each node holds its own local
dataset and performs local computations.

The proposed algorithm Skip-Ring is organized around a single shared param-
eter vector 7, € R?, called the token, that traverses the ring of nodes. The token
represents the current global model, and a node contributes to training only while it
holds the token. At each step, the node currently holding the token performs a local
update and then forwards it to the next node along the ring. We index successive
token visits by ¢t = 0,...,T, where T is the total number of token visits.

Each iteration has a random computation delay at each node. A node is treated
as a straggler if it does not finish its computation before a fixed threshold #p.
The probability that a node is skipped is denoted by p = Pr[A > tgap,], where A
is the random per-node computation latency. Here, we study skipping probabilities
pe {107 1/2,7/10}.

3.2.2 The Algorithm

The full algorithm is called Skip-Ring and is summarized in Algorithm 2. For each
token visit ¢ € {1,...,T}, a computation latency A; is sampled from a latency model
P. Let &, denote the cumulative distribution function of the per-node computation
latency A. Although [19] studies several latency models, we only use the exponential
distribution with mean 1, so that

Dr(s)=1—e"".
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A node performs an update only if Ay < tgip. In that case, the learning rate
ne = (/+/¢ is used, where ¢, is the number of successful updates counted before
the current update. The active node v; evaluates the minibatch empirical objective
F,,(1¢-1; B,,), and the minibatch gradient VF,, (7;_1; B,,) is computed before clipping
and noise addition. The token is then updated as

7 = Iy (Tt—1 — (vth(Tt—l; th) + Zt)) y Rt N(Q 02101)7

where IIyy(+) denotes Euclidean projection onto the convex constraint set W (with
diameter dyy), and z; is the Gaussian noise added to the clipped gradient. The
Gaussian noise standard deviation is

k\/81og(1.25/9)

- .

Here, k is the Lipschitz constant assumed for each local loss function F,. In [19],
this means that the local gradient norm is bounded by k. Since neighboring datasets
differ in one record, the privacy analysis needs a bound on how much the released
gradient can change when that record is changed. In our implementation, gradients
are clipped to the norm bound C' = 1, so clipping provides this bound directly. We
therefore set k = C = 1.

3.2.3 Differential Privacy

Skip-Ring adopts NDP, introduced in Section 2.5.2, to quantify and limit the infor-
mation that can be learned about a node’s local dataset from the messages exchanged
during training. NDP is particularly suitable in this setting because the learning
process is fully decentralized and operates over a ring topology without a central
server.

Proposition 3.2.1 (Skip-Ring privacy leakage [19, Thm. 2|). After T' token visits,
Skip-Ring achieves (egap(T), 0 + 6")-NDP for all §" € (0, 1], where
T'log(1/5) T

€skip<T) = Em + 4]0g(125/5)7

(3.1)

with

n

T2 {Tﬂ + \/STl ;p log(l/é’)—‘ .

After evaluating (3.1), we report the resulting privacy loss simply as e. The
subscript in gy, only indicates that the expression comes from the skipping analysis.
It does not denote a separate privacy parameter.
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Algorithm 2 Skip-Ring decentralized training

Input: Datasets {D,}, constraint set YW C R? initial token 75 € W, learning
rate schedule parameter ¢, Gaussian noise scale o, node path {v;}L,, timeout
threshold gy, total number of update steps T, computation latency model P,
communication latency y, clipping bound C| batch size B

Output: Final token 7 € WW and total execution latency tqyec
texee < 0, c 1
fort < 1to T do

Sample latency A; ~ P
if Ay < tgip then
m <+ C/Ve
Sample minibatch B,, C D,, of size B
Gu, Vth (Tt—l; th)
v, < Go, -min| 1
Zy N(O, 0'2[(1)
7 = (71 — 1e(Go, + 21))
texec — texec + X + At
cc+1
else
Ty < Ti—1
2fexec < texec =+ X + tskip
end if
end for
return (77, texec)

" gy ll2

The original paper also considers a randomized variant (Skip-Rand-Ring), but
in this work, we use the fixed-order Skip-Ring protocol.
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3.3 Deep Leakage from Gradients

Early work showed that sharing gradients during distributed training can uninten-
tionally reveal private training examples [2|. The attack, called DLG, treats data
reconstruction as an optimization problem. It tries to find an input whose gradient
matches the gradient that was originally sent during training.

Consider a model fy with parameters 6, and let g = Vg/ ( fg(x),y) denote the
gradient computed from a single training example (z,y), where z € R? is the input
feature vector and y € ) its label. An attacker aims to find a synthetic input—label
pair (Z,7) that produces nearly the same gradient. The basic version of the attack
works as follows:

1. Start with randomly generated dummy inputs and labels:

&~ N(0,1), g~ N0, Iy

2. Compute the gradients of the loss with respect to the model parameters for
the dummy data:

§=Vol(fo(2),7).

3. Adjust the dummy data so that its gradient becomes closer to the real one by
solving:

&,y = argmin [|g — g[3.
2,9

By minimizing this difference, the dummy input gradually evolves into one that
produces a gradient almost identical to that of the original training example. When
the optimization succeeds, (Z,7) closely resembles the true data point that gener-
ated g. Although the method requires computing higher-order gradients, standard
optimizers can handle this efficiently.

DLG showed that even a single shared gradient can leak both the input and its
label with surprising accuracy. This result led to numerous follow-up studies that
improved reconstruction quality and the stability of the optimization procedure.
These more advanced attacks are discussed in the next section.

Algorithm 3 presents the DLG algorithm used in our experiments, while Fig-
ure 3.1 provides an overview.

3.3.1 iDLG

Improved Deep Leakage from Gradients (iDLG) extends DLG by showing that, for
classification models trained with cross-entropy loss, the ground-truth label can be
inferred directly from the shared gradients [3|. Specifically, the gradient sign pattern
in the final layer reveals the true class. This is often called the sign trick.

By exploiting this property, iDLG first recovers the correct label from the gra-
dients and then optimizes only the input data while keeping the label fixed. This
greatly stabilizes the reconstruction process and improves convergence compared to
DLG, which jointly optimizes inputs and labels. The sign trick is also used in later
attacks, such as TabLeak.
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Gradient matching loss
lg—gli3

)

repeat for T' iterations

____________________________________________

Figure 3.1: Overview of the DLG attack. An honest client computes a gradient
g = Vl(fo(z),y) from private training data (z,y) and shares it during training.
An attacker observes this gradient and initializes dummy variables (#,7). Using
the same model fy, the attacker computes a dummy gradient g and iteratively
updates the dummy variables to minimize the gradient distance ||g — g||3. When the
optimization converges, the reconstructed variables (Z, ) approximate the original
input—label pair.

Algorithm 3 Deep Leakage from Gradients

Input: Neural network fp, loss function £(-, ), observed gradient g = Vol(fo(x),y),
attack step size n, number of attack iterations 7'

Output: Reconstructed input-label pair (,9)

jNN(O>Id)7 QNN<07]|37|>

: for i+ 1toT do
g+ Vol ( fo(2), gj) > Compute dummy gradients
di < 11§ — glI3
e B—nVadi, § e §—nVyd,

end for

return (Z, )

R I

In our graph setting, fy is a GCN that takes (X, A) as input. The attacker recon-
structs feature matrix X and dummy labels g corresponding to a target minibatch
B C V that produced the observed gradient. The adjacency matrix A is assumed to
be known.

28



3.4 TabLeak

Gradient inversion attacks were originally successful in domains such as images and
text, but they performed poorly on tabular data. This changed with the introduction
of TabLeak [4]. Compared with settings such as DLG, tabular data introduces two
challenges.

First, tabular datasets typically contain both discrete and continuous features, so
the attacker must solve a mixed discrete—continuous optimization problem. Gradient-
based methods work naturally in continuous spaces, but they do not directly handle
discrete categories well. Second, unlike images, tabular reconstructions cannot be
judged reliably by visual inspection. Even an incorrectly reconstructed row may still
look plausible, so the attacker needs a reliable way to assess reconstruction quality.

3.4.1 Tabular Data

Tabular data consists of rows and columns. Many real-world datasets, especially
in healthcare, finance, and the social sciences, contain both numerical (continuous)
and categorical (discrete) features.

Following [4], let X denote the space of possible tabular rows, and let € X be
one row. Assume that each row in X has Kp discrete features and K¢ continuous
features. The discrete features are one hot encoded, while the continuous features
remain unchanged. The full encoded representation of a row is

c(x) = [cll)(x), . ,CQD(:C),Q;?, . ,xg{c],

where cP(z) is the one hot encoding of discrete feature i. The dimension of this

encoded vector is denoted by d.

3.4.2 The Attack

Figure 3.2 provides an overview of the TabLeak attack. Implementation details are
given in Algorithm 4.

Softmax Relaxation

TabLeak first converts the mixed discrete—continuous reconstruction problem into a
fully continuous one. For each discrete feature, instead of optimizing directly over
one-hot vectors, the attacker introduces a continuous relaxation and applies softmax
to obtain a probability distribution over the possible categories. For a vector z € R™,
softmax is defined componentwise by

e

(SOftmaX(Z))j = W, j = 1, e
k=1

,m.

Here, the subscript j denotes the j-th component of the vector.

Let x be the true sample and let ¢(z) denote its one hot encoded representa-
tion. TabLeak introduces a continuous variable z € R? and optimizes it so that
its relaxed representation approximates c(x). Following the notation in [4], let 2
denote the block of z corresponding to discrete feature 4, and let 2 denote the entry
corresponding to continuous feature i. We write

&(z) = [softmax(zy), ..., softmax (2}, ), 21, - - -, 25
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for the resulting blockwise relaxation, so that c¢(z) ~ ¢é(z), where the softmax is
applied separately to each discrete feature block 27 and the continuous components
are kept directly. This makes the reconstruction problem suitable for gradient based
optimization.

Objective Function

TabLeak then optimizes the relaxed reconstruction by matching gradients. Following
[4], we write g(u,y) for the gradient Vyl(fy(u),y) induced by input u and label y.
With this notation, the cosine-similarity reconstruction loss from [20] is

_(gle(=),y), 9(e(2), 9))
lg(c(@), y)ll2 l9(e(2), 9|2

where g denotes the labels reconstructed before the feature reconstruction step.

This is the objective minimized during the attack. Lower values mean that the
reconstructed features and label induce gradients that are more closely aligned with
the observed gradient.

gCS(g(c(x)7y>7 9(6(2)7:&)) =1

Pooled Ensembling

Because the reconstruction problem is highly non-convex and sensitive to initializa-
tion, TabLeak does not rely on a single optimization run. Instead, it repeats the
attack Ny times from different random initializations, yielding candidate recon-
structions {é(zj)}jyjis. Here, the index j refers to the j-th independent optimization
run, not to a component of the vector.

When reconstructing batches, these candidates may recover the same rows in
different orders. TabLeak therefore first selects the candidate with the lowest recon-
struction loss as a reference, denoted 2P**, and then aligns the remaining candidates
to it. After this alignment step, the reconstructions are combined feature-wise us-
ing median pooling to produce a single pooled estimate. This reduces variance and
yields a more stable reconstruction than using only one run.

Entropy-Based Assessment

Since tabular reconstructions cannot be evaluated visually, TabLeak also introduces
a way to estimate how trustworthy a reconstruction is. The key idea is to measure
agreement across the ensemble. If the candidate reconstructions consistently agree
on a feature, that feature is more likely to have been recovered correctly. If they
disagree substantially, the reconstruction is less reliable.

This agreement is quantified using entropy. For discrete features, entropy is
computed from the empirical distribution of reconstructed categories across the en-
semble. For continuous features, entropy is estimated by assuming Gaussian recon-
struction errors and computing entropy from the sample variance. Lower entropy
indicates greater agreement and therefore higher confidence in the reconstructed
feature.
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Reconstruction Accuracy

To evaluate reconstruction quality quantitatively, TabLeak defines the reconstruc-
tion accuracy of a sample T relative to the true sample = as the average over all
features. Discrete features are counted as correct if they match exactly, while con-
tinuous features are counted as correct if the reconstructed value falls within a
tolerance interval around the ground truth value. Let I{-} be 1 when the statement
in braces is true and 0 otherwise. Let p; be the tolerance for continuous feature 1.

Kp Kc
. 1 . .C C C
accuracy(x, ) = ——— (Z P = 2P} + Z ;€ [z — pi, o7 + pil}
Kp + Ko \ = i=1

(3.2)
In TabLeak, this tolerance is set to p; = 0.319 0, where o¢ is the standard deviation
of continuous feature 7.

[ Client: z = [male, 18, white] — c(z) = [0,1,18,0,0,1] — fo — g(c(z),v) }
Attack Step 1:
Optimization
Initialize zio) randomly @ Initialize 21(\?8)“5 randomly
[ ,19,0.0,0.7,0.1] [ ,18,0.0,1.5,0.2]
=,y (1) _
&(z") = C(ZNCM) -
7 ,19,0.0,0.7,0.3] ) [ [18,0.0,08,02] [T
1
(0 v v E 24D
O A o A0 @ Ty € Fy L2
nVeécs (9(e(),9), 9(&(="), ) nVEas (9(c(@),v), 9(&(=,. ). 9))
Candidates:
A0
Attack Step 2: Pooling Assessment
&="y = [1.0,19,0,1,0] |
&7y = [0.1,17,0,0,1]
i x Age Race
5(21(\'713‘5) _ [ .18,0, 1A,O] Sex Age Race
&=l 1, 181, hispanic?]

Figure 3.2: Overview of the TabLeak attack. Attack Step 1: The attacker initial-
izes several random guesses z§0), e ,z](\(,)gns and optimizes each one. Discrete features
are relaxed with the softmax function softmax(-), allowing gradient-based updates
to produce Ng, candidate reconstructions. Attack Step 2: The candidates are
aligned with the best solution and then combined using feature-wise pooling to re-
duce variance. Assessment: The entropy of each feature across the ensemble is

measured to estimate how reliable the reconstruction is.
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Algorithm 4 TabLeak

Input: Neural network fy, observed gradients g(c(z),y), reconstructed labels g,

ensemble size N, iterations T', step size n

Output: Reconstructed input 4 and feature entropies HP, H®

10:

11:
12:

. Initialize zj(p) ~U([0,1]4) for j =1,..., Nens
: for j < 1 to Ny, do
fort < 0to7T —1do
Apply softmax to each discrete block of z](-t) to form 6(25”)
AT 20— 9.80s (gelw), ), 9(e(="),9)
end for
end for
Zhest arg miIlZ](T) gCS (g(c(x), y)v g(é(Z](T))v y))

é(2) « MatchAndPool({&(zJ(.T)) ;'V:e?S» Qbest)

HP HC < CalculateEntropy ({é(z](-T)) ;V:e‘f>

T < Project (¢(2))
return 7, A, HC
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3.5 GRAIN: Exact Graph Reconstruction from Gra-
dients

GRAIN was introduced as the first gradient inversion attack able to reconstruct
graph-structured data [5]. The attack targets FL with GNNs and shows that sharing
gradients can reveal both the graph structure and the node features of a client.
Most prior gradient inversion attacks focus on images, text, or tabular data.
In contrast, graph data consists of both node features and an adjacency matrix,
and GNNs compute representations by aggregating node features along edges. As
a result, standard optimization-based inversion attacks become ineffective. GRAIN
addresses this challenge by exploiting structural properties of GNN gradients, en-
abling exact reconstruction without solving a continuous optimization problem.

3.5.1 Notation

We briefly introduce the notation used in the description of GRAIN. For a node
v € V, its [-hop neighborhood is the subgraph induced by all nodes whose shortest-
path distance from v is at most [. In a GNN, this neighborhood corresponds to the
local structure that can influence the representation of v after [ layers.

Each node has an m-dimensional feature vector. For each feature dimension 1,
let F; denote the set of possible feature values. The set of all possible node feature
vectors is then

.F:f1><"'><fm.

GRAIN reconstructs graphs through local subgraphs called building blocks. A
building block consists of a node together with its [-hop neighborhood. The candi-
date sets of building blocks are denoted by 7y, 71, . . . , where 7y is the initial proposal
set of candidate node feature vectors, and 7; denotes the candidate set of [-hop build-
ing blocks. Filtered sets are denoted by 7 and 7;*, while 75 denotes the final set
of consistent building blocks used in the reconstruction phase. We write dang(-) for
the set of dangling nodes of a graph or building block, that is, nodes whose current
number of attached neighbors is below their known degree.

3.5.2 Assumptions

GRAIN relies on a set of strong assumptions about the learning setup and the
algebraic structure of the gradients. These assumptions are required for the attack
to succeed, but they also limit its applicability to realistic systems.

Batch size = 1. The attack assumes that a single client update on a single graph
instance produces the observed gradients. KEquivalently, the effective batch size
is one. This assumption is necessary because GRAIN performs exact consistency
checks between candidate subgraphs and the observed gradients. If gradients from
multiple samples were aggregated, the resulting gradients would mix information
from different graphs, and the filtering procedure would no longer be exact.

Discrete features with known domains. GRAIN assumes that all node fea-
tures are discrete and that the attacker knows the complete set of possible values
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for each feature. This allows the attack to enumerate candidate node features and
systematically eliminate inconsistent ones.

Low-rank structure induced by n < d. A central assumption of GRAIN is that
the number of nodes n in the client graph is smaller than the embedding dimension d
of the GNN layers. Together with a full-rank gradient at the layer output, this gives
the span relation used by the attack. For linear layers, [5, Thm. 3.1] shows that the
row space of the layer input equals the column space of the weight gradient under
these conditions. GRAIN extends this span check to GNN layers in [5, Thm. 5.1].

GRAIN relies on this relation to test whether a candidate node feature or sub-
graph is consistent with the observed gradients. Intuitively, the low-rank structure
restricts the space of possible inputs that could have generated the observed gradi-
ents, which allows GRAIN to eliminate inconsistent candidates.

Adjacency-dependent rank conditions. GRAIN relies on structural assump-
tions about the matrix that performs message passing within each GNN layer, which
we denote by A®). For GCNs this is the normalized adjacency A, while for GATs it is
the learned attention matrix. The corollary to Theorem 5.1 in [5, Cor. 5.2] assumes
n < d and a full-rank pre-activation gradient matrix. Under these conditions, all
layer-I node features pass the span check when the normalized adjacency matrix has
full rank. If this matrix is rank deficient, Theorem 5.1 can still certify individual
node features.

In practice, [5] reports that the relevant gradient is almost always full rank
for GAT architectures. For GCNs, the normalized adjacency matrix may be rank
deficient depending on the graph topology. This can limit the exact reconstruction
of all nodes.

Full knowledge of the model and data encoding. Finally, the attacker is
assumed to know the exact model architecture, parameters, and data encoding,
including feature semantics and normalization. This assumption is common in gra-
dient inversion attacks, but it further limits the realism of the threat model.
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3.5.3 The Attack

GRAIN proceeds in two main phases: subgraph filtering and graph building. In the
first phase, the attacker reconstructs valid local subgraphs, called building blocks,
from the observed gradients. In the second phase, these building blocks are combined
into a full graph using a depth-first search (DFS). Figure 3.3 illustrates this pipeline.

Building blocks and filtering. GRAIN begins from the discrete feature domains
known to the attacker. If the m node features take values in domains Fi, ..., F,,
then the attacker first forms the node proposal set

To=Fix % Fu,

which contains all candidate node feature vectors. This is the search space for the
0-hop neighborhoods, that is, individual nodes.

The first filtering stage uses the gradient of the first GNN layer, Vi, ¥¢, to
determine which candidate vectors in 7 are compatible with the observed gradients.
This follows the GNN span check in [5, Thm. 5.1]. For a candidate vector z, the
distance to the column space of the layer-I gradient is measured as

d(z, Viyol) = ||z — proj(z, colspan(Vyyw f))|l, (3.3)

and the candidate is retained if this distance is smaller than a threshold 7. In the
initial filtering step, this criterion is applied with [ = 0, producing the reduced set

To € 7o,

which contains the recovered single-node feature vectors. GRAIN further performs
partial span checks on subsets of feature dimensions and progressively extends them,
controlling complexity for graph data where directly checking full vectors would be
expensive.

After recovering 7;*, GRAIN incrementally constructs larger building blocks.
At layer [, the attacker combines compatible (I — 1)-hop building blocks from the
previous stage to form a proposal set of candidate [-hop neighborhoods, denoted by
7T, These candidates are then filtered using the gradient of the corresponding GNN
layer, V)¢, producing the reduced set of consistent I-hop building blocks

T CT.

This procedure is repeated layer by layer up to the depth L of the attacked GNN,
which is also the maximum neighborhood radius. Intuitively, the reason this works
is that, in a GNN, the representation of a node at layer [ depends only on its original
[-hop neighborhood, so a correctly reconstructed building block can be propagated
through the first [ layers to recover the corresponding layer-/ embedding and enable
another span check.

GRAIN then performs an additional structure-based consistency check on the
final set 7;*. Building blocks that cannot be glued consistently to any other block at
their dangling nodes are removed, unless they already correspond to the full input
graph. The remaining set is denoted by 73 and forms the final set of proposals for
graph reconstruction.
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Graph reconstruction. In the second phase, GRAIN reconstructs the full client
graph from the filtered building blocks in 75 using a DF'S over partially reconstructed
graphs. Each node in the DFS tree represents a partially reconstructed graph Geu.,.
At each step, the algorithm selects a dangling node

v € dang(Geur)

that still lacks neighbors, and tries to glue a building block from 75 to that node.
Every valid gluing operation creates a new branch in the search tree. In this way,
DEFS explores all graphs that can be assembled consistently from the filtered building
blocks while respecting node features and degree constraints.

For each candidate reconstruction G’, GRAIN computes the gradients induced
by that graph and compares them to the observed client gradients. If the induced
gradients match exactly, the candidate graph is accepted as the reconstruction.
Otherwise, the search backtracks and explores a different branch. GRAIN formulates
this DFS procedure as a search over partial graphs, returning immediately upon
finding a branch with zero gradient discrepancy.

GRAIN: Exact Graph Reconstruction from Gradients

a) Feature enumeration b) Recover node features c¢) Building blocks d) DFS reconstruction

............................

E H Observed GNN gradients H H Combine smaller blocks !
' ' Vwol, Vwwl, ... HE =T !
P Do P E
Candidate node set \ E 1 E Filter 7; based on H H Check if the gradient \
To=FL X xFn H ' | Span test on 75 based on V| ! ! Viyal H E induced by G’ matches Vo ¢ E
' ! ' ' ' ' '
H ' v ' ' H

= recovered node features 75"

DFS over building blocks Tﬁ
1 | to construct candidate graph G’ | |

T3

O O O O O E E E E Consistent building blocks

Figure 3.3: Overview of the GRAIN attack for reconstructing graph-structured
training data from shared gradients. In stage a), the attacker forms the node pro-
posal set 7o = F; X - -+ X F,, from the known feature domains Fi, ..., F,,. In stage
b), the first-layer weight gradient V¢ is used to recover the valid node feature
vectors T5*. In stage c), larger candidate [-hop building blocks 7; are formed by
combining smaller blocks and iteratively filtered using the layer-I weight gradient
Vwwl, yielding the final consistent building blocks 7. In stage d), a DFS assem-
bles candidate graphs G’ from 75, and reconstruction succeeds when the gradient
induced by G’ matches the observed gradient V)¢ at every layer.
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3.6 Graph Leakage from Gradients

GLG is a gradient inversion framework for GNNs in federated graph learning [6].
The attack considers reconstruction of node features and graph structure from shared
gradients, and formulates the inversion problem as gradient matching over dummy
graph inputs.

In contrast to exact graph-reconstruction methods such as GRAIN, GLG does
not rely on exact structural recovery from closed-form properties of the gradients.
Instead, it reconstructs graph inputs by optimizing dummy variables such that the
resulting gradients match the observed gradients.

3.6.1 Attacker Variants

GLG distinguishes between several attacker models depending on the task and the
attacker’s prior knowledge:

e Node Attacker 1: observes gradients for a single target node in a node-
classification task and reconstructs node features in the local neighborhood of
that node.

e Node Attacker 2: observes gradients for all nodes in an egonet or subgraph
and reconstructs node features, graph structure, or both.

e Graph Attacker: observes gradients in a graph-classification setting and
reconstructs node features, graph structure, or both.

In this thesis, we consider Node Attacker 1, since it matches the node-level
reconstruction setting used in our experiments.

3.6.2 Overview of the Attack

Let G = (V, ) denote a graph with adjacency matrix A and node feature matrix X,
whose rows contain node feature vectors of dimension d. For a target node v € V,
let x, denote the corresponding row of X, and let N'(v) denote its neighborhood.
The attacker observes the gradient

g = V@é((f@(X, A))va yv)a

where fp is a GCN with parameters 6, and (fp(X, A)), denotes the model output
for target node v.

GLG reconstructs private inputs by introducing dummy variables and matching
the resulting dummy gradients to the observed gradients. For this node-classification
setting, the attacker initializes a dummy local feature matrix X and fixes a dummy
adjacency matrix A, and computes

g= VGK((fQ(Xa A))m yv)-

The reconstruction is then obtained by minimizing a gradient-matching objec-
tive. The full algorithm is presented in Algorithm 5, and an overview is illustrated
in Figure 3.4.
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Node Attacker 1. In the Node Attacker 1 setting, the attack is restricted to
a single target node. For GCN, the first layer depends on the degree-normalized
aggregated representation of the target node,

T
1288 — Y ,
' 2 deg(v) deg(u)

ueN (v)u{v}

where deg(v) counts the self-loop, so deg(v) = |[N(v)| + 1. Hence, the observed
gradients depend not only on x,, but on the local neighborhood around wv.

Accordingly, Node Attacker 1 optimizes a dummy local feature matrix X defined
on a dummy tree adjacency A. The rows of X contain the dummy target feature
vector z, and the dummy feature vectors for neighboring nodes. These neighbor
variables are part of the optimization because they determine the aggregated input
seen by the GCN, even though the primary reconstruction target is the feature
vector of the target node.

Since the attacker does not know the true local graph structure, GLG initializes
a dummy graph as a 2-layer tree rooted at the target node. The degree parameter
diree specifies the branching factor used in this dummy tree. It is therefore a hy-
perparameter of the attack, not the true degree of the target node. The paper uses
diree = 10 in the Node Attacker 1 experiments.

Gradient-matching objective. GLG uses a cosine-similarity loss from [20] be-
tween the observed and dummy gradients:

(9,9)
lgll2119ll2

For Node Attacker 1, GLG optimizes only dummy node features and does not use
the graph regularizers introduced for the stronger attacker settings.

Eos(9,9) =1— (3-4)

Regularization in stronger settings. For settings in which node features and
graph structure are reconstructed jointly, GLG augments the cosine loss with a
feature-smoothness regularizer and an adjacency norm penalty:

Ry(X,A) = tr(XLaXT"),  Ra(A) = [ 4],

where L, is the graph Laplacian of A and || - ||r denotes the Frobenius norm.
This gives the objective

Eos = Ecs(g, ) + aRy + BRa,

where a and 3 are hyperparameters. These terms are used for Node Attacker 2 and
Graph Attacker, but not for Node Attacker 1.

Optimization and evaluation. The dummy local feature matrix X is optimized
by minimizing the gradient-matching objective (3.4). The reconstructed target fea-
ture &, is the row of X corresponding to the root node v.
For node-feature reconstruction, GLG reports the root normalized mean squared
error (RNMSE),
|20 — 2ol
o]
For graph reconstruction, [6] reports metrics such as accuracy, area under the curve,
and average precision.

RNMSE(z,, ,) = (3.5)
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3.6.3 Comparison with GRAIN

GLG relies on fewer and weaker assumptions than GRAIN, making it more realistic
in practical threat models.

GLG does not assume access to node degree information. GRAIN relies on
degree-related leakage, but node degree is not generally available to an attacker
unless it is explicitly included as an input feature.

GLG also does not require node features to be discrete or enumerable. GRAIN
assumes discrete feature domains and uses enumeration-based filtering, which does
not scale to continuous or high-dimensional features.

Finally, GLG does not rely on restrictive rank conditions such as requiring the
number of nodes to be smaller than the embedding dimension. Instead, it formulates
reconstruction as a continuous optimization problem augmented with weak graph
priors.

Overall, GLG trades exact reconstruction guarantees for broader applicability.
By avoiding strong structural assumptions and instead exploiting common statistical
properties of graphs, it provides a more realistic assessment of the risks of gradient
leakage in GNNs.

Algorithm 5 GLG — Node Attacker 1

Input: 2-layer GCN fy, observed gradient g = Vol((fo(X, A))s, y,) for target node
v, label y,, dummy degree di,ce, iterations T, step size n
Output: reconstructed local feature matrix X
1: Build dummy adjacency A as a 2-layer tree rooted at v with branching factor
dtree
2: Initialize X" with rows drawn i.i.d. from N(0, I,)
3: fort<—1tono

4: (— Vgg((fe( t ,A))vayv)
t
5: 5 g — 1-— < ?
lgll2 1512
6: X(t—l—l) pa X(t nv S(t)
7: end for

8: return X7+

In Algorithm 5, the dummy adjacency matrix Ais fixed after initialization. The
optimization updates only the dummy feature matrix X.
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GLG: Node Attacker 1

E Honest Client '

! 1
! 1
: > -
1
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1 2-layer GNN (1) ) 7 :
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: repeat for T iterations !

Update dummy feature matrix
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Figure 3.4: Overview of GLG for the Node Attacker 1 setting. An honest client
computes the target-node gradient g = Vol((fo(X, A))y,y») using a 2-layer GNN
fo. The upper green cylinders denote the private feature matrix X and adjacency
matrix A. The attacker fixes a dummy local tree adjacency A and initializes a
dummy feature matrix X® on that tree. At each iteration, the attacker computes
the dummy gradient §() = Vl((fo(X®, A)),,y,) and updates X® by minimizing
the cosine gradient-matching loss. The lower output cylinder denotes the final recon-
structed local feature matrix X T +D. Orange arrows denote forward computation
and feature updates, while red arrows denote the comparison between the observed
and dummy gradients used to form the loss.
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3.7 GraphDLG

GraphDLG was introduced as a gradient leakage attack on GNNs in a federated
setting [7]. The attack is designed for graph classification, where each client owns
private graphs and shares gradients during training. Its reconstruction target is
the full input graph, consisting of both the adjacency matrix and the node feature
matrix.

GraphDLG starts from the observation that graph data is harder to invert than
images or tabular rows. In a GNN, message passing mixes node features with graph
structure. Directly optimizing dummy node features and dummy edges can therefore
be unstable. GraphDLG avoids this joint optimization by separating the attack into
two stages. It first reconstructs the graph structure from a leaked graph embedding.
It then uses the recovered structure to recover node features through a closed-form
relation in the GCN gradients.

We first introduce the notation used in this section. Then we derive how the
pooled graph embedding Hg can be read directly from the classifier gradients. Next,
we describe how a decoder fdeC trained on an auxiliary graph set maps Hg to a
recovered adjacency matrix A. Finally, we show how A together with the GCN
gradients yield the node feature matrix X.

3.7.1 Notation

Let G = (V, &) denote a private graph with node feature matrix X and adjacency
matrix A. Within this section, we write G = (X, A) as a shorthand for the same
graph. The victim model fy consists of L. GCN layers followed by a pooling layer and
a linear classifier. We write H® = X. For [ =0,..., L—1, the I-th GCN layer maps
HW® to HHY using weights W®. Thus, H® is the output of the last GCN layer.
Pooling produces the pooled graph embedding Hg, the graph-level representation
obtained after the GCN layers and pooling. The classifier then acts on Hg and has
weight matrix W) and bias vector b¥). We write g for the released local update
observed from the victim client, as defined in Section 4.2.5. In the clean single graph
form used in the GraphDLG derivation, this update is

g =Vol(fo(X,A),y).

Its components with respect to W® and b") are written as g0y and gyz). The loss
is graph level, so every node in the graph can affect the observed update through
message passing and pooling.

GraphDLG also takes as input an auxiliary set of graphs

Daux - {(Xk:7 Ak) ‘Daux"

This set is used to train the structure decoder in Section 3.7.3. The graphs in
D..x may be the attacker’s own client graphs, public graphs, or randomly generated
graphs. This auxiliary graph set is part of the adversary knowledge assumed by the
GraphDLG threat model. We write Hictim for the set of pooled graph embeddings
recovered from observed victim gradient releases.

The recovered graph is denoted by (X , 121) For intermediate GCN layers, HO
denotes the recovered estimate of the layer-I embedding H®.
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3.7.2 Leakage from the MLP Layers

The classifier gradients reveal the pooled graph embedding because the final weight
gradient factors into two terms. One term is the loss gradient at the classifier output.
The other term is the graph embedding produced by pooling. The bias gradient gives
the loss gradient directly.

Let HE € R4 denote the output of the last GCN layer, where n is the
number of nodes and d¥) is the feature dimension after L GCN layers. Let M, €
R*™ denote the pooling row vector. The pooled graph embedding is

Hg = MyH® ¢ R>4"

The final classifier maps this embedding to K,y output coordinates. It has
weight matrix W) ¢ REouxd™ and bias vector b)) € RFew. We write the loss
gradient V¢ as a row vector in R ®eut The gradients of the final classifier are

gww = (Vy0) " Hg, gy = (V).

Hence, Vyl = ng(L>.
Each row of gy ) is the pooled graph embedding scaled by the matching entry
of gyw). For any output coordinate j € {1,..., Koy} with (gb<L))j #£0,

(gwm)) j
(gp)) j '

Hg =

Here, (gy ), denotes row j of gy, and (gyw ); denotes entry j of gyuz). The
recovered embedding is then used as input to the structure decoder in Section 3.7.3.

3.7.3 Structure Recovery

The adjacency matrix is recovered with a decoder trained on auxiliary graphs. The
encoder fo,. is the GCN and pooling part of the federated model with the classifier
removed. The decoder is denoted by fie., With trainable parameters ¢q... For an
auxiliary graph (X, A) € D,ux, the encoder and decoder compute

HQ = fenc(X7 A)a A = fdec(Hg>~

GraphDLG implements fgq.. as a three layer MLP with a sigmoid output. It is
trained to reconstruct adjacency matrices from graph embeddings by minimizing

1
grecon = D— Z Hfdec(fenC(X7 A)) - AHI%‘ :

[ Dax| (X,A)EDaux

Here, || - ||r denotes the Frobenius norm.

Auxiliary graphs may follow a different distribution from the victim graphs.
GraphDLG handles this by aligning graph embeddings rather than raw graphs. For
two sets of pooled graph embeddings H; and #;, the maximum mean discrepancy
(MMD) term is

MMD(H;, H;) = : > p(H) : > e(H) : (3.6)

[#il HeH; 1] HeH, RKHS
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Here, || - ||rkus denotes the norm in the reproducing kernel Hilbert space associated
with the feature map . The map ¢ sends pooled graph embeddings into that space.
The auxiliary embedding set is Haux = {fene(X, 4) : (X, A) € Daux}. The victim
embedding set Hyictim 1S obtained from classifier gradients rather than from raw
graphs. With weight A\, the decoder objective is

gtotal - grecon + A MMD(Hauxa Hvictim)-

The MMD term is used to reduce the mismatch between auxiliary and victim graph
embeddings before the decoder is applied to the leaked victim embedding. After
training, the decoder is applied to Hg to obtain A.

3.7.4 Feature Recovery

Once A is available, GraphDLG recovers node features through the Graph Node
Features Recovery procedure. The recovery proceeds from the last GCN layer back
to the input. It reconstructs estimates ﬁ(L*U, ]:I(L*Q), e HO in that order, where
HO® = X. The order matters because each step uses quantities recovered from the
layer above.

The recovered adjacency matrix is converted to the normalized adjacency used
by the victim GCN. The self-loop lets each node retain its own embedding during
aggregation, and the symmetric degree normalization keeps the scale of aggregated
messages comparable across nodes with different degrees. Concretely,

A=A+1, A=D1iib,

where D € R™" is the diagonal degree matrix of A, and A, A € R, If A = A
and the activation derivatives match those in the victim forward pass, the recovery
equations are exact. In the attack, they are applied using the recovered adjacency
matrix and the available activation derivatives.

The key relation for a GCN layer [ is

gwn = (H(l) )TT(Z).

Here, H® € Rm<d" g the input embedding to layer [, and () € R g the coef-
ficient matrix computed from the known model structure. Thus gy € R xd ™+
Once 7 has been fixed, the unknown in this equation is H®".

Given the normalized adjacency, r¥ can be computed recursively as

rED = AT (M) Vot W 6 o)
r® = AT (p0H) (WEHD)T @ g+1) | [=0,...,L—2. (3.7)

Here, ® denotes the Hadamard product, applied elementwise between matrices of
the same dimensions. The term o+’ € R™*@“*" denotes the activation derivative
at the output of layer [. During reverse recovery, GraphDLG derives this derivative
from the recovered layer output when possible. For the last GCN layer, aX) is set
to an all-ones matrix when pooling hides the node-level final activations. We write
Jwq) for this all ones matrix, with the same shape as the last GCN layer output.

After computing 7, the unknown layer input H" is recovered by solving a
linear system. GraphDLG rewrites

gy = () THY
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in vectorized form. We write flatten for the vectorization that reads a matrix row
by row and stacks the entries into a single column vector. We write unflatten for
the inverse operation that reshapes the solution vector back to the matrix shape
required by the current layer. With this convention,

flatten(UXV) = (U ® V1) flatten(X),
where ® denotes the Kronecker product. Let
B = ﬂatten(ggv(z)), R = (T(l))T ® Ly,

where d® is the feature dimension of H®. Then B € R™™ 4" and R € R d"xnd®
The identity above turns 91;/0) = (rMTH® into the linear system Rz = B, with
z € Rnd", Solving this system and applying unflatten recovers HO g Rrxd®

Algorithm 6 gives the full attack procedure, while Figure 3.5 provides a visual
overview of the attack.

3.7.5 Attack Metric

GraphDLG evaluates node feature recovery with mean squared error (MSE). For
X, X € R4 where n is the number of nodes and d is the feature dimension, we

report
MSE(X, X) ndzz< )2. (3.8)

u=1 j=1

MSE measures the average squared difference between the true and recovered node
feature values. Lower MSE means that the recovered node features are closer to the
original features.
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GraphDLG

Victim client

fo Observed gradient ]
L GCN layers, pooling, MLP g

G=(X,4)

Recover graph embedding

Hg = (gww);/(gyw);
Attacker
1. Structure recovery 2. Feature recovery l
Normalize adjacency GCN gradients
add self loops and degree scaling Jwo

A

/

Encode auxiliary graphs Structure decoder E
with fixed fenc dfstrs H

h) //
Train decoder carn Forl=L-1,...,0
reconstruction loss and MMDJ compute () Recovered graph
solve the linear system (X,A)

recover the layer input

Figure 3.5: Overview of GraphDLG. The victim client computes the gradient g on
a private graph G = (X, A). The attacker uses the classifier gradients to recover
the pooled graph embedding Hg. A decoder trained on auxiliary graphs maps
this embedding to a recovered adjacency matrix A. The recovered adjacency is
normalized and then used with the GCN gradients to recover node features layer by
layer. The output is the reconstructed graph (X , /Al)
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Algorithm 6 GraphDLG

Input: model fy, victim gradient g = Vol(fo(X, A),y), auxiliary graph set Dy,
victim embedding set Hyictim, number of GCN layers L, decoder training itera-
tions Tgee, MMD weight .

Output: Recovered graph (X A)

0 Vgl gb(L)

Choose j such that (gym); # 0

Hg < (gww); /[ (gyw);

Let fene be the GCN and pooling part of fy

Initialize decoder fqo. With parameters ¢gec

for ¢t <+ 1 to Ty do
Haux <~ {fenC(X7 A) : <X7 A) € Daux}
Update ¢gec by minimizing £recon + A MMD (Hauwx, Hyictim)

end for

/Nl < fAdec(Hg)

A A+,

. Let D be the degree matrix of A

. A« D 2AD 2

: forl<—L—1downtoOdo

if {]=L —1 then
CL(L —J nxd@) > no ﬁ(L)
PE=) AT (MT Vo0 W @ 0

else
Derive a1 from H(+)
PO AT (p+D (0FD)T @ g+

end if

B + flatten(g,, )

R+ (T(l))T ® Lm

Solve Rz = B

H® « unflatten(z)

26: end for

27: X « HO

28: return (X, A)

N NN DN DN DN —F = e = = = = = =
A A e i G B A el > el

In Algorithm 6, f.,. denotes the encoder defined in Section 3.7.3. It shares its
parameters with fp and outputs the pooled graph embedding Hg.

The recursion starts at [ = L — 1, where a®’ is set to a matrix of all ones. As
a result, H® is never reconstructed. In each later step, the matrix HOED ysed to
compute a1V was already recovered in the previous step.

For ReLU activations, GraphDLG computes at1 as the elementwise indicator
of positive entries in the recovered layer output H®Y when this derivative is not
set to an all-ones matrix.

In our implementation, the recovered features X are clipped to the feature range
observed in D,,, for numerical stability.
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Chapter 4

Methodology and Model
Architecture

This chapter describes the experimental setup used to evaluate leakage attacks under
DP noise.

4.1 Adaptation of Attack Codebases

In this work, we evaluate multiple gradient-based leakage attacks, namely DLG [2],
TabLeak [4], GRAIN [5], GLG [6], and GraphDLG [7|. For each attack, we base our
implementation on the original codebase released by the respective authors.! For
GraphDLG [7], no public implementation was available at the time of our experi-
ments, so we implemented the attack from the description in the paper.

To align the implementations with our experimental objectives, we introduce tar-
geted modifications to the original code. In particular, we adapt the attack pipelines
to use gradients that are stored during privacy-preserving training, instead of relying
on clean gradients computed directly via PyTorch’s automatic differentiation during
standard training. This modification enables evaluation of attack behavior under
the NDP setting, in which gradients include noise added during training and are
observed by an adversary.

The core optimization procedures and attack logic remain unchanged. Our mod-
ifications are limited to gradient retrieval, allowing the attacks to be evaluated under
privacy-preserving training without altering their fundamental assumptions or ob-
jectives, even though the original attacks often do not involve model training.

4.2 Experimental Setup

This section describes the experimental environment used to evaluate the considered
leakage attacks under privacy-preserving training settings. We outline the datasets,
model architectures, training and communication protocols, and privacy mechanisms
applied in our experiments to ensure reproducibility and clarity.

'DLG: https://github.com/mit-han-lab/dlg; TabLeak: https://github.com/eth-sri/
tableak; GRAIN: https://github.com/insait-institute/GRAIN; GLG: https://
openreview.net/forum?id=aOmLrqkWyx
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4.2.1 Datasets

Experiments involving the TabLeak attack are conducted on the Adult dataset [21],
following the experimental setup of the original TabLeak work. To assess robustness
to dataset choice, we additionally evaluate TabLeak on the Health Heritage dataset
[22], the Insurance dataset [23], and the Law School dataset [24].

GRAIN is evaluated on the CiteSeer dataset [25]. For graph-based attacks, we
distinguish between feature encoding and privacy experiments. Feature encoding
is evaluated on the WebKB dataset [26] using the Cornell subset, as it contains
categorical node features. GLG privacy experiments and DLG experiments are
conducted on the Facebook Page-Page network dataset 27|, following the setup
of |6]. GraphDLG is evaluated on the PROTEINS dataset [28], following the graph-
level setting considered in the GraphDLG paper [7].

4.2.2 Model Architecture

For TabLeak, we adopt the model architectures used in the original evaluation, in-
cluding linear models, fully connected networks, CNNs, and ResNet variants, with
the same depth, layer dimensions, and activation functions. In the main experi-
ments, results are reported for fully connected models, whereas linear, CNN, and
ResNet architectures are evaluated in addition to examine how architectural choices
influence leakage behavior. For the CNN, we remove batch normalization layers
because this yields a more stable attack behavior.

For GRAIN experiments, we focus on GAT architectures, following the setting
used in the original GRAIN evaluation. Although the attack can also be applied to
a GCN;, its theoretical guarantees depend on additional structural properties of the
adjacency matrix, making the reconstruction behavior less predictable in practice.

For GLG experiments, we use a GCN model following [10]. The model consists
of two graph convolutional layers with a nonlinear activation between them, as in
the original formulation. The same architecture is used for both GLG and DLG.

For GraphDLG, we use the same model architecture as in the original paper [7],
consisting of a two-layer GCN followed by mean pooling and a linear classifier.

For all attacks, the attack model is the target network instantiated with the
architecture and parameters corresponding to the observed gradients. Gradient
inversion is then performed using these gradients.

4.2.3 Training Topology
We evaluate leakage attacks under three distinct training topologies:

e Centralized: a centralized training setup, where nodes compute local gradi-
ents and a central server aggregates the released updates.

e Muffliato: a fully decentralized gossip-based protocol [17].

e Skip-Ring: a sequential decentralized protocol with straggler skipping [19].

The centralized topology serves as a baseline and reflects the standard FL setting.
In contrast, the Muffliato and Skip-Ring topologies distribute gradient exchange
across the network, limiting each participant’s view to a subset of the communicated
updates.
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For Muffliato, we use the Erdés-Rényi communication graph model defined in
Section 3.1. At each training round, we sample a new graph G® ~ G(n,q), with
edge probability ¢ = clog(n)/n. In the implementation used here, ¢ = 1 — p, where
p is the skipping probability used in the latency model. The sampled graph is then
used for the Tyossip gossip steps in that training round. As in [19], we set Tyossip = 2
gossip steps per round in all experiments.

Following [19], we measure training progress in terms of total latency rather
than epochs or iterations. Here, latency denotes cumulative computation and com-
munication time. For Skip-Ring, this corresponds to the token-passing process with
timeout-based skipping. For centralized and Muffliato training, latency is computed
using the same framework described in [19, Appendix G|, so that all three training
topologies are compared under a common latency measure.

4.2.4 Privacy Mechanism

In all training configurations, local gradients are clipped to a norm bound C' = 1, and
Gaussian noise with scale ¢ is added before the released update is communicated,
following the Gaussian mechanism of Section 2.5.4. At each step, every node forms
its minibatch B, by drawing B examples uniformly without replacement from its
local dataset D,, independently across steps, so the sampling procedure is uniform
subsampling.

For simplicity, we clip and add noise to the batch-average gradient rather than
clipping each per-example gradient. The reported € could be lower with per-example
clipping, which would allow privacy amplification by subsampling [29], but the same
scheme is used for all three topologies, so the comparison between them is unaffected.

We compute the privacy loss separately for each topology using its correspond-
ing privacy accountant. For Skip-Ring, after 7" update steps, the privacy level ¢(T')
is computed using the accounting method of [19, Thm. 2|. For Muffliato and cen-
tralized training, we use RDP accounting following [17, Thm. 4]. In that case, we
optimize over the Rényi order v and apply the RDP-to-DP conversion of Proposi-
tion 2.5.2 to obtain an (e, ) guarantee.

When comparing topologies, the same reported ¢ should be interpreted as the
same privacy loss level under each method’s own accountant. Because each topology
uses a different accountant, equal ¢ values do not correspond to identical noise
scales or privacy mechanisms across topologies and are only meaningful within each
method’s own framework.

For each run, the noise scale ¢ is held fixed throughout training, and we set
d = 1075. The reported privacy level is then obtained as a function of the total
number of update steps T for the fixed pair (o, ), using the accountant associated
with the corresponding topology. Thus, € always reflects the privacy loss of that
specific protocol after T" updates.
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4.2.5 Threat Model

We adopt an honest-but-curious threat model in all experiments. The adversary fol-
lows the training and communication procedure but tries to infer private information
from what the protocol exposes at one target participant during training. We do
not assume that the adversary has complete access to the participant’s device. In
particular, the adversary does not access the raw local training data and does not
observe the sampled examples used in a local step.

As illustrated in Figure 4.1, at an attacked local step, the adversary observes
the model state immediately before the participant performs its local update and
the released local update immediately after that step, following clipping and noise
addition. We use this released local update as the attack input in all topologies
studied in this thesis. The model state observed before the attacked local step is the
actual state reached by decentralized training up to that time and therefore already
reflects the effect of gossip or averaging from earlier iterations.

To ensure that the attacks are evaluated under the actual privacy mechanism
used during training, we use updates recorded during the real privacy-preserving
training runs rather than recomputing clean gradients with automatic differentiation
on a dummy model.

We do not impose a single label assumption across all attacks. For DLG, the
label is optimized jointly with the input and is therefore not assumed to be known.
For GLG, GRAIN, and TabLeak, we assume known labels during reconstruction, fol-
lowing the standard setting of each method. GraphDLG follows its original setting,
where the attacker uses the observed classifier gradients together with an auxiliary
graph pool. This keeps each attack in the setting actually used in our evaluation.

Decentralized Learning

I Node 6 Node 1 I
0((51) egt)
I Node 5 Node 2 I
eét) eét)
Node 3
e(t)
3

Node 4
65

Figure 4.1: Decentralized learning network with a compromised node (red) perform-
ing gradient inversion attacks. Blue circles denote honest nodes, each storing local
model parameters &St); green cylinders denote local datasets D,; orange arrows in-
dicate peer-to-peer communication along the communication graph.
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Chapter 5

Results and Findings

This chapter reports the experimental results. We first describe the plotting con-
ventions, baselines, and default settings, then present the privacy—reconstruction
trade-off per attack, the effect of feature encoding, other influencing factors, and
model accuracy.

Interpretation of plots and tables. Across all plots, centralized training is
shown in blue, Skip-Ring in green, and Muffliato in orange, with the random baseline
shown as a red dashed line. Reported values are means over 100 independent runs,
using the reconstruction metric defined for each attack unless stated otherwise. In
reconstruction tables, bold values mark the strongest defense among the compared
settings. In model accuracy tables, bold values mark the highest mean predictive
accuracy.

For all experiments except the batch size and epoch experiment, we scale the
Gaussian noise scale o across topologies to align the initial privacy level . Skip-
Ring uses its chosen o, while centralized and Muffliato use scaled values for visual
comparability. This alignment only affects how easily the e-axis can be compared
across topologies, as the effective privacy depends on both ¢ and the communication
topology. Thus, ¢ alone is not directly comparable across settings, and we do not
report results as a function of o.

During training, we store the adversary’s per-step observations for the attacked
node. To evaluate reconstruction at a chosen latency, we select the saved observation
closest to that latency, instantiate the attack with the corresponding saved model
parameters, and run the attack on the associated released noisy update. The privacy
reconstruction plots are evaluated at several target latencies chosen to be comparable
across training topologies. Each topology curve therefore has points from the same
sequence of target latencies. The first point on each curve corresponds to an early
training stage, the last point corresponds to the final training stage, and the middle
points correspond to intermediate stages. The horizontal axis reports the resulting
privacy loss € at each selected observation. Latency is therefore represented through
the ordering of the checkpoints rather than as the plotted axis. For both tables
and values referenced in the text, we report the reconstruction based on the final
observation available to the adversary.

Large ¢ values correspond to low noise and are included to illustrate the full
privacy-reconstruction trade-off, rather than as practically meaningful privacy guar-
antees.
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Random baseline. To compute a random baseline experiment involving TabLeak,
we sample each feature independently according to its empirical distribution in the
dataset. For each batch size, we generate multiple random batches as Monte Carlo
samples to estimate the mean and standard deviation of the reconstruction error.
Since the randomly sampled rows have no natural correspondence to the rows in the
true batch, we align each random batch to the true batch using optimal bipartite
matching. We then score the reconstruction using the same tolerance-based metric
as in the main evaluation. We use the original implementation provided by [4].

For GLG and GraphDLG, the random baseline builds a guess #, whose j-th
coordinate is an independent uniform draw from the observed values of feature j
across all nodes:

(iv)j:XTj,ja TjNU{l,...,TL} lld, jzl,...,d,

where X € R™? is the feature matrix and U{1,...,n} denotes the uniform distri-
bution over the node indices {1,...,n}. Over many independent trials, each guess

is compared with the feature vector of a uniformly sampled node, and we report
RNMSE for GLG and MSE for GraphDLG.

Default experimental settings. Unless stated otherwise, centralized and Muf-
fliato training use a constant learning rate hyperparameter 7. Skip-Ring uses the
decreasing learning rate schedule defined in Section 3.2, parameterized by the hy-
perparameter (. Table 5.1 lists the main hyperparameter settings by result. The p
column records the skipping probability.

For DLG, sigmoid activation is used because the attack requires the model to be
twice differentiable [2]. For GRAIN, sampled subgraphs on non-chemical datasets
have 10 to 20 nodes, with 40 sampled graphs. The GAT embedding dimension is
d = 300.

Across topologies, we tune optimization hyperparameters separately because cen-
tralized, gossip-based, and sequential token-passing training exhibit different opti-
mization dynamics. Our goal is to evaluate privacy leakage under well-tuned train-
ing conditions that reflect practical use, rather than enforcing identical optimization
settings across fundamentally different protocols. While learning rate and schedule
can influence the observed updates, we focus on comparing methods under their
best-performing configurations.
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Result Arch. Dataset n B dyy Lat. Enc. ¢
Figure 5.1  FC NN Adult 1k 16 20 20k one-hot 0.003 0.07
Figure 5.2, GCN  Facebook 10 128 200 20k BoW 0.1
Figure 5.3,
Table 5.2
Table 5.3, FC NN Adult 1k 16 20 20k all 0.003 0.07
Table 5.4
Table 5.3, GCN  Cornell 10 128 200 20k BoW 0.0007 0.0007 0.0007
Table 5.4 GCN  Cornell 10 128 200 20k (R.) binary, hashing 0.0007 0.0007 0.007
GCN  Cornell 10 128 200 20k one-hot 0.0001 0.0001 0.007
Figure 54 GCN PROTEINS 10 1 200 20k one-hot 0.7
Figure 5.5, GAT  CiteSeer (10,20 1 200 100 BoW 0.7
Figure 5.6
Figure 5.7 FC NN Adult 100 wvaried 30 10k one-hot 0.03
Figure 5.8 ~ FC NN Adult 1k 16 20 20k one-hot 0.07
FC NN Adult 1k 16 20 20k one-hot {0.5,0.7} 0.07 0.07
Figure 5.9  linear Adult 100 16 6 10k one-hot 0.03
FC NN Adult 100 16 30 10k one-hot 0.03
FC NN Adult 100 16 80 10k one-hot 0.03
large
CNN  Adult 100 16 60 10k one-hot 0.03
ResNet Adult 100 16 10 10k one-hot 0.03
Figure 5.10 FC NN Adult 1k 16 20 epoch one-hot 0.07
based
Figure 5.11 FC NN Adult, 10 16 40 5k one-hot 0.07
Health Heritage,
Law School,
Insurance

Table 5.1: Default experimental settings by result. The column p denotes the skip-
ping probability. The columns n¢ and 7y denote the learning rates for centralized
and Muffliato training, respectively. The column ( denotes the Skip-Ring learning

rate parameter. The abbreviation k denotes 103.
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5.1 Privacy—Reconstruction Trade-Off

5.1.1 TabLeak

Figure 5.1 shows the privacy-reconstruction trade-off for TabLeak with one-hot en-
coding. Reconstruction accuracy usually increases with e, but the size of this effect
depends on the noise scale and the training topology.

Gradient leakage depends strongly on the noise scale o. Each point in Figure 5.1
is evaluated from an observation saved at a comparable cumulative latency, up to
the latency budget reported in Table 5.1. As latency increases, more updates are
released, and the privacy accountant accumulates a larger €. Thus, movement to
the right in the plot corresponds to later points in training with larger cumulative
privacy loss.

At 0 = 1, all three topology curves remain below the random baseline across the
evaluated latencies, even though reconstruction accuracy rises with €. The attack
therefore does not extract more information than random guessing in this high-
noise setting. At o = 0.1, the curves move closer to the baseline, but they remain
mostly below it. At ¢ = 0.01, centralized and Skip-Ring training are clearly above
the baseline for most evaluated points, while Muffliato remains below or close to
the baseline. Lower noise therefore increases leakage, but the evidence is topology-
dependent rather than uniform.

oc=1.0 oc=0.1 o =0.01
70

N et | }”"“/’“ ”””””””””””””””””””””””
40 / g B

30 T T T
10 10% 10°  10° 10 10°  10° 108 107
5 13 €

Reconstruction accuracy (%)

Figure 5.1: TabLeak reconstruction accuracy on the Adult dataset using one-hot
encoding and the FC NN model, shown as a function of € for noise scales o €
{1,0.1,0.01}.

5.1.2 GLG

Figure 5.2 shows the corresponding results for GLG. The curves do not show a clean
monotone dependence on . For each noise scale, RNMSE stays in a narrow band
for much of the curve and falls mainly at the largest observed e values.

Larger noise is associated with larger reconstruction error, but the separation
between ¢ = 1 and o = 0.1 is small. At both higher noise levels, most values lie
between about 2.0 and 2.5, above the random baseline. At ¢ = 0.01, the values
are lower, mostly between about 1.8 and 2.2, but they remain close to or above the
baseline. These results suggest that GLG is only weakly responsive to privacy loss
in this setting. The privacy-reconstruction relation is therefore much weaker than
for TabLeak.

54



oc=1.0 oc=0.1 o =10.01
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Figure 5.2: GLG reconstruction error (RNMSE) on the Facebook dataset using
BoW encoding and the GCN model, shown as a function of ¢ for noise scales o €

{1,0.1,0.01}.

5.1.3 DLG

Figure 5.3 shows the reconstruction error of DLG under different noise scales. The
behavior differs substantially from the previous attacks. For ¢ = 1 and o = 0.1,
the RNMSE remains extremely large across all values of ¢, ranging between approx-
imately 10'° and 10'¢ and staying far above the random baseline. Such large values
arise because the reconstructed input & becomes essentially unrelated to the true
input z, causing ||z —z||2 to dominate ||x||2 in the definition of RNMSE in Eq. (3.5).
We therefore interpret these values as a complete reconstruction failure rather than
a partial recovery.

For 0 = 0.01, the reconstruction error is reduced by several orders of magnitude
compared to larger noise scales. Nevertheless, the error remains high overall and
does not reach successful recovery.

These results indicate that DLG is highly sensitive to gradient noise in this
setting. The attack fails under moderate and high noise, and does not exhibit a
meaningful privacy-reconstruction trade-off across €. This behavior is consistent
with [2, Sec. 5.1], which reports that DLG fails when the added gradient noise
variance is larger than 0.01, as the recovered images become visually uninformative,
even though no explicit reconstruction error metric is reported.

oc=1.0 c=0.1 o =0.01
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o
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Figure 5.3: DLG reconstruction error (RNMSE) on the Facebook dataset using
BoW encoding and the GCN model, shown as a function of ¢ for noise scales o €

{1,0.1,0.01}.
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5.1.4 GraphDLG

Figure 5.4 shows the GraphDLG results on the PROTEINS dataset. High noise
moves node feature recovery close to the random baseline. At ¢ = 1.0, the final
MSE is 0.33 for Central, 0.33 for Skip-Ring, and 0.32 for Muffliato. These values are
close to the random baseline estimated for this experiment, which indicates that the
attack recovers little beyond a draw from the empirical feature distribution. Lower
noise gives lower reconstruction error. At ¢ = 0.1, the final MSEs are 0.31, 0.24,
and 0.27 for Central, Skip-Ring, and Muffliato, respectively. At ¢ = 0.01, they are
0.28, 0.21, and 0.25. Skip-Ring has the lowest mean MSE at the two smaller noise
scales, although the differences between topologies should be interpreted cautiously.
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Figure 5.4: GraphDLG reconstruction error (MSE) on the PROTEINS dataset using
one-hot encoding and the GCN model used by GraphDLG, shown as a function of
e for noise scales o € {1,0.1,0.01}.

5.1.5 GRAIN Fails under Noisy Gradients

As discussed earlier, GRAIN relies on gradients retaining a low-rank structure so
that span-based filtering can narrow down valid subgraph candidates. Its exact
reconstruction guarantee depends on the span check condition in [5, Thm. 5.1].
Figure 5.5 shows that even a very small Gaussian noise scale, around ¢ = 10~7 in
our experiments, already breaks this structure.

When this happens, the span of the gradient expands, and the filtering step can
no longer separate valid subgraph candidates from invalid ones, and the attack fails.
We verified that this behavior is stable across a wide range of tolerance values in
the span check procedure. Using the original GRAIN tolerances (r; = 7 = 1077,
73 = 1078) as well as larger values up to 1072 leads to the same outcome once noise
is present. The exact numerical rank can vary with the tolerance, but this does not
change the fact that the attack fails.
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Figure 5.5: Relative gradient rank as a function of Gaussian noise scale . Each
curve corresponds to one of the three GNN layers.

To address this, we applied singular value hard thresholding (SVHT) [30], a
matrix denoising technique that zeroes out small singular values using an optimal
threshold, to the gradient matrices prior to running the attack. However, the attack
still failed. This suggests that denoising does not recover the structure required by
GRAIN: even if a low-rank matrix is obtained, its row and column spaces no longer
match those of the original gradient, which the span-based filtering relies on.

We verify this structural failure directly using GRAIN’s own filter criterion in
Eq. (3.3), measuring for each noise scale o how far the true node features lie from
the column space of the denoised weight gradient. This is the span condition used
by GRAIN in [5, Thm. 5.1]. As a reference, we compare against the column space
of the clean gradient recomputed at the same model state. Figure 5.6 shows two
things. On clean gradients, the distance stays essentially flat around 10~ across all
o, confirming that the span-check condition holds whenever the gradient is undis-
turbed. On SVHT-denoised gradients, the distance grows steadily with o and crosses
GRAIN’s acceptance threshold around o ~ 10~7, the same noise level at which the
rank in Figure 5.5 becomes full. The two figures capture the same underlying failure
from different sides, where the rank plot shows that the necessary condition for the
filter to discriminate is violated, and the span plot shows that even if we restore the
rank via SVHT, the sufficient condition that the gradient’s column space contains
the true features is no longer met.
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Span-based filter distance for true node features under DP noise
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Figure 5.6: Span-check distance d(x, Vo () of the true node features against the
first-layer gradient column space, as a function of the noise scale 0. The blue line
shows the column space of the clean gradient recomputed at the same model state.
Orange shows the column space recovered from the SVHT-denoised noisy gradient.
The red dashed line shows GRAIN’s span filter acceptance threshold.

The observed threshold at which the gradient becomes numerically full rank
should be interpreted as empirical and setting-dependent rather than universal. In
particular, it may vary with factors such as batch size, the number of nodes, and
the relation between the number of nodes and the embedding dimension. However,
the key observation is that even very small noise is sufficient to destroy the low-rank
structure in our setting, which in turn renders the span-based filtering ineffective.

o8



5.1.6 Reconstruction Accuracy across Attacks

For completeness, Table 5.2 compares reconstruction error across attacks using the
same GCN model and Facebook dataset with ¢ = 1. The comparison should still
be read as an adapted evaluation rather than a direct comparison of the original
attack papers, because the attacks use different prior knowledge and reconstruction
procedures.

DLG and TabLeak were not originally designed for graph node features. Here,
both are used as gradient-matching attacks on GCN gradients and are evaluated on
the recovered target-node feature vectors using RNMSE. TabLeak keeps its tabular
reconstruction objective, but is applied to graph model updates so that it can be
compared with the graph attacks on the same metric.

GraphDLG was originally designed for graph classification, where each observed
gradient corresponds to a whole input graph. To compare it on Facebook node
classification, we adapt it by constructing a 2-hop egonet around the attacked node
minibatch and treating this egonet as the private graph. Auxiliary egonets sampled
from the training split are used to train the adjacency decoder and the graph em-
bedding prior. We then evaluate recovery on the attacked target node features using
RNMSE.

As shown in Section 5.1.5, GRAIN cannot handle noise and fails under this
configuration. DLG gives extremely large and unstable errors. TabLeak, GLG, and
the adapted GraphDLG produce finite errors across all three training topologies.
Within this adapted comparison, GraphDLG achieves the lowest RNMSE across all
three training topologies. This makes it the most effective attack in our adapted
setup, but it should not be read as a general ranking, since TabLeak and DLG
are not designed for graph node features and each attack relies on different prior
knowledge and reconstruction procedures.

Attack Central Skip-Ring Muffliato
DLG 1.6el1 + 1.5e12 4.6el4 + 4.5el5 5.8el3 + 5.4el4
TabLeak 32+1.6 3.6 +2.0 3.3+1.5
GRAIN failed failed failed
GLG 1.9£0.7 22+1.0 2.14+0.7

GraphDLG 1.3+ 0.03 1.3 £0.02 1.3+0.05

Table 5.2: RNMSE reconstruction performance across attacks on the Facebook
dataset using BoW encoding and the GCN model with ¢ = 1. All methods are
evaluated under identical training settings. Bold marks the strongest attack, that
is the lowest RNMSE in each column.
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5.2 Effect of Feature Encoding on Gradient Leakage

Feature encoding changes reconstruction behavior, but not in the same direction
for every attack, as shown in Table 5.3. For TabLeak on the Adult dataset, re-
construction accuracy is highest with one-hot encoding, which is also the default
representation. All alternative encodings reduce attack success, and randomized
binary encoding gives the strongest protection. Across all three topologies, it low-
ers reconstruction accuracy from about 46% with one-hot encoding to about 33%,
corresponding to a reduction of roughly 13 percentage points.

For GLG on the Cornell dataset, the pattern is reversed. One-hot encoding yields
a much higher RNMSE than the other encodings, substantially weakening the at-
tack and effectively rendering reconstruction unstable. In contrast, the remaining
encodings yield markedly lower reconstruction error and therefore leak more infor-
mation under GLG. This advantage is tied to the feature dimension, since under
one-hot encoding ||z,||2 = 1 and RNMSE = ||z, — Z,||2 reduces to the raw Euclidean
error in a d-dimensional ambient space, so datasets with many categorical features
force the attacker to recover a sparse binary target from a high-dimensional con-
tinuous estimate. The other encodings compress the same information into a far
lower-dimensional representation with ||z,||2 > 1, which both shrinks the attacker’s
search space and rescales the error by a larger denominator.

Overall, randomized binary encoding provides the strongest defense against
TabLeak, while one-hot encoding is far more effective against GLG. These results
show that the privacy effect of feature encoding depends strongly on the choice of
attack.

Encoding Central Skip-Ring Muflliato
TabLeak (Accuracy %) 1
One-hot 46.34+39 462+40 464439
Binary 36.3+3.5 36.3+32 366433
Randomized binary 33.0 £+3.4 32.7+3.3 32.6 £3.2
Hashing 35.9+35 359+3.0 359429
GLG (RNMSE) |
Bag-of-words 434+12 42+£10 42412
Binary 33+10 33+11 3141.1
Randomized binary 2.6 +0.8 25+0.7 24+0.7
Hashing 87+17 88+17 82+1.5
One-hot 3844+3.7 374438 371+3.7

Table 5.3: Effect of feature encoding on reconstruction performance when o = 1
for TabLeak on the Adult dataset using the FC NN model and for GLG on the
Cornell dataset using the GCN model. TabLeak reports reconstruction accuracy
using Eq. (3.2), whereas GLG reports RNMSE using Eq. (3.5). Arrows indicate
whether higher or lower metric values correspond to stronger reconstruction by the
attacker.
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5.2.1 Effect of Feature Encoding at Different Noise Levels

Table 5.4 extends the analysis presented at ¢ = 1 by showing how feature encoding
affects reconstruction performance at ¢ = 0.1 and o = 0.01.

For GLG, one-hot encoding yields the highest RNMSE across all evaluated
topologies, indicating the strongest resistance under this attack.

For TabLeak, the effect of encoding becomes clearer as the noise scale decreases.
At 0 = 1, the differences between encodings are moderate, whereas at ¢ = 0.1 and
o = 0.01, it becomes evident that the default one-hot encoding results in the high-
est reconstruction accuracy. In contrast, randomized binary encoding consistently
achieves the lowest TabLeak accuracy across all noise levels and training topologies.

Across most settings, smaller noise scales increase reconstruction performance
for both attacks, indicating that higher noise provides stronger protection against
gradient leakage.

oc=0.1 o = 0.01
Encoding Central Skip-Ring Muffliato ‘ Central Skip-Ring Muffliato
TabLeak (Accuracy %) 1
One-hot 48.54+4.0 471+4.1 4584+4.2|63.0+4.3 599+44 48.6+3.3
Binary 37.8+3.1 379+32 36.7+34|40.6+t29 402432 382+32
Randomized binary 34.7+3.2 33.7+3.2 323+£3.1|385+34 392+38 340+3.1
Hashing 381434 37036 359+£33|489+4.8 482452 385+3.3
GLG (RNMSE) |
Bag-of-words 43+12 42410 42+10 | 42+1.1 40+08 4.14+1.0
Binary 3.4+0.9 3.2+1.1 3.1+1.0 3.3+1.2 3.1+14 3.0£1.1
Randomized binary 2.6+0.8 244+06 25+£07 | 26+08 23+08 26+0.8
Hashing 88+18 83£1.7 82415 | 85+1.8 724+26 T76+£25
One-hot 372+34 370+34 37.5+38|37.5+3.5 35.8+3.3 364+4.3

Table 5.4: Effect of feature encoding on reconstruction performance for o €
{0.1,0.01} for TabLeak on the Adult dataset using the FC NN model and for GLG
on the Cornell dataset using the GCN model. TabLeak reports reconstruction accu-
racy using Eq. (3.2), whereas GLG reports RNMSE using Eq. (3.5). Arrows indicate
whether higher or lower metric values correspond to stronger reconstruction by the
attacker.
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5.2.2 GLG across Datasets and Encodings

Tables 5.5 and 5.6 report GLG reconstruction results for the DBLP [31] and Cora [32]
datasets using o = 1, with 50 trials per setting.

Across both datasets and all training topologies, one-hot encoding consistently
yields substantially higher RNMSE than the other representations. In contrast,
binary and randomized binary encodings yield the lowest RNMSE values. Hashing
and BoW produce moderate reconstruction errors compared to the other encodings.

This pattern is consistent across both DBLP and Cora, as well as across Central,
Skip-Ring, and Muffliato training topologies.

Encoding Central Skip-Ring Muflliato
Bag-of-words 19.0£4.8 183+£4.7 19.6£5.7
Binary 41+15 42414 44+13
Randomized binary 3.6 +1.0 354+08 3.8+1.0
Hashing 120+1.8 11.74+1.8 127+1.7
One-hot 41.0+24 41.7+26 41.44+3.0

Table 5.5: Effect of feature encoding on GLG reconstruction performance on the
DBLP dataset using the GCN model, with o = 1.

Encoding Central Skip-Ring Muffliato
Bag-of-words 10.0+3.9 108+4.8 99+34
Binary 50+1.7 48+£13 5H5+£1.7
Randomized binary 3.94+0.9 384+12 41410
Hashing 11.1+£15 11.6+1.4 12.7+22
One-hot 378+24 379+26 376+1.7

Table 5.6: Effect of feature encoding on GLG reconstruction performance on the
Cora dataset using the GCN model, with ¢ = 1.
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5.3 Other Factors Affecting Reconstruction Perfor-
mance

5.3.1 Effect of Batch Size

Figure 5.7 shows that reconstruction accuracy decreases with increasing batch size
only at ¢ = 0.01. For ¢ = 1.0, reconstruction accuracy is already close to the
random baseline, and increasing the batch size provides little additional protection.
Since [4] evaluated the effect of batch size without noise, our results clarify that the
reduction in leakage from larger batches primarily arises when noise levels are low
or zero.
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Figure 5.7: TabLeak reconstruction accuracy on the Adult dataset using one-hot

encoding and the FC NN model, shown as a function of batch size for noise scales
o €{1,0.1,0.01}.

5.3.2 Impact of Skipping Probability

For the larger skipping probabilities, the centralized learning rate is adjusted to
maintain stable model accuracy, as shown in Table 5.1.

Figure 5.8 shows reconstruction accuracy as a function of ¢ for different skipping
probabilities p. Overall, the curves largely overlap across p € {107%,1/2,7/10},
indicating that the skipping probability has only a minor effect on reconstruction
performance compared to the effective privacy level e.
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Figure 5.8: TabLeak reconstruction accuracy on the Adult dataset using one-hot
encoding and the FC NN model, shown as a function of ¢ for skipping values p €
{1074,1/2,7/10} and o = 1.
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5.3.3 Impact of Model Architecture

Figure 5.9 shows that reconstruction performance varies across model architectures.
Consistent with the observations in [4], linear models are harder to attack, as recon-
struction accuracy remains close to the random baseline across all values of ¢.

Fully connected networks, both FC NN and FC NN large, achieve higher recon-
struction accuracy, which increases as ¢ increases. The FC NN large is especially
vulnerable, suggesting that greater model capacity and nonlinearity make gradient-
based reconstruction easier. CNNs exhibit a similar trend, achieving higher recon-
struction accuracy as privacy budgets increase.

ResNet, in contrast, remains relatively robust, with reconstruction accuracy stay-
ing near the baseline even at higher ¢.

Overall, model architecture affects gradient leakage, with linear and residual
models more robust and larger nonlinear networks more easily reconstructed.

Linear FC NN FC large

S —————— e [ e e A B
45 | /\‘"‘ /‘/ | //
35 NPz, T i . |

10t 102 103 10* 10! 102 103 10 10t 10% 103 10*

Reconstruction accuracy (%)

B — W A—k‘
57 h '/./‘“'-'
30 T T T T
10t 102 103 10* 10! 102 103 10*
5 €

Figure 5.9: TabLeak reconstruction accuracy on the Adult dataset using one-hot
encoding, shown as a function of ¢ for different model architectures with o = 1.
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5.3.4 Effect of Training Epoch

Figure 5.10 shows reconstruction accuracy as a function of the number of training
epochs for different noise levels. We include more noise scales here than in the other
experiments because the epoch effect only emerges at low noise, and the additional
smaller values of o are needed to capture the full trend.

The effect of training epochs depends strongly on the noise level. For ¢ = 1,
reconstruction accuracy stays below the random baseline across training, with only
small changes over epochs. For ¢ = 0.1, the curves remain close to the baseline
and show no clear epoch effect. At ¢ = 0.01, reconstruction accuracy is above the
baseline but remains nearly flat.

A clearer epoch effect appears only at lower noise levels. For ¢ = 0.001 and below,
reconstruction accuracy starts high and decreases over training, with the largest drop
occurring in the first few epochs. This is closest to the behavior observed by [4],
who studied training epochs without privacy noise.

These results suggest that training epoch effects are visible when gradients retain
enough signal for the attack to exploit. Once Gaussian noise is large enough to
suppress reconstruction, additional training does not substantially change the attack
outcome.
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Figure 5.10: TabLeak reconstruction accuracy with one-hot encoding as a function
of training epochs on the Adult dataset using the FC NN model, for noise scales
o €{1,0.1,0.01,0.001,0.0001,0.00001}.
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5.3.5 TabLeak Reconstruction across Datasets

Figure 5.11 shows a privacy-reconstruction trade-off for most datasets. For Adult,
Health Heritage, and Law School, reconstruction accuracy increases with ¢, indicat-
ing stronger leakage as the effective privacy loss increases.

Insurance behaves differently. Its reconstruction accuracy remains nearly flat
across €, with only minor variation. Since all datasets are trained under the same
configuration, this suggests that the weaker dependence on ¢ is due to dataset prop-
erties rather than the training setup. In particular, Insurance is by far the smallest
dataset used here (Table A.1), so its gradients carry less information for the attack
to exploit, which is a likely reason for the weaker dependence on €.

Overall, the privacy-reconstruction trade-off appears across most datasets, but
its strength varies, with Insurance showing a much weaker effect.
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Figure 5.11: TabLeak reconstruction accuracy across datasets using one-hot encod-
ing and the FC NN model, with o = 1.
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5.4 Model Accuracy

We evaluate model accuracy across different Gaussian noise scales o and feature
encoding schemes. This analysis examines how the noise scale and the choice of
encoding affect predictive performance.

5.4.1 Impact of Noise on Model Accuracy

Tables 5.7, 5.8, and 5.9 report the model accuracy of the models used in the TabLeak,
GLG, and GraphDLG experiments under different noise scales. For TabLeak, results
are obtained using the FC NN model on the Adult dataset, following the original
evaluation setup.

Overall, model accuracy remains largely stable across the evaluated noise levels.
In the TabLeak setting, the centralized model shows essentially unchanged accuracy,
while Skip-Ring and Muffliato exhibit only a small decrease at ¢ = 1 compared with
o €{0.1,0.01}.

In the GLG setting on the Facebook dataset with BoW encoding, model accu-
racy decreases as o increases. Centralized training achieves the highest accuracy,
Muflliato is slightly lower, and Skip-Ring is consistently lower still, indicating a
higher utility cost in this GLG experiment. Some of the overall utility gap may also
reflect the use of sigmoid activation, which was chosen to enable comparison with
DLG.

For GraphDLG on PROTEINS, model accuracy is lower than in the TabLeak
and GLG settings. The three topologies are close to each other, and the standard
deviations overlap. Accuracy is slightly lower at ¢ = 1 than at the two smaller noise
scales.

Noise Central Skip-Ring MufHliato

oc=1 82.7+04 828 +0.2 83.2+0.2
c=01 8274+04 84.0£0.1 834+£0.2
oc=0.01827+£04 84.0+0.1 83.4£0.2

Table 5.7: Model accuracy (%) under different Gaussian noise scales o on the Adult
dataset using one-hot encoding and the FC NN model.

Noise Central  Skip-Ring Muffliato

oc=1 83.5+0.76 74.3£1.78 81.0 £ 0.87
c=0.1 86.4+0.33 79.5+£1.25 82.9£0.67
0c=0.01 86.4+0.34 79.6 +£1.20 82.9£0.64

Table 5.8: Model accuracy (%) under different Gaussian noise scales o on the Face-
book dataset using BoW encoding and the GCN model.
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Noise Central  Skip-Ring  Muffliato

oc=1 d7.6 £6.64 57.4£6.53 58.6 = 5.58
c=0.1 61.3£397 61.4+£3.76 61.0+3.44
o =0.01 60.5£4.35 61.1 £3.56 60.6 + 3.47

Table 5.9: Model accuracy (%) under different Gaussian noise scales o on the PRO-
TEINS dataset using one-hot encoding and the GCN model used by GraphDLG.

5.4.2 TabLeak: Feature Encoding and Predictive Performance

Table 5.10 reports results for the main experimental setting with o = 1. As shown,
most feature encoding schemes maintain similar model accuracy. Binary and ran-
domized binary encodings preserve predictive performance across all topologies,
whereas hashing consistently results in a slight reduction in performance. This in-
dicates that binary-based encodings improve privacy while maintaining comparable
predictive accuracy.

Encoding Central Skip-Ring Muffliato
One-hot 82.7+£04 8284+0.2 83.2+0.2
Binary 82.7+0.2 83.1+0.2 83.1+0.2
Randomized binary 82.7+0.3 83.14+0.2 83.2+0.2
Hashing 82.5+0.3 825+0.3 83.0+0.2

Table 5.10: Model accuracy (%) for the TabLeak feature encoding experiment on
the Adult dataset using the FC NN model with ¢ = 1. Bold values indicate the
highest mean accuracy for each encoding.

5.4.3 GLG: Feature Encoding and Predictive Performance

Table 5.11 reports results for the main experimental setting with ¢ = 1. Model
accuracy under GLG varies across encoding schemes and training topologies. BoW
achieves the highest average accuracy in the centralized setting but shows larger vari-
ability across runs. Binary-based encodings provide more consistent performance,
though with slightly lower average accuracy. Hashing yields the most consistent
accuracy across topologies. One-hot performs similarly in the centralized and Muf-
fliato settings, but drops more under Skip-Ring. This suggests that the utility effect
of feature encoding depends on the training topology.
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Encoding Central  Skip-Ring Muflliato

Bag-of-words 559435 50.6£82 53.2+28
Binary 53.6+1.1 53.6+1.2 53.4+1.3
Randomized binary 51.7 2.0 52.6 £2.0 52.5 + 2.1
Hashing 54.0+ 0.3 54.0£0.5 53.9+0.7
One-hot 54.14+0.3 50.3£6.2 53.1+2.7

Table 5.11: Model accuracy (%) for the GLG feature encoding experiment on the
Cornell (WebKB) dataset with o = 1, GCN model. Bold values denote the highest

mean accuracy among topologies for each encoding.
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Chapter 6

Discussion

6.1 Privacy Level Alone Does Not Fully Determine
Reconstruction Risk

In general, higher noise reduces leakage, making TabLeak much less effective and
causing DLG to fail at larger noise scales. GLG and GraphDLG follow the same
direction, but with a weaker and more variable dependence. The same noise that
limits reconstruction also affects model utility. Turning to model accuracy, we see a
different pattern. In the setting used for the TabLeak experiments (Adult, FC NN),
accuracy stays largely stable across the evaluated noise levels. In the GLG setting
(Facebook, GCN with BoW encoding), accuracy decreases under higher noise, and
the decrease is largest under Skip-Ring. In the GraphDLG setting (PROTEINS,
GCN with one-hot encoding), accuracy is lowest at the highest noise level. The
differences among topologies are small relative to the reported standard deviations
(Section 5.4).

Reconstruction risk also depends on the attack, model architecture, dataset, and
what the adversary observes. This is reflected in the contrast between TabLeak
and GLG. TabLeak is strongly affected by the noise scale o, whereas GLG shows
a weaker and less consistent dependence, with smaller differences between o levels
and greater variability across runs. We also find that linear models are harder to
reconstruct, and that the Insurance dataset shows only limited variation in ¢, likely
because its small size limits the information available in the gradients.

This interpretation is consistent with [33|, who show that the same DP guarantee
e can correspond to different reconstruction success rates depending on the training
configuration and the adversary’s observations. This supports our view that while
smaller € generally improves privacy, reconstruction risk must still be evaluated in
context.
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6.2 Feature Encoding Influences Gradient Leakage

Our results show that feature encoding affects gradient leakage, but the effect varies
by attack. In the tabular setting, every alternative to one-hot reduces TabLeak
reconstruction accuracy, with randomized binary giving the strongest protection. In
the graph setting, the effect is also large. For GLG, one-hot encoding consistently
yields much higher RNMSE than any other encoding across noise levels and datasets.
Feature encoding can therefore change the amount of information exposed through
gradients by a wide margin.

These results do not imply that any single encoding is a universal defense against
gradient leakage. The privacy benefit remains attack-dependent, and a defender
cannot assume in advance which reconstruction method an adversary will use. An
encoding that weakens one known attack may be less effective against another,
including future attacks not considered here. Feature encoding should therefore be
treated as one component of the overall privacy design rather than as a standalone
protection mechanism.

Encoding is also practically important because it can improve privacy without
necessarily causing large utility losses. In our tabular experiments, binary and ran-
domized binary encodings maintain predictive performance close to that of one-hot
encoding. In the graph setting, the privacy—utility trade-off is more mixed.

Feature encoding should therefore be included in privacy evaluations alongside
the noise scale, and its effect read in the context of the specific attack.

6.3 Effects Observed without Noise Do Not Always
Carry Over to Noisy Training

Another pattern in our results is that some effects often discussed in gradient leakage
research become much weaker once training is performed with Gaussian noise. Sev-
eral earlier observations in the leakage literature were established in settings without
privacy noise. For example, DLG by [2] shows that larger batch sizes make recon-
struction harder, and TabLeak by [4] studies both the effect of batch size and the
effect of training over multiple epochs. However, our results suggest that these effects
do not always carry over in the same way once gradients are perturbed throughout
training.

This is visible in the TabLeak experiments. Figure 5.7 shows that increasing
the batch size reduces reconstruction accuracy only when the noise level is low. At
larger noise scales, such as ¢ = 1, reconstruction accuracy is already close to the
random baseline, and increasing the batch size gives little additional protection.
This suggests that the privacy benefit of larger batches depends on the gradients
retaining sufficient useful structure for the attack to exploit. Once the gradients
have been strongly distorted by noise, the additional averaging from a larger batch
appears to matter much less.

A related pattern is observed for the number of training epochs. Figure 5.10
shows that epoch effects are weak when the noise level is high. At c = 1 and o = 0.1,
reconstruction accuracy stays near or below the random baseline and changes little
over training. At lower noise levels, especially ¢ = 0.001 and below, reconstruction
accuracy decreases over epochs. This suggests that the epoch effect mainly appears
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when the gradients still contain enough usable signal for the attack.

Taken together, these results suggest that noisy training changes how some com-
monly discussed factors influence leakage. When the noise level is high, the gradients
may already contain too little usable information for longer training or larger batch
sizes to have much additional effect. In lower noise regimes, these factors can still
matter, but their role is no longer the same as in settings without privacy noise.

Observations made in standard training should not automatically be assumed to
hold under privacy-preserving noisy training. Our results do not contradict earlier
work, but they suggest that conclusions about leakage should be re-evaluated when
noise is present throughout training.

6.4 Limitations

Our analysis assumes a single-node adversary that observes only the updates avail-
able to a single node in the network, consistent with an NDP setting. We do not
consider adversaries that collude across multiple nodes or aggregate observations
across the topology. Extending the analysis to such threat models is left for future
work.

As noted in Section 4.2.4, we clip and add noise to the batch-average gradient
rather than clipping each per-example gradient, but the comparison across the three
topologies remains fair because the same scheme is used in all of them.

A further effect is privacy amplification by subsampling. Because each update
uses a minibatch smaller than the full local dataset, random sampling amplifies
privacy and would lower the reported €. Our accountants do not include this, so the
reported ¢ is an upper bound.

We also restrict our experiments to noise scales ¢ < 1 because higher values
caused a marked drop in model accuracy.

6.5 Future Work

Future work could test additional defenses under the same decentralized training
setup used in this thesis. The DLG paper evaluates Gaussian noise and Laplacian
noise as well as low precision and gradient pruning [2|. Gradient pruning is especially
relevant because it changes which parts of the update are visible rather than only
changing their scale. Testing such defenses with TabLeak and graph-based attacks
would show how far the results extend beyond Gaussian noise.

A second direction is to study cryptographic defenses. Secure aggregation [34]
and additively homomorphic encryption [35] aim to prevent raw gradients from
being exposed. This is different from perturbing or pruning gradients after they
are computed. Future work could examine whether these methods fit decentralized
protocols in which there is no single trusted server.

A final direction is to vary the communication graph more systematically. The
experiments in this thesis already show that topology affects reconstruction risk.
Larger networks and other gossip graphs could test the stability of this effect. For
graph data, this should be paired with attacks that remain stable in the presence of
privacy noise.
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Chapter 7

Conclusion

This thesis studied gradient leakage in decentralized learning under DP. We com-
pared centralized training, Muffliato, and Skip-Ring, and evaluated TabLeak, DLG,
GRAIN, GLG, and GraphDLG on tabular and graph data. The results show a
trade-off between privacy and reconstruction, but the relation is not uniform across
attacks. In general, a higher € leads to greater leakage. GRAIN breaks down under
extremely small noise, whereas GLG remains much more stable at the noise levels
we tested. GraphDLG moves close to the random baseline at ¢ = 1. DLG also
fails to recover meaningful graph data under noisy training. For TabLeak, stronger
noise reduces leakage, and larger batch sizes are most effective when the noise is
low. We also found that the choice of feature encoding matters. Randomized binary
encoding gives the best protection against TabLeak, while one-hot encoding is much
more effective against GLG.

Overall, our results show that gradient leakage in decentralized learning depends
on more than just the DP privacy level. Training topology, attack type, feature en-
coding, and batch size all influence the amount of information that can be recovered
from gradients. The results indicate that the DP privacy level alone is insufficient to
characterize reconstruction risk. The relevant training, data, and attack conditions
should also be reported.
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Appendix A

Datasets

This thesis evaluates gradient reconstruction attacks on both tabular and graph-
structured datasets. Tabular datasets are used in the TabLeak experiments, whereas
graph datasets are used to evaluate graph reconstruction attacks such as GLG, DLG,
GRAIN, and GraphDLG.

Table A.1 summarizes the datasets used throughout the experiments.

Dataset Type  Data points Features Task

Adult Tabular 45,222 14 Binary classification
Health Heritage  Tabular 218,415 17 Binary classification
Law School Tabular 96,584 7 Binary classification
Insurance Tabular 1,338 6 Binary classification
WebKB (Cornell)  Graph 183 1,703 Node classification
CiteSeer Graph 3,327 3,703 Node classification
Cora Graph 2,708 1,433 Node classification
DBLP Graph 17,716 1,639 Node classification
Facebook Graph 22,470 128 Node classification
PROTEINS Graph 1,113 3 Graph classification

Table A.1: Summary of datasets used in the experiments.

For tabular datasets, the number of features is the dimensionality of one row;
for graph datasets, it is the dimensionality of each node-feature vector.
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Appendix B

Statement on the Use of Al Tools

Several Al tools were used during the writing process, limited to language polishing,
technical support, and feedback on the written work. GPT and Grammarly were
used to polish grammar, including spelling, wording, and sentence clarity. Claude
and GPT were also used as support tools when debugging Python code and LaTeX
code. In addition, paperreview.ai was used to help identify possible weaknesses and
missing elements in my written work. All Al-assisted suggestions were reviewed by
me before being incorporated into the thesis.

I am aware that I am responsible for all content of this master’s thesis.
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Appendix C

Code Repository

The code used in these experiments is available at GitHub: https://github.com/
Simula-UiB/Master-Thesis_Jonathan.
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